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Vulnerabilities in Ethereum Smart Contracts: Why?

2016 DAO attack 70 million dollars 
worth in ETH

Hard fork (ETH and ETC)

Reentrancy
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Some vulnerabilities are very well known, others can be found under different nomenclatures

DASP TOP 10

1. Reentrancy
2. Access Control
3. Arithmetic
4. Unchecked Low Level Calls
5. Denial of Services
6. Bad Randomness
7. Front Running
8. Time Manipulation
9. Short Addresses
10. Unknown Unknowns
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Vulnerabilities in Ethereum Smart Contracts: What?
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Solidity Programming Language

Ethereum Virtual Machine

Ethereum Blockchain Design
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Other taxonomies categorize the vulnerabilities according to where they originate from

Denial of Service
“tx.origin” usage
Integer Overflow/Underflow
Re-entrancy
Call to the unknown
Gassless “send”
…

Immutable bugs/mistakes
Ether lost in transfer
…

Timestamp dependency
Transaction Ordering Dependency
…

Vulnerabilities in Ethereum Smart Contracts: What?
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“OpenSCV: An Open Hierarchical Taxonomy for Smart Contract Vulnerabilities” Vidal et al. (2023)

1.Unsafe External Calls

1.1 Reentrancy

1.2 Malicious Fallback Function

1.3 Improper Check of External Call Result

1.4 Improper locking during external calls

1.5 Interoperability issues with other contracts

1.6 Delegatecall to Untrusted Callee

2. Mishandled Events

2.1 Improper Exceptional Events Handling

2.2 Improper Token Exception Handling

3. Gas Depletion

3.1 Improper Gas Requirements Checking

3.2 Call with hardcoded gas amount

4. Bad Programming Practices & Language Weakness
4.1 Bad Randomness
4.2 Improper Initialization
4.3 Improper Credit Transfer
4.4 Error in Function Call
4.5 Wrong class inheritance order
…

…
4.6 Improper Type Usage
4.7 Useless Code
4.8 Version Issues
4.9 Inadequate Data Representation
4.10 Improper Modifier
4.11 Redundant Functionality
4.12 Redundant Functionality
4.13 Buffer Overflow
4.14 Use of Malicious Libraries
4.15 Typographical Error

5. Incorrect Control Flow
5.1 Incorrect Sequencing of Behavior
5.2 Inadequate Input Validation

6. Arithmetic Issues
6.1 Overflow and Underflow
6.2 Division Bugs
6.3 Conversion Bugs

7. Improper Access Control
7.1 Incorrect Authentication or Authorization
7.2 Improper Protection of Sensitive Data
7.3 Cryptography Misuse

74 vulnerabilities

Most complete work we could find

Vulnerabilities in Ethereum Smart Contracts: What?
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What Kind of Detectors are Available?

Given a fixed set of vulnerabilities, are we able to find them on smart contracts?

Two types of detector:

- Frameworks/tools based on static analysis and formal verification
- Machine learning based solutions
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Vulnerability Detectors: Formal Verification Techniques

Hundreds of different tools available

Most of them are based on static analysis (abstract interpretation, taint analysis, 
model checking, symbolic execution)

Examples:

- Slither
- Mythril
- Oyente
- Securify
- SmartCheck
- SmartScan
- …
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Analysing the analysers: SmartBugs Framework
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Authors propose:

- Framework 
- Datasets:

- Smartbugs Wild
- Smartbugs Curated
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Analysing the analysers: SmartBugs Framework
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Authors propose:

- Framework 
- Datasets:

- Smartbugs Wild
- Smartbugs Curated
- Consolidated
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Summary on Static Analysis-based Detectors

Not accurate, specialized only on some vulnerabilities… at least fast?
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Can we do better?

15



Machine Learning for Vulnerability Detection in Ethereum Smart Contracts

What Kind of Detectors are Available?

Given a fixed set of vulnerabilities, are we able to find them on smart contracts?

Two types of detector:

- Frameworks/tools based on static analysis and formal verification
- Machine learning based solutions

16



Machine Learning for Vulnerability Detection in Ethereum Smart Contracts

Vulnerability Detectors: AI Techniques

ML learning techniques take advantage of existing frameworks for dataset 
labeling, and then they simply perform classification with techniques such as:

- SVM
- Boosting
- Random Forest
- Decision Tree
- LSTM
- CNN
- GNN
- …

Machine Learning techniques claim to have higher 
performance than static analyzers with respect to

 inference time and accuracy 
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Vulnerability Detectors: AI Techniques

ML learning techniques: 

- SVM
- Boosting
- Random Forest
- Decision Tree
- …

18

Neural Networks:

- LSTM/GRU
- LLM (ChatGPT)
- GNN (Graphs)
- …

Smart contracts can be seen as special case of sequential data

A feature extraction step before feeding the input to the classifier greatly improves detection
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Ethereum Smart Contracts
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Source code is essential for training and testing the model, but a 
classifier can be designed to work on opcode/bytecode
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Our Contributions

1. Collection and categorization of 26 ML-based vulnerability detectors;
2. A consistent mapping from all different definitions across the revised papers 

to a common taxonomy;
3. Comparison of the detectors according to model, dataset and vulnerabilities 

considered;
4. Discussion of emerged problems and possible mitigations.
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Common Taxonomy

● Mapping of vulnerabilities with 
different names across the papers

● Inspired by OpenSCV
● Association of risk (color)
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Dataset Statistics

For each paper we can 
compare vulnerabilities, 
number of contracts in the 
dataset, origin of the data 
and other statistics
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Method Info

Information useful for 
comparison/design of 
better methods
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Emerged Problems

● Machine Learning-related:
○ Scalability
○ Interpretability
○ Replicability

● Comparison-related:
○ Lack of comparison with related work
○ Missing results for single vulnerability
○ Using different metrics
○ Heterogeneity of used datasets
○ Vulnerabilities nomenclature
○ Results inconsistency
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● Usability-related:
○ Missing or high inference time
○ Vulnerability location
○ Source code vs. bytecode
○ Risk of vulnerabilities

● Dataset-related:
○ Limited number of contracts
○ Untreated unbalanced classes
○ Unclear dataset creation process
○ Labeling methods
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Work in Progress

Formalization of vulnerabilities 

Collection of representative smart contracts

Creation of benchmark dataset with different methods (generation, manual 
labelling, semi-supervised, …)

Testing of new ML models
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Conclusion

Static Analyzers are not trustworthy

Manual labeling leads to inconsistencies too

Need for formalization of vulnerabilities and benchmark dataset

Machine learning can still be considered the best option given the low inference 
time and the wide range of vulnerabilities it is possible to detect
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Thank you for your attention
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