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Vulnerabilities in Ethereum Smart Contracts: Why?

1 // UNSAFE EXTERNAL CALL: Reentrancy
2
2016 DAO attack 70 million dollars 3 T
4 contract EtherStore {
. 5 mapping (address => uint) public balances;
worth in ETH y
7 function deposit () public payable {
8 balances [msg.sender] += msg.value;
9 }
10
11 // VULNERABLE FUNCTION
12 function withdraw () external {
Hard fOI'k (ETH and ETC) 13 uint256 amount = balances [msg.sender];
14 (bool success,) = msg.sender.call{value:
balances [msg.sender]} ("");
15 require (success) ;
16 balances [msg.sender] = 0;
17 }
18 }
Reentrancy 19

20 // CONTRACT 2
21 contract Attacker {
22 fallback () external payable {

23 if (address (msg.sender) .balance >= 1 ether) {
24 EtherStore (msg.sender) .withdraw () ;

25 }

26 }

27 }
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Vulnerabilities in Ethereum Smart Contracts: What?

Some vulnerabilities are very well known, others can be found under different nomenclatures
DASP TOP 10

1. Reentrancy

2. Access Control

3. Arithmetic

4. Unchecked Low Level Calls
5. Denial of Services

6. Bad Randomness

/. Front Running

8. Time Manipulation

9. Short Addresses

10. Unknown Unknowns
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Vulnerabilities in Ethereum Smart Contracts: What?

Other taxonomies categorize the vulnerabilities according to where they originate from

Denial of Service

“tx.origin” usage

Integer Overflow/Underflow

Re-entrancy - Solidity Programming Language
Call to the unknown

Gassless “send”

Immutable bugs/mistakes

Ether lost in transfer -, Ethereum Virtual Machine

Timestamp dependency

Transaction Ordering Dependency Ethereumn Blockchain Design
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Vulnerabilities in Ethereum Smart Contracts: What?

“OpenSCV: An Open Hierarchical Taxonomy for Smart Contract Vulnerabilities” Vidal et al. (2023)

1.Unsafe External Calls

1.1 Reentrancy 4.6 Improper Type Usage
4.7 Useless Code
4.8 Version Issues
1.3 Improper Check of External Call Result 4.9 Inadequate Data Representation
4.10 Improper Modifier
4.11 Redundant Functionality
1.5 Interoperability issues with other contracts 4.12 Redundant Functionality 74 vulnerabilities
4.13 Buffer Overflow
5 Mishandied Events j.]zslgse of Me;]l_ici?L'JEs Libraries
. . ographical Error
5. Incorrect Control Flow Most complete work we could find
5.1 Incorrect Sequencing of Behavior
5.2 Inadequate Input Validation
3. Gas Depletion 6. Arithmetic Issues
6.1 Overflow and Underflow
6.2 Division Bugs
6.3 Conversion Bugs

1.2 Malicious Fallback Function

1.4 Improper locking during external calls

1.6 Delegatecall to Untrusted Callee

2.1 Improper Exceptional Events Handling

2.2 Improper Token Exception Handling

3.1 Improper Gas Requirements Checking

3.2 Call with hardcoded gas amount

4. Bad Programming Practices & Language Weakness 7. Improper Access Control
4.1 Bad Randomness 7.1 Incorrect Authentication or Authorization
4.2 Improper Initialization 7.2 Improper Protection of Sensitive Data

4.3 Improper Credit Transfer
4.4 Error in Function Call
4.5 Wrong class inheritance order

7.3 Cryptography Misuse
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What Kind of Detectors are Available?

Given a fixed set of vulnerabilities, are we able to find them on smart contracts?
Two types of detector:

- Frameworks/tools based on static analysis and formal verification
- Machine learning based solutions
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Vulnerability Detectors: Formal Verification Techniques

Hundreds of different tools available

Most of them are based on static analysis (abstract interpretation, taint analysis,
model checking, symbolic execution)

Examples:

- Slither

- Mythril

- Oyente

- Securify

- SmartCheck
- SmartScan
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Analysing the analysers: SmartBugs Framework

SmartBugs: A Framework to Analyze Solidity Smart Contracts

Authors propose:

Jodo F. Ferreira Pedro Cruz
INESC-ID and IST, University of Lisbon, Portugal INESC-ID and IST, University of Lisbon, Portugal
F k joao@joaoff.com pedrocrvz@gmail.com
ramewor Thomas Durieux Rui Abreu
KTH Royal Institute of Technology, Sweden INESC-ID and IST, University of Lisbon, Portugal
- D at a S et S : thomas@durieux.me rui@computer.org

- Smartbugs Wild

- Smartbugs Curated . ) )
Empirical Review of Automated Analysis Tools on 47,587

Ethereum Smart Contracts

Thomas Durieux Joéo F. Ferreira
INESC-ID and IST, University of Lisbon, Portugal INESC-ID and IST, University of Lisbon, Portugal
thomas@durieux.me joao@joaoff.com
Rui Abreu Pedro Cruz
INESC-ID and IST, University of Lisbon, Portugal INESC-ID and IST, University of Lisbon, Portugal
rui@computer.org pedrocrvz@gmail.com
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Analysing the analysers: SmartBugs Framework

Tool Version New Contract format

Authors propose: Solidity ~Creation Runtime
ConFuzzius #4315fb7 v v
Conkas #4e0f256 v v
-  Framework Fthaintor v v
eThor 2021 (CCS’20) v v
- D atasets: HoneyBadger  #ff30c9a v v
. MadMax #6e9a6e9 v v
- Smartbugs Wild Maian #4bab09a v v v
Manticore 0.3.7 v
- Smartbugs Curated Mythril 5 1 o v v
Osiris #dlecc37 v v
Oyente #480e725 v v
Pakala #c84ef38 v v
Securify v v
sFuzz #48934c0 v v
Slither v
Smartcheck v
Solhint 3.3.8 v
teEther #04adf56 v v
Vandal #d2b0043 v e
19 tools 8 13 2 13
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Analysing the analysers: SmartBugs Framework

A u't h 0 r S p ro p O S e . Table 5: Vulnerabilities identified per category by each tool. The number of vulnerabilities identified by a single tool is shown
° in brackets.

Category HoneyBadger =~ Maian Manticore Mythril Osiris Oyente  Securify Slither Smartcheck Total

_ Fr m rk Access Control 0/19 0% 0/19 0% 4/19 21% 4/19 21% 0/19 0% 0/19 0% 0/19 0% 4/19 21% (1) 2/19 11% 5/19 26%

a eWO Arithmetic 0/22 0% 0/22 0% 4/22 18% 15/22 68% 11/22 50% (2) 12/22 55% (2) 0/22 0% 0/22 0% 1/225% 19/22 86%

Denial Service 0/7 0% 0/7 0% 0/7 0% 0/7 0% 0/7 0% 0/7 0% 0/7 0% 0/7 0% 0/7 0% 0/70%

- D a-t as e-t S: Front Running 0/70%  0/70% 0/7 0% 2/7 29% 0/7 0% 0/70%  2/729% 0/7 0% 0/70%  2/729%

© Reentrancy 0/8 0% 0/8 0% 2/8 25% 5/8 62% 5/8 62% 5/8 62% 5/8 62% 7/8 88% (2) 5/8 62% 7/ 8 88%

. Time Manipulation 0/5 0% 0/5 0% 1/5 20% 0/5 0% 0/50% 0/50% 0/50% 2/540% (1) 1/520% (1) 3/560%

- S mart bLI g S WI |d Unchecked Low Calls 0/120% 0/120%  2/1217% 5/12 42% (1) 0/12 0% 0/120% 3/1225% 4/1233% (3) 4/1233% (1)  9/12 75%

Other 2/3 67% 0/3 0% 0/3 0% 0/3 0% 0/3 0% 0/3 0% 0/30% 3/3100% (1) 0/30%  3/3100%

= Smartbugs Curated Total 2/115 2% 0/115 0% 13/11511% 31/115 27% 16/115 14% 17/11515% 10/1159% 20/11517% 13/115 11% 48/115 42%

Table 6: Total number of detected vulnerabilities by each tool, including vulnerabilities not tagged in the dataset.

Category HoneyBadger Maian Manticore Mythril Osiris Oyente Securify Slither ~Smartcheck Total
Access Control 0 101 280 241 0 0 6l 201 31 91l
Arithmetic 0 0 111 920 621 (3 | 0 0 231 2570
Denial of Service 0 0 0 0 27l 111 0 21 190 591
Front Running 0 0 0 211 0 0 55 0 0 761
Reentrancy 0 0 4l 161 51 51 321 151 71 841
Time Manipulation 0 0 41 0 41 51 0 51 21 20!
Unchecked Low Level Calls 0 0 4l 300 0 0 211 131 141 821
Unknown Unknowns 51 21 2510 321 0 0 0 28l 8l 1001
Total 5 12 761 2150 981 901 1141 831 761 769
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Analysing the analysers: SmartBugs Framework

Table 3: Overlap of Mapped Assessments in the Consolidated GT Set.

Authors propose: ] 5 _
w N =] b &
= ;’;‘: = 3 ] o +
g §8 9 §¢ g 2 w0
- Framework %égsgag g2 EE 2
- B B =2 &28 3 N B o .=
- Datasets: Set SS8EEa & § 228 355
- Smartbugs Wild CodeSmells  [5300 6 4 26 14 145 1
ContractFuzzer 6 375 6 3 15 10
- Smartbugs Curated Doublade 4 6279 2 2 10 7
- Conso“dated eThor 26 2 702 25 691
EthRacer 111 5
EverEvolvingG. 65
NPChecker 483l 2 95 219 128
Zeus 145 15 10691 5 128 7323 1
JiuZhou 129 2
NotSoSmartC 1 32 7
SBcurated 10 7 1 7 129 31
SolidiFI 343
SWCregistry 2 31 116
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Summary on Static Analysis-based Detectors

Not accurate, specialized only on some vulnerabilities... at least fast?

Table 8: Average execution time for each tool.

Execution time

v ool Average Total

1 Honeybadger 0:01:38 23 days, 13:40:00 |

2 Maian 0:05:16 49 days, 10:06:15 |

3 Manticore 0:24:28 184 days, 01:59:02 W

4 Mythril 0:01:24 46 days, 07:46:55 |

5 Osiris 0:00:34 18 days, 10:19:01 |

6 Oyente 0:00:30 16 days, 04:50:11 |

7  Securify 0:06:37 217 days, 22:46:26 B

8 Slither 0:00:05 2 days, 15:09:36

9  Smartcheck 0:00:10 5 days, 12:33:14
Total 0:04:31 564 days, 3:10:39
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Summary on Static Analysis-based Detectors

Not accurate, specialized only on some vulnerabilities... at least maintained?
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Fig.6 Tool errors over time. Each data point shows the percentage of errors reported by the tools, in bins of
100k blocks. Mythril, Oyente and Vandal had no errors
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Can we do better?
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What Kind of Detectors are Available?

Given a fixed set of vulnerabilities, are we able to find them on smart contracts?
Two types of detector:

- Frameworks/tools based on static analysis and formal verification
- Machine learning based solutions
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Vulnerability Detectors: Al Techniques

ML learning techniques take advantage of existing frameworks for dataset
labeling, and then they simply perform classification with techniques such as:

- SVM
- Boosting

- Random Forest Machine Learning techniques claim to have higher

- Decision Tree performance than static analyzers with respect to
- LSTM inference time and accuracy

- CNN

- GNN
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Vulnerability Detectors: Al Techniques

ML learning techniques: Neural Networks:
- SVM - LSTM/GRU
- Boosting - LLM (ChatGPT)

- Random Forest
- Decision Tree -

GNN (Graphs)

Smart contracts can be seen as special case of sequential data

A feature extraction step before feeding the input to the classifier greatly improves detection
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Ethereum Smart Contracts

-

\

pragma solidity "0.8.0;

contract Storage {
uint256 data;

constructor (uint256 _data) {
data=_data;

}

function set(uint256 _data) public {
data = _data;
}
}

Contract Code

Y

PUSHI 0x80 PUSHI 0x40 MSTORE
CALLVALUE DUP1 ISZERO PUSH2 0x10
JUMPI PUSH1 0x0 DUP1 REVERT
JUMPDEST POP PUSH1 0x40 MLOAD
PUSH2 0x188 CODESIZE SUB DUP1 PUSH2
0x188 DUP4 CODECOPY DUP2 DUP2 ADD
PUSHI 0x40 MSTORE DUP2 ADD SWAP1
PUSH2 0x32 SWAP2 SWAP1 PUSH2 0x54
JUMP JUMPDEST DUP1 PUSH1 0x0 DUP2
SWAP1 SSTORE POP POP PUSH2 0x9E
JUMP JUMPDEST PUSHI 0x0 DUP2
MLOAD SWAP1 POP PUSH2 0x4E DUP2
PUSH2 0x87 JUMP JUMPDEST SWAP3
SWAP2 POP POP JUMP JUMPDEST PUSHI
0x0 PUSH1 0x20 DUP3 DUP5 SUB SLT
ISZERO ....

Y

J

OpCode

608060405234801561001057600080fd5
b50604051610188380380610188833981
810160405281019061003291906100545
65b806000819055505061009¢565b6000
8151905061004¢81610087565b9291505
0565b6000602082840312156100665760
0080fd5b60006100748482850161003f56
5b91505092915050565b6000819050919
050565b6100908161007d565b81146100
9b57600080fd5b50565b60dc806100ac6
000396000f3fe6080604052348015600f5
7600080fd5b5060043610602857600035
60e01c806360fe47b114602d575b60008
0fd5b60436004803603810190603f9190
6062565b6045565b005b8060008190....

/

ByteCode

Source code is essential for training and testing the model, but a
classifier can be designed to work on opcode/bytecode
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Our Contributions

1. Collection and categorization of 26 ML-based vulnerability detectors;

2. A consistent mapping from all different definitions across the revised papers
to a common taxonomy;

3. Comparison of the detectors according to model, dataset and vulnerabilities
considered;

4. Discussion of emerged problems and possible mitigations.
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Common Taxonomy

e Mapping of vulnerabilities with
different names across the papers

e Inspired by OpenSCV

e Association of risk (color)
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Category Vulnerability Acronym | Severity | Solved
Reentrancy RE High
Dangerous Delegate Calls DC High
Unsafe Unchecked Low-level Calls LLC High
External Calls | Malicious Library Calls MLC High
Infinite Loops 1L Avg
Use of Send/Transfer ST Avg
DoS (Unbounded Operation) | DOS1 High
Migl;::rllxtisled Mishandled Exception ME High
Assert Violation AV Avg
G Dejletioii Multiple Sends MSS High
DoS DOS2 Avg
Right-to-Left Override RLO High
Unchecked Return Value URV Avg
Call Stack Depth CSD Avg EIP-150 2016
Locked Ether LE Avg
me'Bad ing [Incormect ERC20 ERC20 | Avg
Practices Inline Assembly ASM Avg
%Vmg;;g: Unsafe Recast UR Avg
Variable Shadowing VSH Low v0.6.0
Block Information BI Low
Implicit Visibility I\Y% Low
Complex Pragmas PRA Low
Transaction Order Dependency | TOD High
c (izfr‘:ir;?ow Short Address SA Avg
Timestamp Dependency TD Low
Integer Overflow IOF High v0.8.0
Arithmetic [, eger Underflow IUF Avg | v08.0
Division by zero DBZ Low v0.4.0
Accessible Self-Destruct ASD High
Tainted Self-Destruct TSD High
Improper Unrestricted Write uw High
Access Control | gyicide Contract suc Avg
Tx Origin TXO Avg
Unprotected Ownership uo Avg




Dataset Statistics

For each paper we can
compare vulnerabilities,
number of contracts in the
dataset, origin of the data
and other statistics

Dataset statistics

Dataset used

P
2
o © ]
28 g <
= a
o % % E &
ﬂ:; E '8 g pg Ca g [} "i:u —_ 2 - = 2
£8 22 t3 ys5ESEgfHzn’
28 g2 L EE RN LR
Ref Name Vulnerabilities w % M #contracts (B AR OO EASAS IR =02
[0] - IOF LLC ASD/TSD/UW/SUC/TXO/UO|8 no 6000 v v
RE ERC20 DOS2 UR
[44] HGAT RE TD IOF IUF 4 yes/ 7018 7
B32) - RE TXO IOF IUF CSDME TD TOD RE |13 no v ¥ na. 7 7
ASM TD LLC TSD
[46] - ~ no 160012 +587 s
+9369
] Bi-GGNN BIDC IOF RE SUCSA TD TOD URV |- no 93691964 |V ¥
+143+7000
[77] MODNN IOF IUF CSD TOD TD RE AV TXO RE |12 no 18000 v v/
ASM TD LLC
75] CBGRU IL RE IOF CSD TD IUF 6 yes vV >10000 v
76] SPCBIG-EC RE TD IL IOF IUF CSD 6 yes v v >10000 v
36] - RE RE/DC/LLC/MLC/IL/ST URV ERC20|- yes 3328 7
ERC20 TD
72] xFuzz RE TXO DC 3 yes 7391
31] CodeNet RE LLC TD TXO 4 yes v/ 201376 v v
27] CNN-BiLSTM | TXO URV ERC20 ERC20 TD - yes 1733 v
6] Eth2Vec RE TD ERC20 MSS/DOS2 IV IOFIUF |- no 95152 v
33] SmartConDetect |- 23 no 10000 v
57] ABCNN RE IOF/IUF/DBZ TD 3 no 8632 v
73] DeeSCVHunter |RE TD 2 no 40932 v
42] ESCORT CSD RE MSS ASD DOS1 TSD TOD AV |8 yes v/ 93497 v
[70] Peculiar RE 1 no 203713 v v
[29] - IOF RE ME BI UO 5 yes 2297058 7
+32499+24
41] CGE RE TD IL - no 40932+4170 v/
79] TMP, DR-GCN |RE TD IL 3 no 40932+4170 v/
50] BLSTM-ATT RE - yes v/ 4000 v
67] ContractWard |IOF IUF TOD CSD TD RE 6 yes v/ 49502 v
37] Soliaudit IOF IUF CSD TOD TD RE AV TXO RE|- yes v 17979 v
ASM URV TD LLC ASD/TSD
[47] - IUF RE ASD LE ERC20 MSSRE TXOURV |- yes 1013 v
LLC ME VSH ASM ERC20 PRA
[56] - IOF IUF TOD CSD 1D RE 6 yes / / 3000 7

Table 3. Comparing different detectors according to considered vulnerabilities and dataset used.
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Pre-processing ML model Dataset
g g g
- = i o
Method Info - . gl i fBe o3 |l B
Sefgf o L% é“ﬁggé’sﬁf% ?sgé = |&
revame 2B E08E3nefoBA2BERESSEEE0 SE3E B S :
[10] - S/ v/ v/ v/ 8 6000 /|na. [90.57[[79], [70] [75] v/
. [44] HGAT a4 v v 7/ 4 7018 1.04 |84.25
|nf0rm atIOn USGfU| fOI’ [32] - v / v v v |13 na. v v |na |96.5 |[[26,33,41,47,57,58,67,73,79]
[46] - 2 v - 169968 v V327 |97 |[24,26,42)
Companson/deSlgn Of [9] Bi-GGNN % v / /7 |- 17458 / / |na  |911 |[50,58]
[77] MODNN a4 v 12 18000 v v V |na. 94.8 |[6, 37, 79]
b e_t_t erm eth o d S [75] CBGRU v/ v/ R v |6 >10000 v na. |89.93|[50,70,73,79] v
[76] SPCBIG-EC v/ v/ /S / v v |6 >10000 /198 [90.79([6, 73, 79] v/
[36] - O v/l v - 3328 /|na [753 |-
[72] xFuzz a4 v v 3 7391 / v |30 - - v
[31] CodeNet v/ v/ 4 47518 / / |014 [97.63]-
[27] CNN-BiLSTM v/ /S v |- 1733 /|na [83.63]-
[6] Eth2Vec 7 v/ [- 95152 /(0371 575 [[47] v/
[33] SmartConDetect v v/ v 23 10000 v |na. [90.9 |[6],[79]
[57] ABCNN v v v v 3 8632 v <1 |[s7.66]-
[73] DeeSCVHunter v a4 v/ /|2 40973 v |na. 834 |[79] v
[42] ESCORT v v/ 8 93497 /]020 |95 [[26,30,58, 67
[70] Peculiar v v v 1 203713 v V|na |92 [[79] v
[29] - v/ v/ 5 >2M /(047 |na |-
[41] CGE v v/ v/ - 40932 v/ |na [8543[[79]
[79] TMP, DR-GCN v/ v/ /|3 40932 v/ |na [7713
[50] BLSTM-ATT v 7 7 v/ |- 4000 /|na  [ss26 v
[67] ContractWard v a4 6 49502 V|4 97 |-
[37] Soliaudit 4 EaEa4 v - 17979 v/ |na. (904 |- v
[47] - v/ v/ % v/ - 1013 /| <0.001]- )
[56] - v/ S 6 3000 /|4 93 |-

Table 2. Comparing different detectors according to pre-processing technique, models, dataset and results.
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Emerged Problems

e Machine Learning-related: e Usability-related:
o  Scalability o Missing or high inference time
o Interpretability Vulnerability location
o Replicability Source code vs. bytecode

(@)

O

Py Comparison_related: o Risk of vulnerabilities
o Lack of comparison with related work e Dataset-related:
o Missing results for single vulnerability o Limited number of contracts
o Using different metrics o Untreated unbalanced classes
o Heterogeneity of used datasets o Unclear dataset creation process
o Vulnerabilities nomenclature o Labeling methods
o Results inconsistency
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Work in Progress

Formalization of vulnerabilities
Collection of representative smart contracts

Creation of benchmark dataset with different methods (generation, manual
labelling, semi-supervised, ...)

Testing of new ML models
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Conclusion

Static Analyzers are not trustworthy
Manual labeling leads to inconsistencies too
Need for formalization of vulnerabilities and benchmark dataset

Machine learning can still be considered the best option given the low inference
time and the wide range of vulnerabilities it is possible to detect
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Thank you for your attention
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