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technology (e.g., Algorand, Ethereum, Solana, Quorum).

• Flexibility and adaptability of blockchain solutions to 
diverse industries (e.g., Finance, Supply Chain, 
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• Assessing and comparing the performance of different 
blockchain systems.
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• Diablo stands out as the tool that serve all the features and respect the 
criteria for blockchain benchmark.
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• (C1) Framework-specific hurdles. 

• (C2) Lack of standardized benchmarks. 

• (C3) Infrastructure setup complexity.

• (C4) Lack of realistic workloads.

• (C5) Resource management and transaction handling. 

• (C6) Steep learning curve. 
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Cloud-based vs cluster benchmark

• Infrastructure evolution 
(increased network throughput 
capacity and decreased 
latency).

• Limited opportunities to 
adjust network properties.
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and the distributed network 
topology emulator Kollaps.

2. Observe the performance of several 
blockchains (Algorand, Diem, 
Ethereum PoA, Solana, Quorum-IBFT)
under different topologies.

3. Serving a controlled environment.

4. Assessing the feasibility of 
achieving comparable performance 
in a cost-effective cluster setup.
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• RQ1 - Is it possible to reproduce results comparable to those achieved on 
AWS using on-premises infrastructures?

• RQ2 - Which blockchain is more performant (e.g., TPS) when evaluated with 
the given topologies?

• RQ3 - How do the characteristics of different topologies influence 
blockchain performance, and which topology demonstrates greater 
efficiency in terms of performance when compared across various 
blockchains, and why?

• RQ4 - As the number of nodes in the network increases, how do the 
performance characteristics of blockchains change?

• RQ5 - By using the 2023 and 2024 network datasets to represent two 
different moments in the cloud, can we assert that the execution of a 
blockchain benchmark varies depending on these datasets?

• RQ6 - Which blockchain suffers the most when different packet drop rates 
are applied?

• RQ7 - Regarding the results of the experiments executed using topology 
construction method 2, what can be inferred about the network 
configuration used (i.e., Scale-free, switches, links)?
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• Prior to starting the benchmark, the workload generator parses 2 
configuration files: 

• benchmark configuration file, defining the distribution of DIABLO 
Secondaries, transaction information, function calls, data types 
and variants of what data is passed into the transaction;

• blockchain configuration file, defining the experimental setup, 
denoting the configuration of machines to make the network of the 
blockchain.

Benchmark definition
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countries around the world.

• Diablo emulate clients sending either native or smart-contract 
transactions to the blockchain during the duration of the 
workload, e.g., 120 seconds at a constant rate of 1000 TPS (order 
of magnitude as the average load of the VISA system).

• If the measured throughput is close to 1000 TPS, the blockchain 
handles the simple payment use case for the configuration.

Paper Experimental Settings
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NETWORK EMULATION

*P=process, V=virtual machine, C=container
*note1:(N/A: single link emulation only)
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• Web-based Dashboard, to monitor the experiments.

• Deployment Generator converts an experiment description into a 
deployment plan.
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reduction.
• (C4) Facilitate real-world benchmarking scenarios.
• (C5) Enabling network malleability, flexibility, and availability 

for configuration on a per-request basis.
• (C6) Enrich already existing documentation by providing both 

network datasets and execution traces.
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• Fat-tree. A hierarchical topology consisting of core, 
aggregation, and edge layers.

• Full-mesh. Each node is connected to every other node, ensuring 
maximum connectivity. 

• Hypercube. Each node is connected to its adjacent nodes in a 
binary-like fashion, forming a multidimensional cube. 

• Scale-free. A few nodes have significantly more connections than 
others.

• Torus. Resembling a grid where each node is connected to its 
adjacent nodes in a wrap-around fashion. 
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• Network measurements in the 
cloud don’t provide much 
insight into the underlying 
infrastructure. 

• Having node with degree >= 2 
in Kollaps, it is not possible 
to obtain the same network 
performance (Kollaps activates 
a best-route selection 
mechanism). 

• This confirms that 
measurements in the cloud only 
show a part of its network 
infrastructure design. 
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• To gain more insights from the characteristics of each topology (e.g., 
considering shared links). 

• Given an arbitrary number of switches (independent from the cloud 
regions), where the switches of the AWS regions then connect randomly. 

• We select the Scale-free topology, as it provides a high variation in 
linkages and degree among nodes. 

• We use an increasing number of switches (250, 500, and 1000) with an 
increasing latency value (25, 50, 100) on the links.
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round-robin fashion through approved validators with a minimum block 
interval.

• Quorum-IBFT. A permissioned Ethereum variant maintained by ConsenSys
for enterprise use, provides a web socket streaming API for accessing 
real-time blockchain data with a 1-second block period.

• Solana. A high-performance blockchain utilizing Proof-of-History 
combined with Proof-of-Stake for scalability and throughput, requires 
30 confirmations for transaction finality and appends blocks every 400 
milliseconds by replacing both Merkle Patricia Trie and ECDSA.

• Algorand. Featuring Silvio Micali, employs a pure Proof of Stake (PoS) 
consensus algorithm, ensuring swift transaction finality and efficient 
scalability through node selection using sortition.

• Diem. Formerly known as Libra (Facebook), employs a modified HotStuff
consensus protocol to ensure deterministic resolution of the consensus 
problem, reduce communication overhead, and imposes a memory pool limit 
of 100 transactions per signer, with a sequence number in each 
transaction, akin to Ethereum.
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• PayPal and VISA. To test their transactions capacity to a 
blockchain.

• DDoS. To test the robustness of the specific blockchain under 
high request scenarios.

• Exchange/Nasdaq. Implemented as a decentralized exchange smart 
contract with functions to buy and check the availability of the 
stocks for Google, Apple, Facebook, Amazon and Microsoft. 

• Gaming/Dota2. Executing the trace of an online battle arena video 
game comprising players who interact with each other and with the 
environment. 

• Web service/FIFA. A customization implementation of the FIFA 
website workload during the 1998 soccer world cup, and 
implemented as a simple (but contended) counter smart contract 
with an add function. 
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RESULTS #1
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Benchmark on a Fat-tree topology with different 
blockchain network size

4-nodes per region
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Benchmark on a Full-mesh topology with different 
blockchain network size

4-nodes per region



RESULTS #3

1-node per region
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Benchmark on a Hypercube topology with different 
blockchain network size

4-nodes per region



RESULTS #4

1-node per region
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Benchmark on a Scale-free topology with different 
blockchain network size

4-nodes per region



RESULTS #5

1-node per region
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Benchmark on a Torus topology with different 
blockchain network size

4-nodes per region



RESULTS #6
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Benchmark on a Full-mesh topology with different 
network datasets



RESULTS #7
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Benchmark on a Full-mesh topology with different 
packet drop percentage during the workload execution



RESULTS #8

1-node per region
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Network load based on the different workload executed 
on the topologies set

4-nodes per region



RESULTS #9
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Experiments with Scale-free and increasing number of 
switches-link
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FUTURE WORK & CONCLUSIONS

• Collect and utilize real blockchain data (from 
specific periods)

• Use temporal data to simulate dynamic network events

• Implement and compare other (potentially new) 
blockchain protocol
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