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PEPA - Performance Evaluation Process Algebra

A stocastic process algebra for modelling systems [H90]

P:=(a,1).P|P+P|P><aP|P/A|A
A

> Actions: (a, 4). Q

» Choises: P+ Q > Hidings: P/ A
» Cooperations: P ><1 Q > Definitions: A = P
A
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From Operational Semantics to CTMC

PEPA processes are Continuous-Time Markov Chains

(a, 2).0 + (b, 3).R + (¢, 7).P;

W (b, 5).8 + (¢, 11).wW;
Q = (tau, 1).9;
S = (tau, 1).S;
R = (tau, 1).R;

P<b>W



From Operational Semantics to CTMC

PEPA processes are Continuous-Time Markov Chains

(a, 2).0 + (b, 3).R + (¢, 7).P;
(b, 5).8 + (¢, 11).wW;

Q = (tau, 1).9;
S = (tau, 1).S;
R = (tau, 1).R;
P<b>W

» nodes are model states

> transitions are (synchonized) actions

(a,2) @ (b,3)
@ (0718) @

(c,11)



PEPA Implementation

Eclipse File Edit Navigate Search Project PEPA Run Window Help

O [ ] runti EclipseApplication - PEPA_¢ ple/ ple3.pepa - Eclipse Platform
Tl 2=F Qi g N Q B R
=] example3.pepa X = B8 5
P = (a, 2).Q + (b, 3).R + (c, 7).P; oz
W= (b, 5).S + (c, 11).W; E
H H Q = (tau, 1).0;
» model specification $f B -

P <b> W

> steady state analysis

|®0 Proble [T ASTVi @ Abstra [ StateS @ Graph [ Consol X 4 Search = &
ExhiR = i
ole . PEPA
> scalabl I Ity anaIYSIS 18:43:00 [example3.pepal Model added.
18:43:00 [example3.pepal Model parsed.
18:43:44 [branching_bisim_example.pepal Model added.
18:43:44 [branching_bisim_example.pepal Model parsed.
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Non-Interference

Is a property avoiding information leaks due to system behaviours

» Non-7 actions are either high level (H) or low level (L)
» Low level users can only perform low level actions

» High actions should be "invisible" to low level users

What does "invisible" mean? Equivalent w.r.t. some relation



Weak Bisimulations

a
R, is symmetric and if (r, s) € R,, and r — ¢/, either:

» a=rand (r,s) € R,

a
> s =51 = 5 = s and (¥,s) € R,

3 N N s
3 N N ’
7 N N s
s N N s
/ N N /
’ N N ’
3 N N 3
3 N N 3
T a
T r




Brancing Bisimulations

a
Ry, is symmetric and if (r, s) € R, and r — ¥/, either:

» a=7and (+,s) € R,

a
> s =851 = 5 = s and (r, 51), (7, 50),(F,s") € R

s N N s
s S S s
’ N N ’
7 N N 7
’ N N ’
’ N N ’
’ N N ’
s S S s
T a
r r
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Brancing Bisimulations

a

R, is symmetric and if (r,s) € Ry and r — r', either:

> g=tand (r ,s) € R,

> a
s> 5851 —>8,=>s and (r,5(),(r ,5,),(r ,5 ) ERy

s N N s
4 N N / \ 4
v N N / \ v
s N N s
s N N / \ s
z N N / \ 4
s N N / \ s
v N N v
T / a /
r > r r > r

10



Lumpable Bisimulations

[HPR21] R; is an equivalence relation on P and s.t. if (r, s) € R,
then, for all a and for all C € P/R; that either:
> a#* Tor

» a=r7andr,s & C,

the following equation holds

Zrate(ric> = Zrate<s ic’)

ceC ceC

11
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Branching vs Lumplable

Branching Lumpable

T
a




Persistent Stochastic Non-Interference

Definition [HPR21]

P € PSNI

—

VP’ st. P -* P'andVH € Cy

(P'><10)/H =~; (P'><xH)/H
H H

14
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Persistent Stochastic Non-Interference

Definition [HPR21]
VP st.P—*P and VH € Cy

PEPSNL = p' vqoyH=~P ><H/MH

H H

Theorem [HPR2I]

_H
P € PSNI — (P '>H<' 0)/H =P

14
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Adding PSNI in PEPA Plugin

Two steps

> action level labelling

» PSNI testing command
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Adding PSNI in PEPA Plugin

Two steps

> action level labelling (PEPA language)
» PSNI testing command (PEPA-plugin Ul)
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Action Level Labelling

ar = 2;

br = 3;

P = (a, ar).Q + (b, br).R + (c, 7).P;
W= (b, 5).S + (c, 11).W;

Q = (tau, 1).0;

S = (tau, 1).S;

R = (tau, 1).R;

P<b>W

17



Action Level Labelling

4 set default level low;

=

6 high a, b;

18



Project

runtime-E

ry_mining.p
default_le

h;

PEPA Plug-in Integration

PEPA Run Window

Markovian Analysis
Scalable Analysis
Capacity Planning

Convert to EMF...
LaTeXify...

>
>
>

.

Help
Aggregation... r.pepa - Eclipse Platform
oo Derive
Verify the Persistent Stochastic Non- __

Verify PSNI...

’Fl Interference (PSNI)
Steady State An :

alysis...
Passage-Time Analysis...
Experimentation...

(draw, 1).S fair + (h, 1).(draw, 1).S unTair;

19



PEPA Plug-in

Project = PEPA.  Run  Window Ip
runtime-E¢  Markovian Analysis >  Aggregation... 1.pepa - Eclipse Platform
Scalable Analysis > oo Derive
] 5 ; B . Verify the Persistent Stochastic Non-
ry_mining. Capacity Planning > Verify PSNL... 1 nterfgrence (PSNI)
default_le  convert to EMF...

3 Passage-Time Analysis...
h; LaTeXify... X )
Experimentation...

(draw, 1).S_fair + (h, 1).(draw, 1).>_untair;

Integration

PSNI Verification Results

o The process does not satisfy PSNI

-PSN [2) Problems [ AST View @ Abstraction View [ State Space View @ Graph View "Bl Console X 4 Searc
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PEPA Plug-in Integration

Project . PEPA  Run Window Help B
runtime-E¢ Markovian Analysis >  Aggregation... 1.pepa - Eclipse Platform ® PSNI Verification Results
Scalable Analysis > oo Derive

e — T o The process does not satisfy PSNI
& | . . N . Verify the Persistent lochastic Non- _

ry_mining.0 Capacity Planning Pl Verify PSNIL... | Inerference (PSNI)

default_le  convert to EMF...

R Passage-Time Analysis...
h; LaTeXify... K .
Experimentation... =
(draw, 1).S fair + (h, 1).(draw, 1).5 untair; PsN Problems [ AST View @ Abstraction View [ State Space View @ Graph View &l Console X 4 Searc

[20 Problems [ AST View _# Abstraction Vi [ State Space Vi @ Graph View El Console X 4~ Se

PEPA
15:11:57 [example3.pepal PSNI checked. Elapsed time: 29 ms.
LTS States:
Po: [P,W]
P1: [Q,W]
P2: [R,S]
e LTS:

States: {Po,P1,P2}
mi Transitions:
P0-[c,18.0,L0W]->P0
Po-[a,2.0,HIGH] ->P1
Po-[b,3.0,HIGH] ->P2
‘P p1-[tau,1.0]->P1
P1-[c,11.0,L0W]->P1
P2-[tau,2.0]->P2
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PEPA Plug-in Integration

Project . PEPA  Run Window Help
runtime-E¢ Markovian Analysis >  Aggregation... 1.pepa - Eclipse Platform
Scalable Analysis > oo Derive
E | A A - .. Verify the Persistent Stochastic Non- _

ry_mining.p Capacity Planning Pl Verify PSNIL... || Interference (PSNI)

default_le convert to EMF... . X

) Passage-Time Analysis...
h; LaTeXify...

Experimentation...
(draw, 1).S fair + (h, 1).(draw, 1).5 untair;

[22 Problems [T AST View _# Abstraction Vi

PEPA

LTS + LTS\H:
States: {P0,P1,P2,P3,P4,P5}
Transitions:
Po-[c,18.0,L0W]->P0

3 Po-[a,2.0,HIGH]->P1

Jine P@-[b,3.0,HIGH] ->P2
P1-[tau,1.0]1->P1

~mi Pl-[c,11.0,L0W]->P1
P2-[tau,2.0]->P2
P3-[c,18.0,L0W]->P3
P4-[tau,1.0]1->P4

NLP  pa-[c,11.0,L0W]->P4
P5-[tau,2.0]1->P5

spa High lumpability bisimulation of LTS + LTS\H:

[ State Space Vi

[ PSNI Verification Results

o The process does not satisfy PSNI

PSN Problems [] AST View @ Abstraction View [ State Space View @ Graph View B Console X 4 Searc

@ Graph View [ Console X 4 Set
5 BH &0

Partition([PartitionBlock([2, 5]), PartitionBlock([3]), PartitionBlock([1, 4]), Partition

pa
The process does not satisfy PSNI
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Example |: Non-Uniform Lottery

(h,1)
(draw,1) (draw,1)

(Wiry Ym) (WHV Yn,l)




= WD 00 =] WA e LD R

=] 0 A ds Ld BJ = ¢

Example |: Non-Uniform Lottery

set default level low;

high h;

B0 = (draw,
D0 = (win,

W0 = (tau,

Wl = (tau,

D1 = (win,

W2 = (tau,

W3 = (tau,

BO

1).D0 + (h, 1).(draw, 1).D1;

1)

1)
1)

2)

1)
1)

W0 + (win, 1).W1;

.WO;
W1;

W2 + (win, 1).W3;

W25
W33
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Example 2: Fair Lottery Verifier

(draw,1)

(Wian,l)

(mine,1) (mine,1)

(fail,1) (succ,1) (succ,1) (fail,1)
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Example 2: Unfair Lottery Verifier

(draw,1)

(wiWn,l)

(fail,1) (succ,1)

(mine,1)

(succ,1)

(h,1)
(mine,1)
(1,1) (1,1)
(fail, 1) (fail,1) (succ,1)

(mine,1)

(fail,1)
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i e i e e e e
0D o=d 0 LA d@= L bk = O

D 00 =d O A ode LI BRI

Example 2: Unfair Lottery Verifier

set default level low;
high h;
B = (win0O, 1).W0 + (winl, 1).Wl;

W0 = (mine, 1l).((tau,l).(fail,1).F0 + S0);
Wl = (mine, 1).((tau,l).(fail,l).F1 + S1)
+ (h, 1).((mine,1).(fail, 1).F2

+ (mine, 1).((tau,l).(fail,l).F3
FO = (tau, 1).FO0;
S0 = (tau, 1).S0;
F3 = (tau, 1).F3;
S3 = (tau, 1).S3;
B

+ S3));
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Example 3: Fair Miners [SMMVMR22]

30
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Example 3: Unfair Miner [SMMVvMR22]

31
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Example 3: Fair-Unfair Miner [SMMVvMR22]

32
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Example 3: Fair-Unfair Miner [SMMVvMR22]
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Example 3: Fair-Unfair Miner [SMMVvMR22]

set default level low;

high h;

// 3 fair miners + h transition

PO = (m1,0.5).P1 + (m2,0.5).P2 + (m3,0.5).P3 + (h,
Pl = (v1,0.3).P0 + (ml,0.5).P1;

P2 = (v2,0.3).P0 + (m2,0.5).P2;

P3 = (v3,0.3).P0 + (m3,0.5).P3;

// 2 fair miners, 1 unfair

P4 = (mu,0.5).P5 + (m1,0.5).P6 + (m2,0.5).P7;
P5 = (vu,0.3).P4 + (mu,0.5).P5;

P6 = (v1,0.3).P4 + (mu,0.5).P5 + (ml1,0.5).P6;
Pp7 = (v2,0.3).P4 + (mu,0.5).P5 + (m2,0.5).P7;
PO

0.1).P4;

34
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Example 4: DBMS Auth [EABR23]

pwd

y

SSO 2ta

36
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Example 4: DBMS Auth Attack [EABR23]

h h
pwd
S50 21a
SSO 2fa
T
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Example 4: DBMS Auth Attack [EABR23]

set default level low;

high h;

WTO0 = (1_pwd,
(tau, 1).((tau,

WTO

+
+
+
+

(tau,

(h,
(h,

1) .WTO

1).(1_sso,
1).(1_2fa,

1).(1_sso,

1).(1_2fa, 1).WT0)

1) .WTO
1) .WTO;

1) .WTO
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Thank you!



