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About Cosmos Ecosystem

= Network of blockchain networks
= |nter-Blockchain Communication
= P0oS consensus

= Multi-round consensus

= CosmosBFT (ex Tendermint)



PoS Blockchains

Characteristics:
= Validators
= Agreement by voting
= Stake
= Voting power
= Propose probability

= Reward

Examples:
= Ethereum
= Algorand

= Cosmos

Challenges:

Verifiers Dilemma
Frontrunning Economic Attack
Reorg Attack

Balancing-type Attacks

Voting Delay Attack



Cosmos consensus

NewHeight —>QPropose —Prevote »Precommit) 2! -Commit -
v J
Round

Notes:
 One or more rounds needed
 New round increases step timeouts



Consensus: Example
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Consensus: Example
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Consensus: Example
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Consensus: Example
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Consensus: Example

NewHeight i+1 (2 Round)
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Consensus: Example

NewHeight i+1 (2 Round)
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Problem statement

Lack of performance assessment of
Cosmos blockchain protocol



Contribution

= Analytical models of Cosmos consensus mechanism
= |mpact of multi-round consensus
= Optimal processing time for network configuration
= Effect of increased timeout durations
= |mpact of colluding validators

= Effects of partial validator unavailability

NOTE: We use Cosmos blockchain as a viable example of Cosmos network




Cosmos blockchain: data visualization
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Performance Evaluation Process Algebra
(PEPA)

P:=pPXP | P/L | S Si=(a,r).S | S+5 | A

Operators: Cooperation ~ Hiding Prefix Choice

action type P model component

Y

I" - activity rate S - sequential component
T unknown action type A
—|— unspecified rate
L

cooperation set

countable set of constants



Base Model introduction

NewHeight 2 (nh, n).Round;

Round,; 24 (r, n).Propose;

Propose; o (p, wi,7v;).Prevote; + (p, (1 — wi,)vy:). NilPrevote;

Prevote; o (pv, we, B;). Precommit; + (pv, (I — ws,)B;). Unsuccess;
NilPrevote; = (npv, B;). Unsuccess;

Unsuccess; = (pc, 8;).Round;

Precommit; < (pc, wsd;). Commit; + (pc, (1 — ws,)d).Round;

Commit; =) (c;,m).NewHeight

where . = max , , , , = max , : ;
%1 t’ Ti g (i = 1)g z to) To+ (i— 1)g

= : = —,12€11,...,Rtand g =min(z+ I, R
=g "=t € Ry and = min(i+ 1, B

1



Model with different proposers introduction

NewHeight 2 (nh,n).Round;
Round,; =4 (7, pppn).Propose;,, + (r, p.n).Propose;, + (r,pyn).Propose;,
Propose;. =4 (P, w1, Vipp)-Prevote; + (p, (1 — wi, )Yipp)-NilPrevote;
Propose;;, =4 (p, wi,, Vip )-Prevote; + (p, (1 — wy, )vip ). NilPrevote;
Propose; X (p, Wi, Yig )-Prevote; + (p, (1 — Wi, )Vig )-NilPrevote;
Prevote; =4 (pv, wg, B;).Precommit; + (pv, (I — ws,)B;). Unsuccess;
NilPrevote; =) (pv, B;). Unsuccess;
Unsuccess; 4 (pc, ;). Round;
Precommit; £ (pc, wgd;). Commit; + (pc, (1 — wg)d;). Round,;
Commit; “ (ci,m).NewHeight
where 'yz-FF/F/S:masc( ! , 1 ), 5i=max(i, 1 ),
tipp pys 11 +(¢—1)g to To+(i—1)g
i = T +(12__ 1)9,?2 e{l,...,R} and j =min(i+ 1,R), and n = T% while prrp + prp + ps = 1

12



Model parameterization

Name Duration
Propose rate Propose timeout, (T1) 3s
1 1
Yi = Maxr £ ) T, + (?, . 1)9 Prevote timeout, (Ts) Is
Precommit timeout, (13) 1s

Prevote rate

Bi = max( : : : ) Timeout increase, (g) 0.5s
te To+ (1 —1)g

Commit timeout, (T}4) 1s

13



Model parameterization

Success probabilities (for the first Round)

— 3 1 Ty
w1FF/F/S — P’I“[X1FF/F/S < Tl] — 1 —e 'FF/F/S
”wz — PT[XQ S T2] p— ]_ —_ e_%Tz

wy — 1

14



Model parameterization
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—p 1 Ty
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Model parameterization

Success probabilities (for the first Round)

—p 1 Ty
w1FF/F/S — P’I“[X1FF/F/S < T]] — 1 —e |'FF/F/s
Wo = P’I"[Xg S T2| — ] — e—%Tz

wy — 1

14



Model parameterization

Success probabilities (for the first Round)

1
— T4

— PriX _ ty
wlFF/F/S — T[ Irr/F/s < Tl] =1—e "FF/E/S

—1l71
WZ:PT[X2§T2]:1—€ t2

wz — 1

Prevote rates for FF . F | S
VPrr = 0.0483, VPrp=10.0184, VPg= 0.0021

14



Numerical results: multi-ro
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Numerical results: optimal timeout
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Numerical results: timeout increase
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Model with colluded validators

NewHeight < (nh,n).Round;

Round; =4 (r, dcn).Propose;, + (r, drn).Propose;, + (r, drn).Propose;,
Propose; = (p, wy1,vi).Prevote;, + (p, (1 — wy,)7:)-NilPrevote; )
Prevote;, & (pv, we, B;). Precommit;, + (pv, (1 — weg,)B;). Unsuccess;
Precommit; =4 (pc, wgd;). Commit;, + (pc, (1 — ws)d;). Round, ] COIIUded
Commit; 2] (cc,n).NewHeight
Propose;,, & (p, wy,7v:).-Prevote;, + (p, (1 — wy,)v:).NilPrevote; 7
Prevote;,, =4 (pv, B;). Unsuccess; i Target
Propose;,, & (p, wy,;7v:)-Prevote;, + (p, (1 — wy,;)v:)-NilPrevote; )
Prevote;,, & (pv, we, B;).Precommit;, + (pv, (1 — wg,)p;). Unsuccess;
Precommit,, = (pc, wgd;). Commit;, + (pc, (1 — wg)d;). Round, ] ReSt
Commit;, =4 (¢,m).NewHeight
NilPrevote; =4 (npv, Bi). Unsuccess; i
Unsuccess; =4 (pc, ;). Round,
where fyi=ma9:(i, 1 ), Bi =ma:1:(i, 1 ), 0; = 1 :
; tr Tr+(i—1)g to To+(i—1)g Ts +(i—1)g
n=——i€{l,....,R} j=min(i+1LR).ad doc =5, dr€[0,2), dn=1-(dc+dr), withdp >0 1

4



Model with absent validators

NewHeight < (nh, n). Round;

Round; 2 (r, dan).Propose;, + (r,(1 — da)n).Propose;,

Propose; , =) (p,@u1ﬂi).PrevoteiA + (p, (1 —@.u;ri)%).NilPrevotei
Prevote; , 2 (pv, wy, B;). Precommit;, + (pv, (1 — wg,)B:). Unsuccess; Absent
Precommit; , 2 (pc, ws ;). Commit; , + (pc, (1 — wg)d;).Round;
Commit; , “ (ca,n).-NewHeight
Propose;,, =4 (p, wi1,7vi).Prevote;, + (p, (I — wi,;)~:).NilPrevote; ]
Prevote;, o (p'u,@ugi. B;). Precommit;, + (pv, (1 _Elﬂgi)ﬁi)' Unsuccess; Rest
Precommit; , 2 (pc,ws §;). Commit;, + (pc, (1 — ws)d;). Round; S
Commit;,, 2 (c,n).NewHeight
NilPrevote; < (npv, B;). Unsuccess; ]
wr a - presence probablity
Unsuccess; = (pc,d;).Round;
1 1 1 1 1
where %=ma$(—, : ), Bi=mam(—, : ), 03 = : ;
; t7 T1+(i—1)g to To+(i—1)g Ts+(i—1)g
n = T_4’ and dA = g, a &€ [0, 1] 17



Numerical results: colluded attack
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Numerical results: colluded attack

Xy

VP,

Xy
X

Py = VP,
VP

" fraction of throughput produced by validator(s) v

b fraction of voting power possessed by validator(s) v
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Numerical results: absent superminority
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Conclusion

= \We assessed the performance of Cosmos blockchain studying:
Different verification time of round steps
Optimal timeout for better throughput
Timeout increase dynamics
Performance outcomes on colluded validators

Performance outcomes of absent validators

= We disccussed unfairness mitigation approaches

18
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