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TxSpector as a Foundation for Future Work
Why This Talk?

® |ntroduced at USENIX Security 2020.

® TxSpector: A generic, logic-driven framework for analyzing Ethereum transactions.

® Detects real-world attacks on smart contracts through transaction-level forensic analysis.
® Agenda:

Explain how TxSpector works.

Review strengths and weaknesses.

Present my planned improvements.



Smart Contract Security: Context and Motivation

Deployed Smart Contracts are Immutable
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Smart Contract Security: Context and Motivation

Attacks can Cause Huge Financial Losses
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Transaction vs. bytecode

® Focus on the data layer where real blockchain
interactions happen.

® Analyze Reentrancy Attacks through real

transaction behavior. Application layer

Data layer

® Transactions show how smart contracts interact

with each other in real use.
Consensus layer

® Transaction data reveals important forensic info:

o Network layer
attack patterns, attacker & victim addresses. ’

® |f a function is never called, transactions won't
reveal vulnerabilities related to it. But if a contract
or function is never used in any transaction, its
vulnerabilities are not exploited either.
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Smart Contract Security: Context and Motivation

Few Works focus on Transactions
Tools Transaction Bytecode Source code

Oyente [1] X

securityid | X
Vandalfas | X
SmartDaggerfdl | | X
Mythills] | X
Ethorte] | X
sereum[1 | X
ECFchecker[8] | X
TxSpectorfd] | X




TxSpector overview
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Detailed Design - Trace Extractor

O Record bytecode-level trace
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Detailed Design - Execution Flow Graph Generator

O Construct the Execution Flow Graph
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An example of Execution Flow Graph Generator

Node a Node b Node ¢
Type | Type I
0; PUSH1; 0x60 » 0, PUSH1; 0x60 » 533; ISZERO;
2:; PUSH1; 0x40 2; PUSH1; 0x40 534; PUSH1; 0x1
532; CALL; 1,0 267; RETURN; O 1003; STOP;

{<PC>; <OPCODE>; <ARGS>; <idx>; <depth>; <callnum>}

ldx: Index of the current OPCODE in the EFG, used because PC values can repeat across contracts.

Depth: Call depth level of each OPCODE; increases by 1 on a call, decreases by 1 on return.

Callnum: Counts the total number of calls before each OPCODE; increments by 1 with each new call.
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Detailed Design - Logic Relation Builder

O Extract logic relations
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The logic rules used by Logic Relation Builder

.Lype Variable

.type Opcode

.Lype Value

.decl def (var:Variable, pc:number, idx:number,
— depth:number, callnum:number)

.decl use(var:Variable, pc:number, i:number, idx:number,
—~ depth:number, callnum:number)

.decl op(pe:number, op:0pcode, idx:number)

.decl value(wvar:Variable, wal:Value)

.decl op_OPCODE (pe:number, registers:Variable, idx:number,
—~ depth:number, callnum:number)

.1nput def, use, op, value, op_OPCODE
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An example of PUSH1 logic relations:

op_OPCODE(pc:number, registers:Variable, idx:number, depth:number, callnum:number)

Node a Node b Node c
Type | Type I
0; PUSH1; 0x60 > 0; PUSH1; 0x60 » 533; ISZERO;
2; PUSH1; 0x40 2; PUSH1; 0x40 534; PUSH1; 0xl1
532; CALL; 1,0 267; RETURN; O 1003; STOP;
PC Register Idx Depth Callnum
0 Vi 1 1 0
2 V2 2 1 0
0 V89 245 2 |
2 Vo0 246 2 1
534 V285 1,072 1 1
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Detailed Design - Attack Detector
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Single function Reentrancy Attacks - An Example

WithdrawBalance(uint amount) (#1)

Receive() (#1) If (user [ msg,sender ] >= amount)

WithdrawBalance(uint amount) #2

Receive() #2 If (user [ msg,sender ] >= amount)

Return ( receive() #2)

{ user [ msg,sender ] -= amount }

{ user [ msg,sender ] -= amount }



Single function Reentrancy Attacks - Detection Rules

Detection rules prin

“Itf there is a state
and returned, and t

cipes:

change (i.e., updates ot a storage variable) a

ter the Victim Contract is re-entered

nis storage variable affects a control-flow dec

Contract, it will resu

It in an inconsistent state.”

SLOAD-JUMPI Dependency

op_SLOAD (_, sloadAddr, sloadVal, sloadldx, sloadDp, cn),

op_JUMPI (_, , jumpiCond, _, sloadDp, cn)

depends (jumpiCond, sloadVal),

16

ision when re-entering the Victim



Single function Reentrancy Attacks - Detection Rules

Detection rules prin

“Itf there is a state
and returned, and t

cipes:

change (i.e., updates ot a storage variable) a

ter the Victim Contract is re-entered

nis storage variable affects a control-flow dec

Contract, it will resu

It in an inconsistent state.”

SLOAD-SSTORE Dependency

op_SSTORE (_, sstoreAddr, _, sstoreldx, sstoreDp, _),

filterByDepth (sload

Dp, sstoreDp), sloadDp > sstoreDp

filterByldx (sloadldx, sstoreldx), sloadldx < sstoteldx

checkSameAddr (sloadAddr, sstoreAddr),

checkSameContract (sloadAddr, jumpiCond, sstoreAddr)

17

ision when re-entering the Victim



Single function Reentrancy Attacks - 1 Inconsistent state

An Example:
Execution flow graph: {<PC>; <OPCODE>; <ARGS>; <idx>; <depth>; <callnum>}

Malicious Victim Malicious Victim
0; CALL; args; 1;1; 0 0; SLOAD; args; 2; 2; 1 10; JUMPI; args; 5; 3; 2 0; SLOAD; args; 7; 4; 3
1; JUMPI; args; 3; 2; 1 11; CALL; args; 6; 3; 2 1; JUMPI; args; 8; 4; 3
E——  E——

2; CALL; args; 4;2;1 2; CALL; args; 9; 4; 3

3: SSTORE: args; 14; 2:1 11; RETURN; args; 13; 3; 4 3; SSTORE; args; 12; 4; 4 10; JUMPI; args; 10; 5; 4
|11; RETURN;args; 11; 5; 4

Victim Malicious Victim Malicious
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Experiment Setup

¢ January 2019 - February 2019

16,485,279 Transactions

—o 9. 321,684 Transactions

@ 3357 Transactions

_? 30 Vulnerable smart contracts
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TxSpector: Strengths and Limitations

Strengths Limitations
e Supports custom Detection Rules. * Only detects single-function re-entrancy.
» Performs forensic-level analysis. * Requires a tull Ethereum node

(resource-intensive).

» Captures dynamic behavior during

. * New EVM opcodes must be added
real execution.

manually.
* Open-source and actively » Detection results are not easy to
extensible. understand.
e« Generic framework. * False Positives: TxSpector fails to

detect locking mechanisms that prevent
unauthorized reentry.
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Extending TxSpector: Work Done and What’s Ahead

&@ Main Goal

® Use TxSpector to label smart contracts with re-entrancy vulnerabilities.

& Work Done

e Studied and deployed the original TxSpector tool.
® Fixed compatibility issues with current full-node setups.

® Added missing EVM opcodes.

® Tested the tool on real Ethereum transactions.

21



Extending TxSpector: Work Done and What’s Ahead

4’ Ongoing & Future Objectives

® Extend logic rules to cover more types of vulnerabilities.
® |mprove the clarity and context of detection results for better analysis.

® Optimize the Trace Extractor — explore new methods that don't require syncing the entire blockchain.

® Automate the process between components using RPA tools like RPA UIPATH.

22



J., Thank you for your attention!

& Contact: semia.guesmi@unicam.it

= Original Paper: TxSpecTor: Uncovering Attacks in Ethereum from Transactions

¥ Original Repository: TxSpector github repository

“\ Our Revised Version: revised TxSpector github repository
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https://github.com/OSUSecLab/TxSpector
https://github.com/SEMIAGUESMI/revisedGo-Ethereum
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