Stochastic Model Checking

Marta Kwiatkowska

University of Birmingham
www.cs.bham.ac.uk/~mzk

SFM-07:PE, Bertinoro, 315t May 2007




Overview

Introduction to stochastic model checking

Discrete-time Markov chains (DTMCs)
— Properties of DTMCs: The logic PCTL
— PCTL model checking
— Costs and rewards

Continuous-time Markov chains (CTMCs)
— Properties of CTMCs: The logic CSL
— CSL model checking
— Costs and rewards

Stochastic model checking in practice
— PRISM software tool
— Case study 1: Power Management
— Case study 2: Biological Pathway

SFM-07:PE



Ubiquitous computing - The trends...

Devices, ever smaller

— Laptops, phones, PDAs, sensors...
Networking, wireless, wired & global

— Wireless & Internet everywhere
Systems/software

— Self-*

— Mobile

— Adaptive

— Context-aware
How to design & engineer

— Adaptive systems and networks?
How to ensure

— Dependability and performance?
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Modern trends in software engineering

- Verification and validation
— Derive model, or extract from software
— Verify correctness, validate if fit for purpose
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Formal Model
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Why must we verify?

“Testing can only show the presence of errors, not their
absence.”

“In their capacity as a tool,
computers will be but a ripple
on the surface of our culture.
In their capacity as intellectual
challenge, computers are
without precedent in the
cultural history of mankind.”

Edsger Wybe Dijkstra
1930-2002

To rule out errors must consider all possible executions -
often not feasible mechanically!
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But my program works!

- True, there are many successful large-scale complex
computer systems...

— Online banking, electronic commerce

— Information services, online libraries, business processes
— Supply chain management

— Mobile phone networks

- Yet many new potential application domains, far greater
complexity, higher expectations

— Automotive drive-by-wire
— Medical sensors: heart rate & blood pressure monitors

— Intelligent buildings and spaces: WiFi hotspots, environmental
Sensors

Learning from mistakes costly...
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Toyota Prius

Drive-by-wire, in car
network

100s of embedded
components used in
modern cars

2005 Toyota Prius hybrid

In May 2005, Toyota recalls about 75,000 cars.
Some Prius drivers have reported sudden stalling or stopping at
highway speeds.

According to reports “the stalling problem is due to a software glitch
in its sophisticated computer system.”

Such problems are becoming more common: BMW 7 series, ...
Cost $?
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Verification via model checking

Finite-state model

Error trace

init — F response

Line 5: ...
Line 21: ...

. . - . Line 15: ...
Temporal logic specification

Line 27: ...
Line 45: ...
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Role of model checking

- Automated techniques for the assurance of
— safety

— security, privacy & trust

— performance

— dependability

NB, quantitative, as well as qualitative requirements:
— how reliable is my car’s Bluetooth network?
— how efficient is my phone’s power management policy?
— is my bank’s web-service secure?

Focus on stochastic model checking
— to capture probability and resource usage
— range of quantitative analyses
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Why probability?

- Randomisation used in distributed coordination algorithms
— as a symmetry breaker, in gossip routing to reduce flooding
- To model uncertainty and performance
— to quantify rate of failures, express Quality of Service
- For quantitative analysis of software and systems
— to quantify resource usage given a policy
“the minimum battery capacity for a given scenario is ..”
- In evidence-based, statistical analysis of behaviours
— to quantify trust, anonymity, etc
- In modelling of biological processes
— to quantify concentrations or numbers of molecules
“the expected long-run percentage of Na molecules is ... ”
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Real-world protocol examples

Protocols featuring randomisation

— Randomised back-off schemes
. CSMA protocol
. 802.11 Wireless LAN
— Random choice of waiting time
. |EEE 1394 Firewire root contention
. Bluetooth, device discovery phase
— Random choice over a set of possible addresses
. IPv4 Zeroconf dynamic configuration (link-local addressing)
— and more

Continuous probability distribution needed to model
network traffic, node mobility, random delays...
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Probabilistic model checking...

in a nutshell

Probabilistic model L
/ Probabilistic or
Model Checker The probability

send — P_, [F deliver] e o e R
State 6: 0.9789 o ;
State 7: 1.0

Probabilistic temporal
logic specification State 13: 0.1245
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Probabilistic model checking inputs

Models: variants of Markov chains
— Discrete-Time Markov Chains (DTMCs)
— Markov Decision Processes (MDPs)
— Continuous-Time Markov Chains (CTMCs)
— Probabilistic Time Automata (PTASs)

- Specifications (informally)

— “probability of delivery within time deadline is ...”
— “expected time to message delivery is ...”

— “expected power consumption is ..."

- Specifications (formally)
— Probabilistic temporal logics (PCTL, CSL, PTCTL)
— Probability, time, cost/rewards
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Probabilistic model checking involves...

.+ Construction of models
— from a high-level modelling language
— e.g. probabilistic process algebra

- Implementation of probabilistic model checking algorithms
— graph-theoretical algorithms, combined with
. (probabilistic) reachability
— numerical computation - iterative methods

. quantitative model checking (plot values for a range of
parameters)

. typically, linear equation or linear optimisation
. exhaustive, unlike simulation

— also sampling-based (statistical) for approximate analysis
. e.g. hypothesis testing based on simulation runs
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Discrete-time Markov chains

Discrete-time Markov chains (DTMCs)
— state-transition systems augmented with probabilities

States
— discrete set of states representing possible configurations of
the system being modelled

- Transitions

— transitions between states occur
in discrete time-steps

Probabilities

— probability of making transitions
between states is given by
discrete probability distributions
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Discrete-time Markov chains

Formally, a DTMC D is a tuple (§,s,,;,P,L) where:
— S is a finite set of states (“state space”)

€ S is the initial state

— P:S xS —[0,1]is the transition probability matrix
where 2., P(s,s’) = 1 forall s € S

— L:S — 2APjs function labelling states with atomic
propositions

— Sinit

Note: no deadlock states
— i.e. every state has at least
one outgoing transition
— can add self loops to represent

final/terminating states
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Simple DTMC example

Modelling a very simple communication protocol
— after one step, process starts trying to send a message
— with probability 0.01, channel unready so wait a step
— with probability 0.98, send message successfully and stop
— with probability 0.01, message sending fails, restart
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Paths and probabilities

- A (finite or infinite) path through a DTMC
— is a sequence of states s,5,5,55... such that P(s;,s,,;) > 0 Vi

— represents an execution (i.e. one possible behaviour) of the
system which the DTMC is modelling

- To reason (quantitatively) about this system
— need to define a probability space over paths
Intuitively: P

— sample space: Path(s) = set of all § -

infinite paths from a states >~ >~ PN TR
— events: sets of infinite paths froms T
— basic events: cylinder sets (or “cones”)

— cylinder set C(w), for a finite path w
= set of infinite paths with the common finite prefix w

— for example: C(ss;s,)
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Probability spaces

Let QO be an arbitrary non-empty set

- A o-algebra (or o-field) on Q is a family 2 of subsets of Q
closed under complementation and countable union, i.e.:

— if A € X, the complement Q \ Aisin X
— if A, € 2 fori € N, the union U, A, isin
— the empty set D isin X

Probability space (Q, Z, Pr)
— Q is the sample space
— 2 is the set of events: o-algebra on Q
— Pr: %2 — [0,1] is the probability measure:
Pr(QQ) = 1 and Pr(u, A)) = Z, Pr(A) for countable disjoint A,
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Probability space over paths
- Sample space Q = Path(s) (infinite paths with initial state s)

- Event set 2, is the least o-algebra on Path(s) containing
— the cylinder sets C(w) = { w’ € Path(s) | w is prefix of w’ }
for all finite paths w starting in s

- Probability measure Pr,
— define probability P ,(w) for finite path w = ss;...s, as:
. P,(w) = 1 if w has length one (i.e. w = s)
. P,(w) = P(s,sy) - ... - P(s,,_1,5,,) otherwise
— define Pr(C(w)) = P (w) for all finite paths w
— Prg extends uniquely to a probability measure Pr 2, ., —[0,1]

- See [KSK76] for further details

SFM-07:PE 21



Probability space - Example

Paths where sending fails the first time
— W = 545;S,
— C(w) = all paths starting s,s;s,...
— P o(w) = P(sg,s,) - P(s¢,S5)
=1-0.01 =0.0T1
— Pr(C(w)) = P o(w) = 0.01

Paths which are eventually successful and with no failures
— C(s45153) U C(54515;53) U C(545,5;5;53) U ...
— Pro( C(syS753) U C(545:5:53) U C(5,5;5,5;S3) U ... )
= P.(5¢S;S3) + P,o(50515:53) + P(50515:51S3) + ...
=1-0.98 +1-0.01-0.98 + 1:0.01-0.01-0.98 + ...
= 98/99
= 0.9898989898...
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PCTL

- Temporal logic for describing properties of DTMCs
— PCTL = Probabilistic Computation Tree Logic [H)94]
— essentially the same as the logic pCTL of [ASB+95]

Extension of (non-probabilistic) temporal logic CTL
— key addition is probabilistic operator P
— quantitative extension of CTL’s A and E operators

Example
— send — P_, 4 [ true U=10 deliver ]

— “if a message is sent, then the probability of it being delivered
within 10 steps is at least 0.95”
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PCTL syntax

P is true with

- PCTL syntax: / probability ~p

—¢ =truela|dPAD| D] P, [Wp] (state formulas)
- =X | pUskd | dUD (path formulas)
: next : : 19 - ;
et 1 UNT : ¢ until

— where a is an atomic proposition, used to identify states of
interest, p € [0,1] is a probability, ~ € {<,>,<,>}, k e N

- A PCTL formula is always a state formula
— path formulas only occur inside the P operator

SFM-07:PE
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PCTL semantics for DTMCs

- PCTL formulas interpreted over states of a DTMC
— s = ¢ denotes ¢ is “true in state s” or “satisfied in state s”

- Semantics of (non-probabilistic) state formulas:

— for a state s of the DTMC (§,s,,,;.,P,L):
—skEa < a € L(s)
- SE{, AP, < skE¢, and s = ¢,
—sE -} < s E ¢ is false

- Examples
— S5 E succ

— s, = try A —fail

SFM-07:PE
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PCTL semantics for DTMCs

- Semantics of path formulas:
— for a path w = s45,5,... in the DTMC:
- WEXD S s, =
- wkE ¢, Usk¢p, <« di<ksuchthats; E ¢, and Vj<i, s; = ¢,
- wkE¢, U, < 3Jk=0 such that w = ¢, U=k ¢,

- Some examples of satisfying paths:

— X succ {try} {succ} {succ} {succ}

— —fail U succ
{try} {try} {succ} {succ}
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PCTL semantics

- Semantics of the probabilistic operator P

— informal definition: s & P, [ @ ] means that “the probability,
from state s, that P is true for an outgoing path satisfies ~p”

— example: s = P_,,- [ X fail ] & “the probability of atomic
proposition fail being true in the next state of outgoing paths
from s is less than 0.25”

— formally: s E P, [W] < Prob(s, ) ~p
— where: Prob(s, @) = Pr,{ w € Path(s) | w = Y }

----------------
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PCTL derived operators

- Basic logical equivalences:
— false = —true
- CI)] v ¢2 = _'(_‘(131 A _‘(132)
- ¢, > P, =9, V P,

- Negation and probabilities
— €e.d. _'P>p [ d)] U ¢2 ] = ng [CI)] U ¢2 ]

- The “eventually” path operator
— Fd=trueU ¢
— sometimes written as ¢ ¢
— “& is eventually true”
— bounded version: F=k ¢ = true U=k
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More PCTL

- The “always” path operator

— God = —(F ~d) = —(true U =) (G = “globally”)
— sometimes written as O ¢ (“box”)

— “¢ is always true”

— bounded version: Gk ¢ = —(F=k =)

— strictly speaking, G ¢ cannot be derived from the PCTL syntax
in this way since there is no negation of path formulas)

F and G represent two useful classes of properties:
— reachability: the probability of reaching a state satisfying ¢

—i.e.P [Fo]
— invariance: the probability of ¢ always remaining true

—i.e.P [G ]
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PCTL and measurability

- All the sets of paths expressed by PCTL are measurable
— i.e. are elements of the o-algebra 2,
— see for example [Var85] (for a stronger result in fact)

Recall: probability space (Path(s), ;) Prs)

— Zpath(s) CONtains cylinder sets C(w) for all finite paths w starting
in s and is closed under complementation, countable union

Next (X ¢)
— cylinder sets constructed from paths of length one
- Bounded until (p; U=k d,)
— (finite number of) cylinder sets from paths of length at most k

- Until (b, U $,)

— countable union of paths satisfying ¢, U=k ¢, for all k=0
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Qualitative vs. quantitative properties

- P operator of PCTL can be seen as a quantitative analogue
of the CTL operators A (for all) and E (there exists)

- Qualitative PCTL properties
— P_, [ W] where pis either 0 or 1
- Quantitative PCTL properties
— P_, [ W] where pis in the range (0,1)

- P.o[F ¢ ]isidentical to EF ¢
— there exists a finite path to a ¢-state

- P, [ F & ]is (similar to but) weaker than AF ¢
— see next slide...
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Example: Qualitative/quantitative

- Toss a coin repeatedly until “tails” is thrown

Is “tails” always eventually thrown? 1 {heads}
— CTL: AF “tails”
— Result: false
— Counterexample: $,5,5,5;5¢51---

Does the probability of eventually
throwing “tails” equal one?

— PCTL: P_, [ F “tails” ]
— Result: true
— Infinite path s,5,5,5;5,5;... has zero probability
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Quantitative properties

- Consider a PCTL formula P_, [ @ ]
— if the probability is unknown, how to choose the bound p?

- When the outermost operator of a PTCL formula is P
— we allow the form P_, [ Y ]

— “what is the probability that path formula @ is true?”
Model checking is no harder: compute the values anyway
Useful to spot patterns, trends

Example i it PFlISI'h;L[21]

: —e— A =001
— P=?[F err/total>0.1] T e e
ED.B J[—8— A =0.03
— “what is the probability 3 Eralvical
that 10% of the NAND £ 04 -e- L=001
gate outputs are erroneous?” R =< e
02f. fw_#___;_";;__-;___e4-1:0.04

0

1 2 3 4 5 8 7
Number of restorative stages
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Some real PCTL examples

NAND multiplexing system
— P_, [ F err/total>0.1 ]

— “what is the probability that 10% of the NAND gate outputs are
erroneous?’

Bluetooth wireless communication protocol
— P_, [ F=t reply_count=k ]

— “what is the probability that the sender has received k
acknowledgements within t clock-ticks?”

- Security: EGL contract signing protocol
— P_, [ F (pairs_a=0 & pairs_b>0) ]

— “what is the probability that the party B gains an unfair
advantage during the execution of the protocol?”
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PCTL model checking

- Algorithm for PCTL model checking [H)94]
— inputs: DTMC D=(S,s...,P,L), PCTL formula ¢

init?

— output: Sat(d) ={s €S |s k= P} =setof states satisfying ¢

- What does it mean for a DTMC D to satisfy a formula ¢?
— sometimes, want to check thats = ¢ V s € S, i.e. Sat(d) = S
— sometimes, just want to know if s._.. = ¢, i.e. if s, .. € Sat(d)

init init
- Sometimes, focus on quantitative results
— e.g. compute result of P=? [ F error ]

— e.g. compute result of P=? [ F<k error ] for 0<k<100
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PCTL model checking

- Basic algorithm proceeds by induction on parse tree of ¢
— example: ¢ = (—fail A try) — P_, 4 [ —fail U succ]

- For the non-probabilistic operators:
— Sat(true) = S
— Sat(a) ={seS|aelL(s)}

— Sat(—d) = S\ Sat(d) / \

—

~ Sat(d, A $) = Sat(d;) N Sat(d,) A Pooos [~ U -]

- For the PNp [ @ ] operator - %D B é@

— need to compute the
probabilities Prob(s, ) © ©
for all states s € S fail fail
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PCTL next

- Computation of probabilities for PCTL next operator
— Sat(P_ [ X ) ={s eS| Prob(s, X ) ~p}
— need to compute Prob(s, X ¢) forall s € S

- Sum outgoing probabilities for
transitions to ¢-states

— Prob(s, X ) = X, csaua) P(S,S") O.}

. Compute vector Prob(X ¢) of . .
probabilities for all states s

— ProbX ¢) =P -
— where ¢ is a 0-1 vector over S with ¢(s) = 1 iff s = ¢
— computation requires a single matrix-vector multiplication

SFM-07:PE
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PCTL next - Example

- Model check: P_y4 [ X (—try Vv succ) ]

— Sat (—try Vv succ) = (S \ Sat(try)) U Sat(succ)
= ({50,51,52,53} \ {5;) U {s3} = {s(,S,,55}

— Prob(X (—try Vv succ)) = P - (=try V succ) = ...

o 1 0 o0 1[17ToO
|0 0.01 0.01 0.98 |0| [0.99
110 o o |[1] ] 1

0 0 0 I

- Results:
— Prob(X (—try Vv succ)) = [0, 0.99, 1, 1]
— Sat(P.y o [ X (—try VvV succ) ]) = {s,, S,, S3}
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PCTL bounded until for DTMCs

- Computation of probabilities for PCTL U=k operator
- Sat(P~p[ b, Uskd,]) ={s &S| Prob(s, b, Usk d,) ~p }
— need to compute Prob(s, ¢, Usk ¢,) forall s € S
- First identify states where probability is trivially 1 or 0
— Sves = Sat(d,)
— Sro =S\ (Sat(d,) U Sat(dp,))

- Letting S” = S\ (S¥es U S"°), compute solution of recursive
equations:

1 if s e
O . no
fseS
Prob(s, &, U = I
(s, P, U™ d,) = - 0 g ifseS’andk =0
;P(s,s')-Prob(S',@ U™ d,) ifscs?andk >0
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PCTL bounded until for DTMCs

- Simultaneous computation of vector Prob(d, U=k ¢,)
— i.e. probabilities Prob(s, ¢, U=k ¢,) for all s € S

Iteratively define in terms of matrices and vectors

— define matrix P’ as follows: P’(s,s’) = P(s,s’) if s € S?,
P’(s,s’) = 1if s € Sves and s=s’, P’(s,s’) = O otherwise

— Prob(¢, U=0 ¢,) = o,
— Prob(¢, U=k ¢,) = P’ - Prob(¢d, UskT ¢,)
— requires k matrix-vector multiplications

Note that we could express this in terms of matrix powers
— Prob(¢, U=k ¢,) = (P)k - , and compute (P’)k in log,k steps
— but this is actually inefficient: (P’)k is much less sparse than P’
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PCTL bounded until - Example

- Model check: P_ 95 [ F=? succ ] = P_, 45 [ true U=2 succ ]
— Sat (true) = S = {s,,5,,5,,53}, Sat(succ) = {s;}
— {53}1 Sn0: @1 S?: {50551152}’ P’ = P

_ Syes

— Prob(true U=0 succ) = succ = [0, O, O, 1]

0

0
Prob(true U¥' succ) = P'-Prob(true U*® succ) =

1

0

0

0
Prob(true U** succ) = P'-Prob(true U® succ) =

1

0

— Sat(P. 495 [ F=? succ]) = {s;, s3}
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PCTL unbounded until

- Computation of probabilities Prob(s, ¢, U ¢,) forall s € S
- We first identify all states where the probability is T or 0
— Sves = Sat(P_; [ ¢, U b, ])

— Smo = Sat(P_,[ ¢, U, ]

- We refer to this as the “precomputation” phase
— two precomputation algorithms: ProbO and Prob]l

Important for several reasons

— reduces the set of states for which probabilities must be
computed numerically

— for P_,[-] where p is 0 or 1, no further computation required
— gives exact results for the states in S¥¢s and S"° (no round-off)
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Precomputation algorithms

Prob0 algorithm to compute S = Sat(P_,[ ¢, U ¢, ]):
— first compute Sat(P_,[ ¢, U ¢, ])

— i.e. find all states which can, with non-zero probability, reach
a ¢,-state without leaving ¢,-states

— i.e. find all states from which there is a finite path through
¢, -states to a ¢,-state: simple graph-based computation

— subtract the resulting set from S

Prob1 algorithm to compute S¥¢s = Sat(P., [ b, U b, ]):
— first compute Sat(P_, [ ¢, U ¢, 1), reusing Sno

— this is equivalent to the set of states which have a non-zero
probability of reaching S"°, passing only through ¢,-states

— again, this is a simple graph-based computation
— subtract the resulting set from S
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PCTL unbounded until

Probabilities Prob(s, ¢, U ¢,) can now be obtained as the
unique solution of the following set of linear equations:

-

1 if s S
Prob(s, b, Ud,) = 4 0 if s e ™
Y P(s,s")-Prob(s', &, Ud,) otherwise

L s'eS

— can be reduced to a system in |S?| unknowns instead of |S|
S? =S\ (Sves U Sno)

- This can be solved with (a variety of) standard techniques
— direct methods, e.g. Gaussian elimination
— iterative methods, e.g. Jacobi, Gauss-Seidel, ...
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PCTL unbounded until - Example

- Model check: P_j o9 [ try U succ ]
— Sat(try) = {s;}, Sat(succ) = {s5}
— Sno = Sat(P_, [ try U succ ]) = {s,,S,} 1

— Sves = Sat(P_, [ try U succ ]) = {s5}
— §"={s;}
- Linear equation system:
- X,=0
— x; = 0.01 - x; + 0.01 - x, + 0.98 - x, 0.01 tsucd
- X, =0
— X3 =1
- Which yields:

— Prob(try U succ) = x = [0, 98/99, 0, 1]
— Sat(P.y g9 [ try U succ]) = {s5}

SFM-07:PE
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Limitations of PCTL

PCTL, although useful in practice, has limited expressivity

— essentially: probability of reaching states in X, passing only
through states in Y, and within k time-steps

More expressive logics can be used, for example:
— LTL, the non-probabilistic linear-time temporal logic
— PCTL* [ASB+95,BdA95] which subsumes both PCTL and LTL

- These both allow combinations of temporal operators
— e.g. for liveness: P_ [ G F ¢ ] - "always eventually ¢”

Model checking algorithms for DTMCs and PCTL* exist but
are more expensive to implement (higher complexity)
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Costs and rewards

- We augment DTMCs with rewards (or, conversely, costs)
— real-valued quantities assigned to states and/or transitions
— these can have a wide range of possible interpretations

- Some examples:

— elapsed time, power consumption, size of message queue,
number of messages successfully delivered, net profit, ...

» Costs? or rewards?
— mathematically, no distinction between rewards and costs

— when interpreted, we assume that it is desirable to minimise
costs and to maximise rewards

— we will consistently use the terminology “rewards” regardless

SFM-07:PE

49



Reward-based properties

Properties of DTMCs augmented with rewards
— allow a wide range of quantitative measures of the system
— basic notion: expected value of rewards
— formal property specifications will be in an extension of PCTL

More precisely, we use two distinct classes of property...

Instantaneous properties
— the expected value of the reward at some time point

Cumulative properties
— the expected cumulated reward over some period
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DTMC reward structures

For a DTMC (S,s;,,,P,L), a reward structure is a pair (p,L)
- p:S—R_,is the state reward function (vector)
—1:S XS =R, is the transition reward function (matrix)
Example (for use with instantaneous properties)

— “size of message queue”: p maps each state to the number of
jobs in the queue in that state, L is not used

Examples (for use with cumulative properties)

— “time-steps”: p returns 1 for all states and tis zero
(equivalently, p is zero and t returns 1 for all transitions)

— “number of messages lost”: p is zero and L maps transitions
corresponding to a message loss to 1

— “power consumption”: p is defined as the per-time-step
energy consumption in each state and v as the energy cost of
each transition
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PCTL and rewards

- Extend PCTL to incorporate reward-based properties
— add an R operator, which is similar to the existing P operator

expected
i reward is ~r :

—¢ = . [ PLolw] [ Ry[IFC] [ RL[C=k] | R, [Fo]

................................................... B . W

. “instantaneous” | | “cumulative” | | “reachability”

— wherer € R_,, ~ € {<,>,<,2}, ke N

. R, [ -] means “the expected value of - satisfies ~r"
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Types of reward formulas

Instantaneous: R_, [ 17¢]
— “the expected value of the state reward at time-step k is ~r”
— e.g. “the expected queue size after exactly 90 seconds”

+ Cumulative: R_, [ C=k]
— “the expected reward cumulated up to time-step k is ~r”
— e.g. “the expected power consumption over one hour”

Reachability: R_, [F ¢ ]

— “the expected reward cumulated before reaching a state
satisfying ¢ is ~r”

— e.g. “the expected time for the algorithm to terminate”
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Reward formula semantics

Formal semantics of the three reward operators:
— for a state s in the DTMC:
—sER_[IFK] < Exp(s, X_,) ~r
—sE=ER_ [Ck] & Exp(s, Xco) ~ 1
—sER_ [F®] o Exp(s, Xpy) ~ T

where: Exp(s,X) denotes the expectation of the random variable
X : Path(s) — R_, with respect to the probability measure Pr,
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Reward formula semantics

- Definition of random variables:
— for an infinite path w= sgs;s,...

Xy (w) = p(sy)

N 0 ifk=0
C<k - Z::o] E(Si)+L(Si’Si+1) otherwise

0 if s, e Sat(d)
Xeg (W) = 0 if s ¢ Sat() for alli>0
L Z :(:d:)_] _p(si) + L(Si;5i+1) otherwise

— where k¢ =min{ j | S; = b}
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Reward formula model checking

Instantaneous: R_, [ 17¢]
— reduces to computation of bounded until probabilities
— solution of recursive equations

+ Cumulative: R_, [ C=t]

— variant of the method for computing bounded until
probabilities

— solution of recursive equations

Reachability: R_, [ F ¢ ]
— similar to computing until probabilities
— reduces to solving a system of linear equation
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Model checking PCTL summary

Atomic propositions and logical connectives: trivial

Probabilistic operator P:
— X @ : one matrix-vector multiplications
— @, U=k @, : k matrix-vector multiplications
— &, U &, : linear equation system in at most |S| variables

Expected reward operator R
— I=k: k matrix-vector multiplications
— C=k: k iterations of matrix-vector multiplication + summation
— F @ : linear equation system in at most |S| variables
— details for the reward operators are in [KNP0O7a]
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Model checking PCTL complexity

Model checking of DTMC (S,s,,,P,L) against PCTL formula ¢
(including reward operators)

— complexity is linear in |®| and polynomial in |S]

- Size |®| of @ is defined as number of logical connectives
and temporal operators plus sizes of temporal operators

— model checking is performed for each operator

- Worst-case operators are P_, [®, U®, JandR_ [F ® ]
— main task: solution of linear equation system of size |S|
— can be solved with Gaussian elimination: cubic in |S|

— and also precomputation algorithms (max |S| steps)

. Strictly speaking, U=k could be worse than U for large k
— but in practice k is usually small
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Continuous-time Markov chains

Continuous-time Markov chains (CTMCs)
— labelled transition systems augmented with rates
— discrete states and continuous time-steps

Formally, a CTMC C is a tuple (S,s;,;;,R,L) where:
— Sis a finite set of states (“state space”)
— s, € Sis the initial state

— R:S XS - R,,is the transition rate matrix

— L:S — 2AP s a labelling with atomic propositions

- Transition rate matrix assigns rates to each pair of states
— used as a parameter to the exponential distribution

— transition between s and s’ when R(s,s’)>0

— probability triggered before t time units 1 - e RGs:s)-t
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Embedded DTMC

- Can determine the probability of each transition occurring
— independent of the time at which it occurs
— E(s) is the exit rate of state s E(s) = Zs.esR(S,S')

- Embedded DTMC: emb(C)=(S,s,,;,Pe™>©),L)
— state space, initial state and labelling as the CTMC
— for any s,s’eS
[ R(s,s')/E(s) ifE(s)>0
pembO(s ') = < ] if E(s)=0ands=s'
0 otherwise

- Alternative characterisation of the behaviour:
— remain in s for delay exponentially distributed with rate E(s)
— probability next state is s’ is given by Pemb(C)(s s’)
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Continuous-time Markov chains

+ Infinitesimal generator matrix
—R(s,s")  s=zs

Q(s,s') = , |
> ...R(s5,s") otherwise

- Alternative definition: a CTMC is:

— a family of random variables { X(t) | t € R_, }

— X(t) are observation made at time instant t
— j.e. X(t) is the state of the system at time instant t

- Memoryless (Markov property)
PIX(t )=s, | X(t,_1)=Si_q, --- - X(ty)=S,]l = PIX(t)=s, | X(t,_;)=5,_;]
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Simple CTMC example

Modelling a queue of jobs
— initially the queue is empty
— jobs arrive with rate 3/2
— jobs are served with rate 3
— maximum size of the queue is 3

{empty} 3/2 {full}
»
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Simple CTMC example

C — (S, Sinit’ R, L) {emptY} 3/2 3/2 3/2 {fU”}
Ak O OO C
Sinit = S0

3 3 3

AP = {empty, full}
L(sg)={empty} L(s,)=L(s,)=2 and L(s3)={full}

0 3/2 O 0 | 0 ] 0 0 (-3/2 3/2 0 0 |
Ro[3 0 32 0L |23 0 W3 00 13 972 372 0

0O 3 0O 3/2 0 2/3 0 1/3 0 3 -9/2 3/2

0 O 3 0 0 0 3 -3

- - 0o o 1 o] * -

transition . embedded : infinitesimal

. rate matrix | . DTMC . generator matrix
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Paths of a CTMC

Infinite path w is a sequence s,t,s,t;s,t,... such that
— R(s;,s;,;) >0and t, € R, foralli e N
— amount of time spent in the jth state: time(uu,j):tj
— state occupied at time t: wW@t=s,
where j smallest index such that 2,_;t; > t

Finite path is a sequence syt,s,t;S,t,...t,_; S, such that
— R(s,s;.7) > 0and t, € R_, forall i<k
— s, is absorbing (R(s,s’) = 0 for all s’ € S)
— amount of time spent in the ith state only defined for j<k:
time(w,j)=t; if j<k and time(w,j)=c0 if j=k

— state occupied at time t: if t<3,_, t; then w@t as above
otherwise t>,_, t; then w@t=s,
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Probability space

Sample space: Path, (set of all paths from a state s)
Events: sets of infinite paths

Basic events: sets of paths with common finite prefix
— probability of a single finite path is zero
— include time intervals in cylinders

Cylinder is a sequence sg,l5,S1,l1,---51,-1,5,
— S$0,51,55,-.-,S, sequence of states where R(s;,s;,;)>0 for i<n

— lg,lq,15,-..,1,_; sequence of of nonempty intervals of R_,,

C(sg,lg,S1,l75---511-1,S,) set of (infinite and finite paths):
— w(i)=s; for all i < n and time(w,i) € |, forall i <n
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Probability space

- Define measure over cylinders by induction

— Pr(C(s))=1

— Pr(C(s,l,s4,14,..51,_1,5,,1",S")) equals

Prs (C(S, |, Si |],... ; In—h S, )) . Pemb(C)(Sn, S') . (e—E(sn).ian' _ e—E(sn).supr)

probability transition
from s_to s’ (defined
using embedded DTMCQC)
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Probability space
- Probability space (Path(s), Zp,ns), Prs)
- Sample space Q = Path(s) (infinite and finite paths)

® Event Set ZPath(s)
— least og-algebra on Path(s) containing all cylinders starting in s

- Probability measure Pr,
— Pr, extends uniquely from probability defined over cylinders

. See [BHHKO3] for further details
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Probability space - Example

- Cylinder C(s,[0,2],s,)

+ Pr(C(sy,[0,2],51))= Pr(C(sg)) - PemPO(sy,s,) - (e7F:00 — g-Es0)2)
=1-1-.(e3/20 - g-3/2:2)

=1-e3
~ 0.95021

- Probability of leaving the initial state s, and moving to state
s, within the first 2 time units of operation

3/2 3/2 3/2 ffull}
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Transient and steady-state behaviour

- Transient behaviour, C a CTMC
— state of the model at a particular time instant

— 1<, (s") is probability of, having started in state s, being in
state s’ at time t

— Ecs,t(S’) = Pr{ w € Path%(s) | w@t=s’}

- Steady-state behaviour

— state of the model in the long-run

— 1¢(s’) is probability of, having started in state s, being in
state s’ in the long run

— m&(s’) = lim_ 1< (s')

— the percentage of time, in long run, spent in each state
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Computing transient probabilities

- TT, - matrix of transient probabilities
— Tl (s,s") =11, (")

- TT, solution of the differential equation: TT.” =TI, - Q
— Q infinitesimal generator matrix

- Can be expressed as a matrix exponential and therefore
evaluated as a power series

_ aQt _ x A
M =e —Zizo(Q't)/'!
— computation potentially unstable

— probabilities instead computed using the uniformised DTMC
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Uniformisation

- Uniformised DTMC unif(C)=(S,s,,;,Pu"f© L) of C=(S,s,,,,R,L)
— set of states, initial state and labelling the same as C

— Punif(C) = | + Q/q
— g = max{E(s) | s € S} is the uniformisation rate

- Each time step (epoch) of uniformised DTMC corresponds
to one exponentially distributed delay with rate g

— if E(s)=q transitions the same as embedded DTMC (residence
time has the same distribution as one epoch)

— if E(s)<qg add self loop with probability 1-E(s)/q (residence
time longer than 1/g so one epoch may not be ‘long enough’)
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Uniformisation

- Using the uniformised DTMC the transient probabilities can
be expressed by:
) (punif(C) _ny. +).punif(C) A
nt :th :eq(P Dt _ e(C|t)P .@at

e (3, ()
_Z ( —qt (Cl-t)' ) (Punlf(C))
- Zio Yqui - ( Punif(o)i

. Punif© stochastic (all entries in
[O 1] & rows sum to 1), therefore :
computations with P more :

ith Poisson probability

. With parameter -t ymerically stable than Q.

........................................................................................................
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Uniformisation

M, = Zioio Yoo .(Punif(C))i

- (PunifQ)i js probability of jumping between each pair of
states in i steps

* Yq.ti IS the ith Poisson probability with parameter g-t

— the probability of i steps occurring in time t, given each has
delay exponentially distributed with rate g

- Can truncate the summation using the techniques of Fox
and Glynn [FG88], which allow efficient computation of the
Poisson probabilities
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Uniformisation

- Computing 11, for a fixed state s and time t

— can be computed efficiently using matrix-vector operations
— pre-multiply the matrix TT, by the initial distribution

— in this 1, , where 11, ((s’) equals 1 if s=s’ and 0 otherwise

B _ o unif(C) )
Es,t — 1350 ° nt o ES,O ' Zizo YCI"C,i . ( P )

= Zzo Yoii " Mso '(Pumf(C))i

— compute iteratively to avoid the computation of matrix powers

(1T .Punif(C))iH _ (1T .Punif(C))i . punif©

—5s,t —s,t
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CSL

- Temporal logic for describing properties of CTMCs
— CSL = Continuous Stochastic Logic [ASSBO0,BHHKO03]
— extension of (non-probabilistic) temporal logic CTL
Key additions:
— probabilistic operator P (like PCTL)
— steady state operator S
Example: down — P_, . [ —fail U=["-2l up ]

— when a shutdown occurs, the probability of a system recovery
being completed between 1 and 2 hours without further
failure is greater than 0.75

Example: S_g [insufficient_routers]

— in the long run, the chance that an inadequate number of
routers are operational is less than 0.1
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CSL syntax

Y is true with

- CSL syntax: / probability ~p

—¢pu=true|laldAd| =[P [w IS, [d] (state formulas)

- =X¢ | UG \(path formulas)

: . i inthe “long
until” with :

— where a is an atomic proposition, | interval of R_, and p €
[0,1], ~ € {<,>,<,>}

- A CSL formula is always a state formula
— path formulas only occur inside the P operator
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CSL semantics for CTMCs

- CSL formulas interpreted over states of a CTMC
— s = ¢ denotes ¢ is “true in state s” or “satisfied in state s”

- Semantics of state formulas:

— for a state s of the CTMC (S,s,,,,.,R,L):
_ <2 o aelL(s) ........... ; robabllltyof
— SE®; A b, © sE¢ ands = ¢, . starting in state s,
—sE —d < sk o¢is false satisfying the path
— s =P W] < Prob(s, ) ~p ... RMUAY
—s=S_, [P] S o e T(S) ~p

------------------------------------------------------------------------------------------------------------------------

Probablllty of, startlng in state s, belng

: in state s’ in the long run ;




CSL semantics for CTMCs

- Prob(s, ) is the probability, starting in state s, of satisfying
the path formula @

— Prob(s, g) = Pr, {w € Path, | w = ¢ }

-----------------------------------------------------------------------

if w(0) is absorbing
w(1) not defined

- Semantics of path formulas:
— for a path w of the CTMC:
—wWEXo® <  w(1)is defined and w(1) = ¢
—wEP,UP, < TJtel (wdtE d, A VU'<t. WO’ & ¢,)

. there exists a time instant in the interval | where c|>2
. is true and ¢, is true at all preceding time instants

...............................................................................................................................................................
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CSL derived operators

- (As for PCTL) can derive basic logical equivalences:

— false = —true (false)
- &, Vb, = (=, A b)) (disjunction)
— ¢, — b, =0, V P, (implication)

- The “eventually” operator (path formula)

— Fd=trueUd (F= “future”) (F = “future”)
— sometimes written as ¢ ¢ (“diamond”) (“diamond”)
— “¢ is eventually true”

— timed version: F' ¢ = true U' ¢

— “¢d becomes true in the interval I”
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More on CSL

- Negation and probabilities
- _'P>p [$, U, ] = Psp (b, U' ¢, ]
- =S, [e]l=S_,[¢]

- The “always” operator (path formula)

— G = —(F ~d) = ~(true U =) (G = “globally”)
— sometimes written as O ¢ (“box”)

— “¢ is always true”

— bounded version: G' d = —(F' —¢)

— “® holds throughout the interval I”

— strictly speaking, G ¢ cannot be derived from the CSL syntax
in this way since there is no negation of path formulas

— but, as for PCTL, we can derive P [ G & ] directly...

SFM-07:PE 82



Quantitative properties

- Consider CSL formulaeP_,[w]andS_j[ ]
— if the probability is unknown, how to choose the bound p?

- When the outermost operator of a CSL formula is Por S
— allow bounds of the form P_,[w]and S _,[ ¢ ]

— what is the probability that path formula @ is true?

— what is the long-run probability that ¢ holds?

- Model checking is no harder: compute the values anyway
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CSL example - Workstation cluster

- Case study: Cluster of workstations [HHKOO]
— two sub-clusters (N workstations in each cluster)
— star topology with a central switch
— components can break down, single repair unit

— minimum QoS: at least 3% of the workstations operational and
connected via switches

— premium QoS: all workstations operational and connected via

switches
left backbone right
sub-cluster _ sub-cluster

left right

switch switch
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CSL example - Workstation cluster

P_,[true U%U —minimum ]
— the chance that the QoS drops below minimum within t hours
—minimum — P_g,[F%U =minimum]

— when facing insufficient QoS, the probability of facing the
same problem after t hours is less than 0.1

- S_,[ minimum ]
— the probability in the long run of having minimum QoS
minimum — P_, g[minimum U4 premium ]

— the probability of going from minimum to premium QoS
within t hours without violating minimum QoS is at least 0.8

P_,[ “minimum Ut*) minimum ]

— the chance it takes more than t time units to recover from
insufficient QoS
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CSL model checking

- Algorithm for CSL model checking [BHHKO03]
— inputs: CTMC C=(S,s;,,R,L), CSL formula ¢
— output: Sat(p) = {s€S | s £ b }, the set of states satisfying ¢

- What does it mean for a CTMC C to satisfy a formula ¢?
— check that s = ¢ for all states s € S, i.e. Sat(d) = S
— know if s, . = ¢, i.e.if s._. € Sat(d)

init init
- Sometimes, focus on quantitative results
— e.g. compute result of P=7? [true U0.13-5] minimum ]

— e.g. compute result of P=? [true U.U minimum ] for 0<t<100
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CSL model checking

- Basic algorithm proceeds by induction on parse tree of ¢
— example: ¢ = S_, o[—fail ] = P_, 45 [ —fail U' succ ]

—

i

S<o.1 [-]

- For the non-probabilistic
operators: ~
— Sat(true) = S
_Sat@ ={seS|aelLs)} @
— Sat(=¢) = S\ Sat(d)
— Sat(¢p, A ¢,) = Sat(d;) N Sat(d,)
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Untimed properties

- Untimed properties can be verified on the embedded DTMC
— properties of the form: P_ [ X ¢ Jor P_ [ b, U0 &, ]
— use algorithms for checking PCTL against DTMCs

- Certain qualitative time-bounded until formulae can also
be verified on the embedded DTMC

— for any (non-empty) interval |
sEP [, U ,]lifand onlyif s = P_, [P, U0 &, ]

— can use pre-computation algorithm ProbO
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Untimed properties
- sk P, [b, U0 ¢, ] does notimplys =P_, [ b, U &, ]

- Consider the following example
— with probability 1 eventually reach state s,

So E Py [b; U0 &, ]

— probability of remaining in state s, until time-bound t is
greater than zero for any t

— So E =P, [, Ul o, ] A
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Model checking - Time-bounded until

- Compute Prob(s, ¢, U' ¢d,) for all states where | is an
arbitrary interval of the non-negative real numbers

— Prob(s, ¢, U' d,) = Prob(s, ¢, Ud® ¢,)
where cl(l) closure of the interval |

— Prob(s, ¢, Ul0:=) ¢,) = Probemb@(s, ¢, U ¢,)
where emb(C) is the embedded DTMC

- Therefore, remains to consider the cases when
— | = [0,t] for some teR_,

— | = [t,t’] for some t,t'cR_, such thatt < t’

— | = [t,00) for some teR_,
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Model checking - P_ [, U0Y ¢,]

- Computing the probabilities reduces to determining the
least solution of the following set of integral equations:

- Prob(s,$, U0t &,) equals

— 1 if seSat(d,), prol?ability in state s’ of .satisfying
until before t-x time units elapse

— 0 if seSat(—p; A—,)
— and otherwise equals

J, (PO (s,5)-E(5) - e )- Prob(s', ¢, U &) dx

0

. integrate over x probability of moving
between O and t . from s to s’ at time x
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Model checking - P_ [, U0Y ¢,]

- Construct CTMC C[},][~d; A—D,]
— where for CTMC C=(,s,,;,R,L), let C[B]=(S,S;
R[B](s,s’)=R(s,s’) if s ¢ Sat(B) and O otherwise
- Make all ¢, states absorbing
— in such a state ¢, U0XI ¢, holds with probability 1
- Make all =, A=, states absorbing
— in such a state ¢, Ul0X ¢, holds with probability O

- Problem then reduces to calculating transient probabilities
of the CTMC C[},]l[—d, A—,]:

PI’Ob(S,(I)] U[O,t] d)z) — Z.n.c[d)z][—'d)v\—'cbz](sl)

—S,t
s'eSat(d,)

R[O],L) where

i transient probability: starting in state the
probability of being in state s’ at time t
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Model checking - P_ [, U0Y ¢,]

- Can now adapt uniformisation to computing the vector of
probabilities Prob( ¢, U0U ¢,)

— recall TT; is matrix of transient probabilities TT(s,s’)=1t (s’)
_ : -  atiAn- N\ unif (C) !
computed via uniformisation: T, =" y,.. (punf©)

. Combining with: Prob(s,d, U% ¢,) = > g™ %(s')

s'eSat(dp,)

PI’Ob(d)] Yot ¢2):nf[¢z][ﬁ¢mﬁ¢z] E

_ 0 unif (Cld, l[~dy -, 1) )
_(Zi_qu-t,i'(P SR ) )ﬁ
_\°® unif (Cld, l[—dy -, 1) !
_Zi_o(yq-t,i'(P R ) P, )
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Model checking - P_ [, U0 ¢,]

- Have shown that we can calculate the probabilites as:
Pr Ob(d)] yto.u d)z) _ Zzo ( Yau, .(Punif(C[¢z][ﬂ¢1Aﬂ¢z])) E )

- Infinite summation can be truncated using the techniques
of Fox and Glynn [FG88]

- Can compute iteratively to avoid matrix powers:
(Pr©)° 4, = ¢,
(Punif(C))iH . & _ Punif(C) .((Punif(C))i ) d)z )
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P_[db, U0 ¢,] - Example

P>0.65[ true U[0’7'5] fU” ]
— “probability of the queue becoming full within 7.5 time units”

- State s; satisfies full and no states satisfy —true
— in C[full][-true A— full] only state s; made absorbing

(2/3 1/3 0 0

i matrix of unif(C[full][-true A—full])
2/3 0 1/3 0 4_ with uniformisation rate
max._<E(s)=4.5

seS

----------------------------------------------------------------------------------------------------------------------

3/2 3/2

0 0 0 _ 1| [{emptyl {full}
_ @t@ @te
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P_[db, U0 ¢,] - Example

- Computing the summation of matrix-vector multiplications

, ) if b A [
Pr Ob(d)] U[O t] d)z) _ Zi—O(YQ'U .(Punl (Cld, 1=, <I>z])) E )
— vields Prob(true UI0.7-5lfyll) = (0.6482,0.6823,0.7811,1)

P_o.6sl true U071 full | satisfied in states s,, s, and s;

3/2 3/2

{empty} {full}
639 at@
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Model checking - P_j[$, Utt] ¢,]

In this case the computation can be split into two parts:

Probability of remaining in ¢, states until time t

— can be computed as transient probabilities on the CTMC
where are states satisfying —¢, have been made absorbing

Probability of reaching a ¢, state, while remaining in states
satisfying ¢,, within the time interval [0,t’-t]

— i.e. computing Prob(¢, ULt~ &)

Prob(s,d, U &) = > o . T *)(s") - Prob(s’, b, U )

N

e | DFObADIiLY
SatisEyingld . i Probability of reaching state | | ¢, Ulttl ¢, !
S A et i s” at time t and satisfying { | holdsins’

: ¢, up until this point :



Model checking - P_j[$, Utt] ¢,]

- Letting Prob,(s, ¢,U%Ud,)= Prob(s, ¢,U0Ud,) if s €Sat(d)
and 0 otherwise, from the previous slide we have:

Prob(¢, U ¢,) = TITE*(s") - Prob(d, U™ ¢,)
= (ZZO Youi- ( Punif(C[ﬁdD]]))i ) Mq,] (d)] U[O,t'—t] ¢2)
— Zioio(yq‘t’i . ( Punif(C[ﬁd)]]))i ) Md)](d)] U[O,t'—t] d)z) )

— summation can be truncated using Fox and Glynn [FG88§]

— can compute iteratively (only scalar and matrix-vector
operations)
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Model checking - P_ [d, Ut=) ¢,]

- Similar to the case for ¢, Ultt] $, except second part is now
unbounded, and hence the embedded DTMC can be used

- Probability of remaining in ¢, states until time t

- Probability of reaching a ¢, state, while remaining in states
satisfying ¢,

— i.e. computing Prob(¢, U= ¢,)

Prob(s, ¢, U d,) =3 o T *(s") - Prob®™ (s, b, U db,)

N

. sum over states | | probability
satisfying & . i Probability of reaching | | &, U0™ ¢, !
A i © state s’ attimetand i i holdsins’

: point 100




Model checking - P_ [d, Ut=) ¢,]

- Letting Prob,(s, ¢,U%Ud,)= Prob(s, ¢,U0Ud,) if s €Sat(d)
and 0 otherwise, from the previous slide we have:

Prob(cb] U[O,t] ¢2) _ ntC[ﬁd)]](Sl) . PI’Obemb(C)((b] U d)z)
(v (0] o™, v,
_ Zio(Yq.t,i . ( Punif(C[ﬂdD]]))i . Memb(C)(d)] U ¢2) )

— summation can be truncated using Fox and Glynn [FG88§]

— can compute iteratively (only scalar and matrix-vector
opertions
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Model Checking - S_[ ¢ ]

- A state s satisfies the formula S_ [¢] if =, € (s") ~ p

— 1. (s’) is probability, having started in state s, of being in
state s’ in the long run

First, consider the simple case when C is irreducible

— Cis irreducible (strongly connected) if there exists a finite
path from each state to every other state

— the steady-state probabilities are independent of the starting
state: denote the steady state probabilities by 11¢(s’)

— these probabilities can be computed as the unique solution of
the linear equation system:

C C
m-Q=0 and > 1 (s)=1
Q is the infinitesimal generator matrix of C
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Model Checking - S_[ ¢ ]

Equation system can be solved by any standard approach
— Direct methods, such as Gaussian elimination
— Iterative methods, such as Jacobi and Gauss-Seidel

- The satisfaction of the CSL formula
— same for all states (steady state independent of starting state)

— computed by summing steady state probabilities for all states
satisfying ¢
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Model Checking - S_[ ¢ ]

- We now suppose that C is reducible

- First perform graph analysis to find set bssc(C) of bottom
strongly connected components (BSCCs)

— strongly connected components that cannot be left

- Treating each individual B € bscc(C) as an irreducible CTMC
compute the steady state probabilities 118

— employ the methods described above

- Calculate the probability of reaching each individual BSCC
— can be computed in the embedded DTMC

— if ag is an atomic proposition true only in the states of B, this
probability is given by Probemb©(s, F a,)

SFM-07:PE 104




Model Checking - S_[ ¢ ]

For any states s and s’ the steady state probability ¢ (s’)
can then be computed as:

_ [Prob™™ (s, F ag)- 1 (s') if s'e B for some B e bscc(C)
S )=
0 otherwise

- The total work required to compute 1t¢(s’) for all s and s’

— solve two linear equation systems for each BSCC B
. one to obtain the vector Prob®mbO(F ap)
. the other to compute the steady state probabilities T8

— computation of the BSCCs requires only analysis of the
underlying graph structure and can be performed using
classical algorithms based on depth-first search
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S.ol & ] - Example

« S_oq[ full ]

- CTMC is irreducible (comprises of a single BSCC)

— steady state probabilities independent of starting state
— can be computed by solving m-Q=0 and X 11(s)=1

(-3/2 3/2 0 0
3 -9/2 3/2 O
0 3 -9/2 3/2
0 0 3 -3
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S.ol & ] - Example

-3/2-1(sy) + 3-m(s,) =
3/2-1(sy) - 9/2-m(s) + 3-1(s,) =
3/2-m(s)) — 9/2-m(s,) + 3-1(s;) =

3/2-1(s,) — 3-T(s;) =

(s, + T(s) + m(s,) + m(s;) = 1

— solution: t=(8/15,4/15,2/15,1/15)
- 2

— so all states satisfy S_g [ full ] 3 3
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Overview

Introduction to stochastic model checking

Discrete-time Markov chains (DTMCs)
— Properties of DTMCs: The logic PCTL
— PCTL model checking
— Costs and rewards

Continuous-time Markov chains (CTMCs)
— Properties of CTMCs: The logic CSL
— CSL model checking
— Costs and rewards

Stochastic model checking in practice
— PRISM software tool
— Case study 1: Power Management
— Case study 2: Biological Pathway
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Costs and rewards

- We augment CTMCs with rewards
— real-valued quantities assigned to states and/or transitions
— these can have a wide range of possible interpretations
— allows a wide range of quantitative measures of the system
— basic notion: expected value of rewards
— formal property specifications in an extension of CSL

- Fora CTMC (S,s;,i,R,L), a reward structure is a pair (p,l)
- p:S—R_,is avector of state rewards
—1:S XS —=R_,is amatrix of transition rewards

— continuous time: reward t-p(s) acquired if the CTMC remains
in state s for teR_, time units
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Reward structures - Example

- Example: “number of requests served”

0 [0 0 0 0

0 1 0 0 0
p = and L =

0 0 1 0 0

10 0 0 1 0 |

- Example: “size of message queue’
— p(s)=i and (s;,s,)=0 for all states s; and s,
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CSL and rewards

Extend CSL to incorporate reward-based properties
— add R operator similar to the one in PCTL

expected reward is ~r

e /\\

— b : [C=tT| RLIF&][ R,[S]

et NN W

. “instantaneous” ; | “cumulative” | | “reachability” :: “steady-state”

— wherert € R, ,, ~ € {<,>,<,>}

R.. [ - ] means “the expected value of - satisfies ~r”
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Types of reward formulas

Instantaneous: R_ [ I7t]
— the expected value of the reward at time-instant t is ~r
— “the expected queue size after 6.7 seconds is at most 2”
Cumulative: R_ [ C=t]
— the expected reward cumulated up to time-instant t is ~r

— “the expected requests served within the first 4.5 seconds of
operation is less than 10”

Reachability: R, [ F ¢ ]

— the expected reward cumulated before reaching ¢ is ~r

— “the expected requests served before the queue becomes full”
Steady-state R_ [ S ]

— the long-run average expected reward is ~r

— “expected long-run queue size is at least 1.2”
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Reward formula semantics

Formal semantics of the four reward operators:

—sER_[I7t] o Exp(s, X,_p) ~ r

- skER_ [C=t] & Exp(s, Xco) ~ 1

—SER_, [F®] & Exp(s, Xrp) ~ 1

- sER,I[S] < lim,_ ( 1/t - Exp(s, Xc) ) ~r
- where:

— Exp(s, X) denotes the expectation of the random variable
X : Path(s) — R_, with respect to the probability measure Pr,
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Reward formula semantics

- Definition of random variables: . time spent in state

— path w= sgtes,4;S,... _ state of wat  Si Pefore t time

/ ......................................... units have elapsed

X|:k(w) = E(w@t) """"""" t|mespent|nstat ..................

i=0

X (W) = Jtz_ (ti -p(s) + L(Si’5i+1))+ [t - JIZ_ ti] -p(s;)

( 0 if s, e Sat(¢)
Xep (W) =1 0 if s, ¢ Sat() for alli> 0
| Z:i“;_]ti-g(si)+t(si,si+1) otherwise

— where j=min{j | Z,_;t; > t}and k, = min{i| s, = ¢}
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Model checking reward formulas

Instantaneous: R_ [ I7t]
— reduces to transient analysis (state of the CTMC at time t)
— use uniformisation

- Cumulative: R_ [ C=t]
— extends approach for time-bounded until [KNPO6]
— based on uniformisation

Reachability: R, [ F ¢ ]
— can be computed on the embedded DTMC
— reduces to solving a system of linear equation

- Steady-state: R_ [S]

— similar to steady state formulae S_ [ ¢ ]

— graph based analysis (compute BSCCs)

— solve systems of linear equations (compute steady state
probabilities of each BSCC)
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Model checking complexity

For model checking of a CTMC complexity:
— linear in |®| and polynomial in |S|
— linear in g-t,, (t,., IS maximum finite bound in intervals)
PNp[Cbl U0 ¢, ], SNp[CD], R.. [F ®] and R_, [S]
— require solution of linear equation system of size |S|
— can be solved with Gaussian elimination: cubic in |S]
— precomputation algorithms (max |S| steps)
PNp[CD] U'd,], R_, [C=t] and R_, [I7]
— at most two iterative sequences of matrix-vector product
— operation is quadratic in the size of the matrix, i.e. |S]
— total number of iterations bounded by Fox and Glynn
— the bound is linear in the size of g-t (g uniformisation rate)
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Introduction to stochastic model checking

Discrete-time Markov chains (DTMCs)
— Properties of DTMCs: The logic PCTL
— PCTL model checking
— Costs and rewards

Continuous-time Markov chains (CTMCs)
— Properties of CTMCs: The logic CSL
— CSL model checking
— Costs and rewards

Stochastic model checking in practice
— PRISM software tool
— Case study 1: Power Management
— Case study 2: Biological Pathway
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The PRISM tool

PRISM: Probabilistic symbolic model checker
— developed at the University of Birmingham, since 1999
— free, open source (GPL)
— versions for Linux, Unix, Mac OS X, Windows, 64-bit OSs

Modelling of:

— DTMCs, MDPs, CTMCs + costs/rewards

- Verification of:

— PCTL, CSL + extensions + costs/rewards
Features:

— high-level modelling language, wide range of model analysis
methods, graphical user interface, efficient implementation
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Getting PRISM + Other Resources

PRISM website: www.cs.bham.ac.uk/~dxp/prism
— tool download: binaries, source code (GPL)
— on-line example repository (40+ case studies)

— on-line documentation:
. PRISM manual
. PRISM tutorial

— support: help forum, bug tracking, feature requests
. hosted on Sourceforge
— related publications, talks, tutorials, links
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PRISM - Model building

- First step of verification = construct full probabilistic model
(not always necessary in non-probabilistic model checking)

High-level DTMC, CTMC,
model MDP

(PRISM
language)
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PRISM - Imports and exports

- Support for connections to other formats/tools:

Exports:

T
= 1
| |
| Bt |

High-level DTMC, CTMC,

Imports: model MDP Text

PEPA j —_— Matlab

MRMC

Text ]ﬁ

IR

(PRISM

Dot
language)

) @ @l

In progress:
probabilistic CSP,
pi calculus, SBML,
Probmela, ...
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Costs and rewards

Real-valued quantities assigned to model states/transitions

— many possible uses, e.g. time, power consumption, current
queue size, number of messages lost, ...

No distinction between costs (“bad”) and rewards (“good”)
— PRISM terminology is rewards

- The meaning of these rewards varies depending on:

— the type of property used to analyse the model:
instantaneous or cumulative
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PRISM property specifications

Based on (probabilistic extensions of) temporal logic
— incorporates PCTL for DTMCs/MDPs, CSL for CTMCs
— also includes: quantitative extensions, costs/rewards

- Simple PCTL/CSL example:

— P<0.001 [ true U shutdown ] - “the system eventually shuts
down with probability at most 0.001"

Usually focus on quantitative properties:

— P=?[ true U shutdown ] - “what is the probability that the
system eventually shuts down?”

— nested probabilistic operators must be probability-bounded
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Basic types of property specifications

« (Unbounded) reachability:
— P=?[true U shutdown ] - “probability of eventual shutdown”

- Transient/time-bounded properties:

— P=?[ true U[t,t] (deliv_rate < min) ] - “probability that the
packet delivery rate has dropped below minimum at time t”

— P=? [ Irepair U<200 done ] - “probability of the process
completing within 200 hours and without requiring repairs”

- Steady-state properties:

— S=?[ num_sensors = min ] - “long-run probability that an
adequate number of sensors are operational”

SFM-07:PE 124




Cost- and reward-based properties

- Two different interpretations of model rewards
— instantaneous and cumulative properties
— reason about expected values of rewards

Instantaneous reward properties
— state rewards only

N 13

— state-based measures: “queue size”, “number of operational

channels”, “concentration of reactant X, ...

R=?[1=t]
— e.g. “expected size of the message queue at time t?”
R=?[S]

— e.g. “long-run expected size of the queue?”
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Cost- and reward-based properties

- Cumulative reward properties
— both state and transition rewards
— CTMC state rewards interpreted as reward rates

” 13 7 13

— e.g. “time”, “power consumption”, “number of messages lost”
R=?[F end]

— e.g. “expected time taken for the protocol to terminate?”
R=?[C<2]

— e.g. “expected power consumption during the first 2 hours
that the system is in operation?”

— e.g. “expected number of messages lost during...”
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Best/worst-case scenarios

- Combining “quantitative” and “exhaustive” aspects

- Computing values for a range of states

— R=?[ F end {“init"{max} ] - “maximum expected run-time over
all possible initial configurations”

— P=?[ true U<t elected {tokens<kKmin}] - “minimum
probability of the leader election algorithm completing within
t steps from any state where there are at most k tokens”

- All possible resolutions of nondeterminism (MDPs)

— Pmin=?['!end2 U end1 ] - “minimum probability of process 1
finishing before process 2, for any scheduling of processes?”

— Rmax=?[ F message_delivered ] - “maximum expected
number of bits revealed under any eavesdropping strategy?”
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ldentifying trends and anomalies

- Counterexamples (error traces)
— widely used in non-probabilistic model checking
— situation much less clear in probabilistic model checking
— counterexample for P<p [true U error] ? and for P=?[...]?
— work in progress...

Experiments: ranges of model/property parameters
— e.g. P=? [ true U<T error ] for N=1..5, T=1..100
where N is some model parameter and T a time bound
— identify patterns, trends, anomalies in quantitative results
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PRISM functionality

- Graphical user interface
— model/property editor
— discrete-event simulator - model traces for debugging, etc.
— verification of PCTL, CSL + costs/rewards, etc.
— approximate verification using simulation + sampling
— easy automation of verification experiments
— graphical visualisation of results

. Command-line version

— same underlying verification engines
— useful for scripting, batch jobs
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Discrete-time Markov chains (DTMCs)
— Properties of DTMCs: The logic PCTL
— PCTL model checking
— Costs and rewards

Continuous-time Markov chains (CTMCs)
— Properties of CTMCs: The logic CSL
— CSL model checking
— Costs and rewards

Stochastic model checking in practice
— PRISM software tool
— Case study 1: Power Management
— Case study 2: Biological Pathway
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Power management

- Power management
— controls power consumption in battery-operated devices
— savings in power usage translate to extended battery life

— important for portable, mobile and handheld electronic
devices

- System level power management
— mahnages various system devices for power optimisation
— system components manufactured with several power modes
— e.g. disk drive has: active, idle, standby, sleep, ...
— modes can be changed by the operating system through APIs
— exploits application characteristics
— needs to be implemented at the O/S level
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Dynamic Power Management (DPM)

DPM make optimal decisions at runtime based on:
— dynamically changing system state
— workload
— performance constraints

Stochastic optimal control strategies for DPM

— construct a mathematical model of the system in PRISM

— transition times modelled with exponential distributions

— formulate stochastic optimisation problems
e.g. “‘optimise av. energy usage while av. delay below k”

— create stochastic strategies by solving optimisation problem
(exported to Maple for solution externally)

— analyse strategies in PRISM
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DPM - The system model

Service requester (generates the service requests)
Service provider (provides service to the requests)
Service queue (buffers the requests)

Power manager (monitors the states of the SP and SQ and
issues state-transition commands to the SP)

/ power manager (PM) \

state observations ¢commands
e )
service —>
requester service queue
(SR) (SQ) service provider (SP)

- > 7/
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Fujitsu disk drive - The PRISM model

4 state Fujitsu disk drive: busy, idle, standby and sleep
Policies:

— minimize the average power consumption

— constraint on the average queue size

Reward structure “power” (power consumption)
— state rewards: the av. power consumption of SP in the state
— transition rewards: energy consumed when SP changes state
Reward structure “queue” (queue size)
— state rewards: current size of the queue
Reward structure “lost” (lost requests)

— transition rewards: assign 1 to transitions representing the
arrival of a request in a state where the queue is full
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Fujitsu disk drive — Properties

- Selection of properties checked with PRISM

- Probability that queue size becomes > M by time t

— P_,[F=t(q = M)]

- Probability that at least M requests get lost by time t
— P_,[F=t (lost = M)]

- Expected queue size at time t

~ Requeuer=2ll ]

- Expected power consumption by time t

— R{“power”}z?[CSt]

- Long run average number of requests lost

o R{“Iost”}=?[s]
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Fujitsu disk drive - PRISM results

- Probability M requests lost by time t P_,[F=t (lost=M)]
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Fujitsu disk drive - PRISM results

- Expected queue size at time t  Rygyeyen—all~!]
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Fujitsu disk drive - PRISM results

- Expected power consumption by time t Ry ,erm-[C=]
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Biological systems

Networks of subsystems

— organisms, cells, molecules, ... Not unlike
. computers,
Interaction networks and the
— governed by rules Internet...
— causes transformations
Evolution Reuse methods for

i ?
— continuous and discrete dynamics systems biology:

Mobility

— motion in space and time, re-configurability, ...
Stochastic behaviour

— unpredictability, noise, ...

Propose to use process calculi to model biological
processes [Regev, Shapiro, Cardelli, ...]
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Modelling signalling pathways

Focus on

— networks of
molecules

— interaction

— continuous &
discrete dynamics

Rather than
— geometry
— Structure
— sequence

Google images: Human FGF, http://160.114.99.91 /astrojan/protl1t.htm
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Modelling frameworks

- Assume wish to model mixture of molecules
— N different molecular species, interact through reactions

— fixed volume V (spatially uniform), constant pressure and
temperature

- Continuous deterministic approach

— approximate the number of molecules in V at time t by a
continuous function, if large numbers of molecules

— obtain ODEs (ordinary differential equations)
— not for individual runs, but average

- Discrete stochastic approach

— discrete system evolution, via discrete events for reactions
— obtain discrete-state stochastic process
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Discrete stochastic approach

- Work with states as vectors x of molecule counts for each
species
— probability P(x,t) that at time t there will be x, of species A
- The good news!
— if constant state-dependent rates, obtain CTMC

— therefore, can use stochastic process algebras as model
description languages

- The stochastic approach admits
— discrete event simulation
— numerical solution (probabilistic model checking)

— and is realistic for a single time course evolution, not just
average
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Fragment of FGF pathway

Fragment of Fibroblast Growth Factor (FGF) pathway
— regulator of skeletal development, e.g. number of digits

S

P> — phosphorylation

Biological challenges
— unknown function of molecules, model different hypotheses
— expensive experimental scenarios
- Aim to develop ODE and discrete stochastic models
— ODE: use Cellarator & Mathematica
— discrete: simulation (BioSPI, SPiM), verification (PRISM)
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FGF fragment - The reactions

1: FGF binds/releases FGFR

FGF + FGFR — FGFR:FGF k1=5e+8 M-1s-1
FGF + FGFR <« FGFR:FGF k2=0.002 s-1

2: Phosphorylation of FGFR (whilst FGFR:FGF)
FGFRT — FGFRITP k3=0.1 s-1
FGFR2 — FGFR2P k4=0.1 s-1

3: Dephosphorylation of FGFR
FGFRT1P — FGFR1 k5=0.1s-1
FGFR2P — FGFR2 k6=0.1s-1

4 Effectors bind phosphorylated FGFR
SRC + FGFRTP — SRC:FGFR k7=1e+6 M-1s-1
SRC + FGFRTP « SRC:FGFR k8=0.02 s-1
GRB2 + FGFR2P — GRB2:FGFR k9=1e+6 M-1s-1

GRB2 + FGFR2P «- GRB2:FGFR k10=0.02 s-1
5: Relocation of FGFR (whilst SRC:FGFR)
SRC:FGFR — relocFGFR k11=1.Te-3 s-1
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FGF fragment - The modelling approach

Consider a hypothesis about interaction between molecular
species in the FGF pathway

— obtain a set of ODEs from reactions, plot time trajectories for
average concentrations (Cellerator)

— model as a stochastic pi-calculus process, simulate to obtain
individual time trajectories (BioSPI, SPiM)

— model in reactive modules, analyse using probabilistic model
checking (PRISM)

Probabilistic model checking, as opposed to simulation
— wide range of quantitative properties
— compute for range of parameters: quantitative trends
— can definitively establish causal relationships
— able to identify best/worst case scenarios
— but suffers from state explosion problems
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Stochastic n-calculus code fragment

FGFR ::= FGFR_FGF_0 | FGFR_Ph1_0 | ...

FGFR_FGF_O ::= reloc17?[], true ; % relocation
bind_fgf!{ rel_fgf, reloc4 }, FGFR_FGF_1. % binding FGF
FGFR_FGF_1 ::= rel_fgf?[] , FGFR_FGF_O; % releasing FGF

ph1?[] , FGFR_FGF_T; % phosphorylation

reloc1?[], reloc4 ! [], true; % relocation ...
FGFR_Ph1_0 ::= ph1![] , FGFR_Ph1_1 . % phosphorylation
FGFR_Ph1_1 ::= dph1![] , FGFR_Ph1_1; % dephosphorylation

bind_srcl{rel_srcl1, rel_src2 } , FGFR_SRC. % binding Src

FGFR_SRC ::= rel_src1?[], FGFR_Ph1_1 ; % releasing Src
dph1![], rel_src2![], FGFR_Ph1_0; % dephos (& release Src)
reloc![], reloc1![], reloc2![] , true. % relocation
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Simple PRISM Example

1. A+B & AB (binding/unbinding rates r,/r,)
2. A > (degradation rate r3)

module A module B module AB

a:[0..1] init 1 b :[0..1] init 1 ab : [0..1]init O

[bind] a=1 - r, : (a‘=0);
[rel] a=0 — r:@'=1);
[1a=1 —>r,:(@'=0);

[bind] b=1 — (b*=0); [bind] ab=0 — (ab‘=1);
[rel] b=0 — (b*=1); [rel] ab=1 — (ab‘=0);

endmodule endmodule endmodule

rewards “r1”
ab=1:1;

endrewards

reward structure 1:
time A and B are bound

rewards “r2”
eward structure [bind] true : 1;

binding of A & B
endrewards
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FGF fragment - Results

Concentration/quantity of two forms of FGFR over time

ODEs BiRiFAIA E0Mrun3)
1 — 1
0.8 0.8
&
+= 0.8} { £08} j
= ——FGFR relocated|| 3§ w—= FGFR relocated
Q —— Grb2:FGFR a8 — Grb2:FGFR
0.4 & 0.4
O
0.2 1 0.2f
0 0
0 1 2 3 s 0 1 2 3 +
T (hours) T (hours)
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FGF fragment - PRISM results R_,[C<T]

Expected number of Expected time complex

reactions by time T spends bound up to time T
(assign reward 1 to transitions (assign reward 1 to states in
in which the reaction occurs) which the complex is bound)

W
=)

—=—FGF
*—Src
+ph1

N
&)

E xpected reactions
—r — N
=] (&) (=]

&)

Expected time bound/phosphorilated

0 05 1 1 i5 2

0 0]_5 1 1 I.5 2
T (hours) T (hours)
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A variant of the FGF fragment

- Src positively regulates FGFR signalling by recruiting non-
activated FGFR to the membrane, add reaction:

FGFR:Src —» FGFR:Src + FGFR + Src

Change initial amount of Src
from 100 to 10 molecules,
and similarly for ODEs

Difference between ODE and
BioSPI caused by stochastic
approach more accurate
when number of molecules
small

i.e. Src cannot be totally
degraded in ODE
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0 5 10 15 20
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PRISM model of full FGF pathway

Biological Model
— 12 elements
— 14 phosphorylation sites
— 14 sets of reaction rules (38 rules)

PRISM model
— one element of each type (10 modules and 26 variables)
— relatively small state space
(80,616 states and 560,520 transitions)
— however, highly complex: large number of interactions
— ODE model > 300 equations
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FGF pathway - Model checking results

Probability Grb2 bound to FRS2 at time T
— P_,[true UlM.Tla . ]

v full model/no PLcl|  no SRC: no relocation of FRS2,
—=—no SHP2 and hence the signal can
0.8 ——no SRC 1 remain active

no SHP2: main cause of FRS2
dephosphorylation lost
increasing the chance that:
— Grb2 bound to FRS

faster increase in signal
- — SRC bound to FRS2

10 20 30 40 50 60 faster degradation in signal
T (minutes)

Probability the signal present at time T
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FGF pathway - Model checking results

Probability PLC causes degradation/relocation by T

- P:? [ _'(asrcvaspryvaplc) yto.Tl dpic ]
0.6 —v— full model 1 no PLC: PLC cannot cause
—*—no SHP2 degradation
0.5t —+—no SRC 1
—*—no SPRY
0.4{.—*—noPLC { no SRC: FRS2 not relocated,
more chance of degradation
by PLC

o
N

no SHP2: greater chance SRC
bound to FRS2, increasing
the possibility of FRS2
causing relocation

©
—

Probability degradation (Plc:FGFR) by time T
o
w

10 20 30 40 50 60
T (minutes)

o
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FGF pathway - Model checking results

Expected time GRB2 bound to FRS2 within time T
— R_, [ C<T ] (assign reward 1 to states where Grb2:FRS2)

2500 . . .
—v— full model/no PLC No SRC: no relocation
p00ol e 2222 of FRS2 and greater
| ——NO .
+ no SPRY chance FRS2 remains

active for longer, hence
GRB2 and FRS2 spend
more time bound

SPRY: no degradation

of FRS2, again GRB2

and FRS2 spend more

| | | | | time bound (but SPRY

0 10 20 T(m?n0utes) 40 50 60 has smaller influence
than SRC)

Expected time the signal is present by T
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FGF pathway - Model checking results

Expected number of times GRB2 & FRS2 bind by T
— R_, [ C<T ] (assign reward 1 to transitions binding Grb2 /FRS2)

200

—v—full model | | | Cases when SRC and SPRY
—=—no SHP2 ' removed: increased
g0l L o SaE | chance that FRS2 remains
s 1o PLC active, and hence GRB2
and FRS2 can bind more
100} . often

No SHP2: decrease in the

chance that GRB2:FRS?2

Y 4 unbind, therefore the

‘ . . . chance that GRB2 and

20 T(m?noutes) 40 o0 60 FRS2 are in a position to
(re)bind decreases

18]
o
»

Expected fluctuations in the signal by T

-
A\

o
e -
o
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Conclusions

- We have given an overview of stochastic model checking
— Two model types: discrete and continuous time Markov chains

— Two property specification formalisms: PCTL and CSL with
costs and rewards

— Further models: Markov decision processes and probabilistic
timed automata

Introduced stochastic model checking software

— Implementation of model checking algorithms within PRISM

— Similar tools: ETMCC/MRMC, PROBMELA, Vesta, Rapture,
Ymer, APMC, APNN-Toolbox, SMART, Mobius

Demonstrated usefulness of the techniques
— Examples from biology and performance
— For further examples see
www.cs.bham.ac.uk/~dxp/prism/
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