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The UC model has several severe issues:
* composition theorem formally does not hold true \
* unrealistic runtime definition

— limited expressiveness

— annoying to deal with
* modeling assumptions

— limited expressiveness
— extensions necessary shared state

No one wants to care about these

high complexity
— causes artificial attacks issues when analyzing a protocol!

— hard to deal with
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I I'TM Model With Responsive Environments

Responsive environments ease handling of so-called urgent requests:

* about meta-information, e.g.,

E

~ request cryptographic material (keys, ... ) I I
— information leakage < m
. . » . < >
— signaling information > ;
* only exist for modeling purposes
— in reality, protocol execution continues ﬁ
without interference from adversary not the case in any of the

— natural to expect immediate response —

in the protocol model

~ request corruption status

models without responsive

environments!
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I I'TM Model With Responsive Environments

Instead of responding immediately to an urgent
request, the adversary might:

* activate the protocol in unexpected ways

* activate and change state of other parts

of the protocol

* block parts of the protocol by never

responding

— protocol designer has to deal with unintended

behavior and artificial attacks!
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I I'TM Model With Responsive Environments

Responsive environments solve this situation as follows:

E

Ui

< > — simplifies both protocol

>
<_®_.

modeling and analysis

< (urgent, m) — easy to use
D
'
Q
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