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Student A Student B

Server 1 Server 2 Server 3

Score: 25 Score: 33

1. Pick random number a1 = 57
2. Pick random number a2 = 13
3. Find a3 = 25 - 57 - 13 ≡ 55 mod 100
4. Send ak to Server k, (k ∈ {1, 2, 3})

1. Pick random number b1 = 44
2. Pick random number b2 = 57
3. Find b3 = 33 - 44 - 57 ≡ 32 mod 100
4. Send bk to Server k, (k ∈ {1, 2, 3})

a1 = 57
b1 = 44
c1 = a1 + b1 = 101
   ≡ 1 mod 100

a2 = 13
b2 = 57
c2 = a2 + b2 = 70
    ≡ 70 mod 100

a3 = 55
b2 = 32
c3 = a3 + b3 = 87
    ≡ 87 mod 100

Student C
C learns that the sum of A’s and B’s score is 58
without learning the scores of either student.

C calculates c = 1 + 70 + 87 = 158 ≡ 58 mod 100



introducing protection domains
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Protection domain kind (PDK)

• A protection domain kind (PDK) is a set of data 
representations, algorithms and protocols for storing 
and computing on protected data.

• Examples:

• secure multiparty computation,

• (fully) homomorphic encryption,

• trusted hardware.
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Protection domain (PD)

• A protection domain (PD) is a set of data that is 
protected with the same resources and for which there 
is a well-defined set of algorithms and protocols for 
computing on that data while keeping the protection.

• Examples:

• data held by a fixed group of servers performing 
secure multiparty computation,

• data encrypted under a fixed key of a homomorphic 
encryption scheme.
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the SecreC programming language
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A simple function in SecreC

// Import a PDK module called ‘additive3pp’
import additive3pp;
// Create a domain ‘private’ from the PDK
domain private additive3pp;

void main () {
// Perform secure computations using the PDK
private int a = 2, b = 3;

  private int c = a * b;
// We need a special function to publish a

  print (declassify (c));
}
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Functions for any protection domain

// Protection domain kind polymorphism
template<domain D>
D uint sum (D uint[[1]] vector) {
  D uint result = 0;
  for (uint i = 0; i < size (vector); i++) {
    result[i] = result[i] + vector[i];
  }  
  return result;
}
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Functions for a specific PDK

// Specialization to a PDK
template<domain D: additive3pp>
D uint sum (D uint[[1]] vec) {
  D uint result = 0;
  __syscall ("additive3pp::sum_uint64_vec",
             __domainid (D),
             vec, result);
  return result;
}
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practical
demonstration
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