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Modern cryptography

Shannon 49 e Mathematical proof of security

e Perfect secrecy is impossible

Diffie & Hellman *76 ) .
e Computational security

e Asymptotic guarantees
Goldwasser & Micali’82 | PPT adversary has negligible advantage
Yao’82
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Public-key encryption

Algorithms (IC, Epk, Dsk )
» £ probabilistic
» D deterministic and partial

If (sk, pk) is a valid key pair,

Dsk(Epk(m)) = m

hello

Key generation

Public Secre
key key

Encryption . Decryption

hello




Indistinguishability

Game IND-CPA(A)
(sk, pk) < K();
(mo, my) < Aq(pk);
b & {07 1}v

c* + é’pk(mb);

b AQ(C*);

return (b' = b)




Indistinguishability

Game IND-CPA(A)
(sk, pk) + K();
(mo, my) < Aq(pk);
b s {0,1};

Cc* + Spk(mb);

b+ As(c*);

return (b’ = b)




Indistinguishability

Game IND-CPA(A)
(sk, pk) < K();
(mo, my) « A4 (pk);
b s {0,1};

C* é’pk(mb);

b« Ax(c*);
return (b’ = b)




Indistinguishability

Game IND-CPA(A)
(sk, pk) < K();
(Mo, my) < A1(pk);
b s {0,1};

c* + 5pk(mb);

b+ As(c*);

return (b’ = b)




Indistinguishability

Game IND-CPA(A)
(sk, pk) < K();
(mo, my) A1 (pk);
b s {0,1};

C* + 5pk(mb);

b+ As(c*);

return (b’ = b)
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Indistinguishability

Game IND-CPA(A)
(sk, pk) < K();
(mo, my) A1 (pk);
b s {0,1};

C* + 5pk(mb);

b+ As(c*);

return (b’ = b)




Indistinguishability

Game IND-CPA(A)
(sk, pk) < K();
(mo, my) A1 (pk);
b s {0,1};

C* + 5pk(mb);

b+ As(c*);

return (b’ = b)

1
PrIND-CPA(.A) [b/ = b] — E small



One-way trapdoor permutations

Algorithms (K, ok, )
> for and f,, deterministic

If (sk, pk) is a valid key pair,

fok (fo(m)) = m

hello

Public
key

Key generation

Secre
key

Encryption . Decryption

hello




One-way trapdoor permutations

GameOW(z) | ©9
(sk, pk)  K();

y e {013 W
x* < fok(¥); 1
Yy I(x*);

return (y' = y)




One-way trapdoor permutations

GameOW(z) | ©9

(sk, pk) + K();

y & {0,137, W
x* < fok(¥); ,

Y <= Z(x);

return (y' = y)




One-way trapdoor permutations

Game OW(Z)

y & {0,1}";
X* < tor(¥);
Yy I(x*);
return (y' = y)

(sk, pk)  K();




One-way trapdoor permutations

) o
Game OW(Z) ‘ -
(sk, pk) < K();

y & {01}, W l
x* < fok(¥); , .
Y I(x*);

return (y' = y)




One-way trapdoor permutations

) i
Game OW(Z) ‘ -
(sk, pk)  K();

return (y' = y)

y & {0,1}m, W l
y' <« I(x*);



One-way trapdoor permutations

) i
Game OW(Z) ‘ -
(sk, pk)  K();

y & {0,1}m, W l
X* e f(y): , .
y' <« I(x*);

return (y' = y)




One-way trapdoor permutations

Game OW(Z)

y & {0,1}";
X* < tor(¥);
Yy I(x*);
return (y' = y)

(sk, pk)  K();

Prowz) [y =y] small



Random oracles

Oracle H(x) :
ifx ¢ Lthenk » Idealized model of hash function
£<i ‘Eo’ 1)} ;L » Allows practical schemes
— (x,r) = L .
return L[x]; » Not realizable




Example: Bellare and Rogaway 1993 encryption

Game IND-CPA(A) :

(sk,pk) <+ K(); Encryption Ey(m) :
(Mo, my) < As(pk); r& {01}

b & {0,1}; s« H(r)em,

c* < Epk(mp); y < fok(r)|'s;

b« Ax(c*); return y

return (b' = b)

For every IND-CPA adversary A, there exists an inverter Z st

1

Prinp-craa) [0 = b] — 5 < Prowz) [y = Y]
2



Proof

Game hopping technique

Game INDCPA :
(sk, pk) « K();
(mg, my) < Aq(pk);
b& {01}

c* < Epk(mp);

b’ <+ As(c*);
return (b” = b)
Encryption £y (m) :
r & 0,1}

h <« H(r);

s« hom

¢+ fpk(r) Il s

Game G :

(sk, pk) < K();
(mg, my) < Aq(pk);
b& {0,1};

c* < Epk(mp);

b — As(c*);
return (b’ = b)
Encryption £y (m) :
ré& {0,134

h& {0,131k

s« hem

¢« fk(r) s

return ¢

return ¢

Game G :

(sk, pk) — K();
(mg, my) = Aq(pk);
b & {0,1};

c* < Epk(mp);

b Ap(c*);
return (b” = b)
Encryption £, (m) :
r& {0,1}%

s & {0,131k

h+« s®&m

¢« fpk(r) s
return ¢

Game OW :

(sk, pk) « K();

y & {0,134

Y Tl (y)):
returny =y’
Adversary Z(x) :
(mg, my) < Ay (pk);
s & {0,135

¢t —x|s

b — As(c*);

Y zelf ok (2)=x];
return y’

1. Prove a probability claim for each hop

2. Obtain security bound by combining claims

3. Check execution time of constructed adversary




Conditional equivalence

Epk(m) Epk(m) :

rs {0,1} rs {0,1}%
h <« H(r); — h s {0,1}%,
S« hem s« hom

C < fo(r)||s; ¢+ fu(r)|s;
return ¢ return ¢

By the Fundamental Lemma

PrinD-cPA [b, = b] — Prg [b, = b] < Prg |:f S Lﬁ]



Equivalence

Ep(m) : Epk(m) :
r<i{0,1}£; r<i{0,1}e;
h s {011k —— s & {0,1}%;
s+ hoem h+saom,
¢« fok(r)|'s; ¢« fok(N)|l's;
return ¢ return ¢

By optimistic sampling

Prg [r € L“,f‘,} = Pro/ {r € Lﬁ,‘} Prg[b/ = b] = Pra/[t/ = b] = } J



Equivalence

5pk(m) : 5pk(m) :
r<i{0,1}£; r<i{0,1}@;
h s {011k —— s & {0,1}%;
s+ hoem h+ s®m;
¢« fok(r)|'s; ¢« fok(N)|l's;
return ¢ return ¢

By optimistic sampling

Prinp-cpalb’ = b] — 3 < Prg [f € L’/ﬂ



Reduction

Game INDCPA :
(sk, pk) + K();

b & {0,1};

C* <+ Epr(Mp);
b« AQ(C*);
return (b’ = b)

r& {01}
s & {0,1}5
¢ <« fo(r)|l's;
return ¢

(mo, my) < Aq(pk);

Encryption £ (m) :

Game OW :

(sk, pk) + K();

y &{0,1}5

Y = I(fo(y));
return y = y’
Adversary Z(x) :
(mo, my) + A1 (pK);
b& {0,1};

s & {0,1}%

¢« x|s;

b~ AQ(C*);

y [z iy | tw(2) = x];
return y’

Prg [r g L“,f‘,] < Prowp) Y’ = Y1




Reduction

Game INDCPA :
(sk, pk) + K();

b & {0,1};

Cc* Spk(mb);
b+ Ax(c*);
return (b’ = b)

r& {0,1%
s & {0,1 }k;
c+ f(n)|s
return ¢

(mo, my) «+ Ai(pk);

Encryption £ (m) :

Game OW :

(sk, pk) + K();

y &{0,1}%

Y Z(fok(¥));
returny =y’
Adversary Z(x) :
(Mo, my) < Aq(pk);
b& {0,1};

s & {0,1}%;

¢« x|s;

b’ <+ Ax(c*);

Yy« [zef | fn(z) = x];
return y’

Prinp-craca)[b) = b] — 3 < Prown)ly’ = ¥]




Plug-and-pray inverter

Game INDCPA :
(sk, pk) + K();
(Mo, my) < Aq(pk);
b& {0,1};

c* «+— Spk(mb);

b« Ax(c*);

return (b’ = b)
Encryption £ (m) :
r& {0,114

s & {0,1}%;

c <+ fk(r)| s
return ¢

Prinp-craa) [0

Game OW :

(sk, pk) < K();
y &{0,1}%

Y Z(tx(y));
returny =y’
Adversary 7' (x) :
(Mo, my) < Ai(pk);
b& {0,1}

s & {0,1}%;
¢+ x|s;

b« Ax(c*);

i & [1..q4];

Y LA
return y’

1
b] — > < qH Prow(z) [y = Y|




Optimal Asymmetric Encryption Padding

Encryption Eoagp(pk) (M) :
r s {0,1};

s« G(r) ® (m||0k);

t+— H(s)or;

return fox(s|| t)

@ exclusive or ||concatenation

Decryption Doagp(sk)(C) :
(s.1) Tl (c);
r<toH(s);
i (s © G(r)k, =0%)
then {m + [s @ G(r)]*; }
else {m«+ L1;}
return m

[-] projection 0 zero bitstring




OAEP: provable security

Game IND-CCA(A)
(sk, pk) + K();
(mo, my) < Aq(pk);
b & {0,1};

Cc* + Spk(mb);

b+ As(c*);

return (b’ = b)

Game SPDOW(Z)

(sk, pk) < K();
y & {01}k z &
x* < Ty 1| 2);

Y+ I(x*);
return (y € Y’)

{0,1}%;

FOR ALL IND-CCA adversary A against (KC, Eoarp, Doakp)s
THERE EXISTS a SPDOW adversary Z against (K, f,f~') st

|Prinp-coacay[b) = b] — 3| <

Prsppow(z)[y € Y] +

and

3apge+95+49p+9c 4 20

2ko

tr <ta+aqp 9 qn Ti

2k




Key length

» Estimation: factoring RSA-768 takes 287 operations
» Extrapolation: factoring N-bit RSA modulus takes time

exp((1.9229 + o(1)) log(N)'/3log(log(N))?/?)

Modulus size | Number of Operations
512 2%8
768 267

1024 277
2048 2107
3072 2129
4096 2147
5120 2162
6144 2176
7680 2193
8192 2199
15360 2259




Practical interpretation for RSA-OAEP

» Reduction from PDOW to OW. Let ¢ < 2k

Su ccs;s’iow (1) (S cc:‘sqgaow( t) — 2€_2k+6> <Succpoz (2t+¢P %)

» Set bounds to adversary queries
qp < 2% g, qn < 2%°
» Derive recommended (overly conservative) key size

4096



OAEP: provable security

Shoup Bellare, Hofheinz, Kiltz

Bellare and Rogaway Pointcheval
1994 2001 2004 2009 2011
Fujisaki, Okamoto, Pointcheval, Stern BGLZ

1994 Purported proof of chosen-ciphertext security
2001 1994 proof gives weaker security; desired security holds

» for a modified scheme
2004 Filled gaps in 2001 pro

of

» under stronger assumptions

2009 Security definition needs to be clarified
2011 Fills gaps in 2004 proof



Implementation of OAEP

Decryption Dpkcs.c(sk)(res, ¢) :
if (c € MsgSpace(sk)) then
{ (b0, s, 1) + T (c);
h + MGF(s,hL); i + 0;
while (i < hLen+ 1)

Decryption Dogp(sk)(C) : { sl <t @ Ali]; i« i+1;}
(s,1) f;k1 (¢); g« MGF(r, abl); i+ 0;
_ while (i < dbLen)
r <« ta H(s); . ) S
if ([s ® G(r)] _0k1) { pll < slilegll]; i+i+1;}
k= . | «+ payload_length(p);
then {m « [s® G(NI: }| | if (b0 = 08 A [p]e” = 0..01A
else {m < L} [PlnLen = LHash)
return m then

{rc «+ Success;
memcpy(res, 0, p,dbLen — I, 1); }
else {rc < DecryptionError; } }
else {rc + CiphertextTooLong; }
return rc;




OAEP: real-world security

Kocher Manger ABBD
1998 2010
1994 1996 2001 2013
Bleichenbacher Strenzke

Attacks from observing

» error messages
» execution time

i RSA implementations
= conversion from integers to bitstrings

(RSA operates on strict subset of [0..2])




Problems with cryptographic proofs

Unverifiable proofs
» Proofs are long and error-prone
» Rely on unstated and unverified invariants
» Intricate reasoning steps justified informally

[...] many proofs in cryptography have become essentially
unverifiable. Our field may be approaching a crisis of rigor.
Bellare and Rogaway, 2004-2006

Abstraction gap
» Provable security reasons about algorithmic descriptions
» Standards constrain implementations
» Attackers target executable code

Real-world crypto is breakable; is in fact being broken;, is one of
many ongoing disaster areas in security. Bernstein, 2013



Computer-aided cryptographic proofs

Provable security as deductive relational verification
of open probabilistic parametrized programs J

v

High-confidence reductionist proofs
= machine-checked, independently verifiable proofs
= adhere to cryptographic practice
(same formalisms, guarantees and proof techniques)
Manage complexity of real-world cryptography
Increase confidence in implementations
= minimize gap between proofs and code
i prove effectiveness of countermeasures
(on source code and machine code)
Leverage existing verification techniques and tools
= program logics, VC generation, invariant generation
i SMT solvers, theorem provers, proof assistants
= verified compilers

v

v

v



EasyCrypt toolchain

ZooCrypt

ZKCrypt

GCCrypt

\

User —

EasyCrypt

-

/

Why3




A language for cryptographic games

C == skip skip
| V& assignment
| V&D random sampling
| ¢ C sequence
| if&thenCelseC conditional
| while£doC while loop
|

V<« P(E,...,E) procedure call

» &: (higher-order) expressions
» D: discrete sub-distributions
» P: procedures

} user extensible

. oracles: concrete procedures
. adversaries: constrained abstract procedures



Program semantics

» A discrete sub-distribution over Aisamap p: A — [0, 1] st.

= ZaeA N(a) § 1
w supp(pn) = {a€ Al u(a) > 0} is discrete

» Programs as sub-distribution transformers: [c]

= takes as input a memory m
1 returns a discrete sub-distribution over memories

» Probability of an event

PremlE] = [c]m m’
meE
Given f: A — [0, 1], define
w(f) = f(@) x p(1a)

acA



Program semantics

[x el m = Limixfe) my

[x & pl m =3 dedom(iug my Limix—d}

[eric] m = [eo]* ([e1] m)

[if bthen c; else co] m = if [b] mthen [ci] melse [co] m
[while b do c] = fix (\f. Am. if [b] m then f* ([c] m) else 1)

Fixpoints are defined for monotonic functions



Reasoning about cryptographic games

v

Probablistic Relational Hoare Logic

Probabilistic Hoare Logic

Program optimizations

Ambient logic (inc. quantification over modules) allows

& hybrid arguments
= modular proofs
1w meta-arguments

v

v

v



(Deductive) program verification

» Art of proving that programs are correct
» Origins:

iz axiomatic semantics (Hoare’69)
= weakest precondition calculus (Floyd’67)

» Major advances in:

= |anguage coverage
i gutomation
= proof engineering



Hoare logic

» Judgmentsc: P— Q
(P and Q are f.o. formulae over program variables)

» Ajudgment c: P = Qis valid iff
vm, mEP=[cm=m=mEQ

Selected rules

c:P—=Q P=P Q=
c:P=Q x+e:Qle/x] = Q

C1:P:>Q CQZQ:>R
C1;CgZP:>R

ci:Phe—Q c:Ph-e— Q
if ethencyelse e : P= Q

c:lne=1
while edoc: /= IN—-e




Verification condition generation

» Generate a set of verification conditions from annotated
command and postcondition

» If all VCs are valid and P = wp(c, Q) thenc: P = Q

Selected rules
wp(x < e, Q)

Qle/x]
wp(cr, wp(cz, R))

wp(cy; Gz,

R)
wp(if e then ¢ else ¢, Q) e = wp(c1, Q) A —e = wp(cz, Q)
wp(while; edo ¢, Q) = |/
The while rule generates two proof obligations

Ine=wp(c,/) In-e=Q




Beyond safety

2-safety and 2-programs safety
» 2 executions of the same program: information flow
» 2 programs: program equivalence

» Judgments
F{P} c1 ~ ¢ {Q}

(P and Q are f.o. formulae over tagged program variables)
» Validity

Vmy, mo. (my,m2) E P = ([c1] my, [c] m2) E Q

» Verification methods

= embedding into Hoare logic
= relational Hoare logic



pHL: probabilistic Hoare logic

[c: P= Q]<d [c: P= Q]=9 [c:P=Q]>9

» P, Q predicates on memories
» ¢ a real expression evaluated on initial memory

Interpretation (<)

Vm, mEP=[cmQ<dém



Sample rules

Assignment
[x < e: Ple/x] = P]=1

Sequential composition for >

[C1:P:>R]251 [CZSR:>Q]Z52
[C1;Cg P = 0]25152

Sequential composition for <

[c1: P= R] <4 [co: R= Q]| <o
[c1 : P= —R| <3 [Co: "R=— Q] <d4

[C1;02 P = Q]§(51(52+(53(54



Applications of probabilistic Hoare Logic

Let P be a precondition.
» Termination wrt P:

[c: P= T|=1

» Cost:
[c: P= cost < p|=1
where ¢ is an annotated version of ¢
» Observational equivalence ¢ =p —_ Co

vap, [ci:P=X=38<p&[c:P=X=3<p



pRHL: probabilistic relational Hoare logic

» Judgment
F{P} c1 ~ ¢ {Q}

where P and Q denote relations on memories
» Validity

Ymy, mp. (my,ma) E P = ([c1] my, [c2] mo) E QF

» Definition of -# drawn from probabilistic process algebra



Deriving probability claims

Assume E {P} ¢; ~ ¢ {Q}and (my,my) =P

Equivalence
> If QY A, cx x(1) = x(2) and FV(A) C X then

Prc1 My [A] =P Teo,mp [A]
» If QLT A(1) < B(2) then
Pre,,m, [A] = Prcz’m2[B]

Conditional equivalence
> If Q¥ -F(2) = A,cx x(1) = x(2) and FV(A) C X then

Pr017m1 [A] - PrCz,mz [A] < PrCz,mz[F]
» If QEI-F(2) = (A(1) & B(2)) then

Pre, m, [A] = Proy, my[B] < Pre, m,[F]



Lifting Relations to sub-distributions

Existential definition
(11, p2) E QF iff there exists p € D(M x M) sit.

> mi(p) = pi, where m1(u) (@) = > _pep 1(a, b)

» supp(u) € Q,i.e. u(a,b) > 0= Q(a,b)
Inductive definition

» If (s,1) F Qthen (Js,6:) F Q!

> If (uj,v;)) F Q*and > ; pj = 1, then

<Z Pi i, Y Pi Vi) FQ
i j

Flow network definition
(11, p2) E QF iff the maximum flow in the induced network is 1



Flow networks




Proof rules: random assighment

Intuition
Let A be a finite set and let f, g : A — B. Define
> Cc=Xx& umy<+fFfx
»=x& iy gx
Then [c] = [¢'] (extensionally) iff there exists h: A = Ast
» f=goh
» for all a, u(a) = p/(h(a))

his 1-1 and va, p(a) = 1/(h (a))
E{vv, Qlhv/x(D][v/x@2)]} x & p ~ x & p {Q}

» Rule captures a special case of lifting
» General rule might lead to untractable arithmetic equalities



Proof rule: assignments and conditionals

Assignments

F{Qle(1)/x(1][€'(2)/x'(2)]} x e ~ X'« € {Q}

E{Q[x(1) :=e(1)]} x+ e ~ skip {Q}
Conditionals

P = e(1) = €2
F{Pnre(1)} c1 ~ c] {Q} FE{PA-e(1)} cc ~ c;, {Q}
F{P} if ethen cy else c; ~ if € then c] else ¢; {Q}
F{Pnrne(1)} c1 ~ c {Q} FE{PA—-e(1)} cc ~ c {Q}
E{P} ifethencielsec; ~ ¢ {Q}




Loops

Two-sided rule
P = e(l) = €2
E{PAre(1)} c ~ ¢ {P}
E {P} while edo ¢ ~ while ¢ do ¢’ {P A —e(1)}

» rule is incomplete: same number of iterations
One sided-rules

» standard rule with losslessness verification condition
Optimizations

» unrolling

» loop fission/fusion/. ..



Adversaries

YO. £ {QA =w} z+ O(W) ~ 2 O(W) {QA =)
F{QA =y} x — A(Y) ~ x + A(Y) {QA =14}

» Adversaries perform arbitrary sequences of oracle calls
(and intermediate computations)

» No functional specification
» Given the same inputs, provide the same outputs



Example: Bellare and Rogaway 1993 encryption

Game IND-CPA(A) :

(sk,pk) <+ K(); Encryption Ey(m) :
(Mo, my) < As(pk); r& {01}

b & {0,1}; s« H(r)em,

c* < Epk(mp); y < fok(r)|'s;

b« Ax(c*); return y

return (b' = b)

For every IND-CPA adversary A, there exists an inverter Z st

1

Prinp-craa) [0 = b] — 5 < Prowz) [y = Y]
2



Proof

Game hopping technique

Game INDCPA : Game G : Game G’ : Game OW :

(sk, pk) « K(); (sk, pk) < K(): (sk, pk) + KC(); (sk, pk) « K();
(my, my) < Ag(pk)i| |0, m) <= A1(pk)i| ((mo, m) <= As(ph); y & {0,114

b& {0,1}; b& {0,1}; b& {0,1); Y = Ik ()):

c* — Epr(mp); e < Epk(Mp); e < Epk (Mp); returny =y’

b < As(c*); b' — Ap(c*); b' — Ap(c*); Adversary Z(x) :
return (b” = b) return (b’ = b) return (b” = b) (mo, my) + Aq(pk);
Encryption £y (m) : Encryption £y (m) : Encryption £y (m) : s8& (0,1 }k;

r& {0,1}% r& {0,134 r& {0,114 c* «— x||s;

h+ H(r); h& {0,1}k s & {0,113}k b’ = Ap(c*);

s+ hom s« hom h+< s®m, y [zELﬁ\fpk(z):X];
¢ fok(r)II's: ¢ fo(r)II's: ¢ < fok(r)II's: return y’

return ¢ return ¢ return ¢

1. For each hop

» prove validity of pRHL judgment
» derive probability claims

» (possibly) resolve some probability expressions using pHL
2. Obtain security bound by combining claims

3. Check execution time of constructed adversary




Conditional equivalence

; Epk(m)
ipgr?oj}f; r & {0,135
h(—H(I’); q h<i{0,1}k,
s+ hoem s« hom,
¢« fk(N)|s: ¢« fk(r)lls;
return ¢ return c

={T} IND-CPA ~ G {(-r € L)(2) > =pp'}

PrinD-cPA [b, = b] — Prg [b, = b] < Prg |:f S Lﬁ]



Equivalence

. Epk(m) :
ipin?o 1}, re {014
h s {0,1}%, —— s & {0, 1}
s~ hom h«—som;
¢« fok(r)|'s; ¢« fok(N)|ls;
return c return c
S{T}G ~ G {=,, 4} J

Prg [r € L“,f‘,} = Pro/ {r € Lﬁ} Prg[t/ = b] = Prg/ [t/ = b] = 3 J



Equivalence

: Epk(m) :
ipi(n?o 1y res {01}
h & {0,1}%; —— s & {0,1}K
S« hom h«<s®m,
¢« fok(r)|'s; ¢« fok(N)|ls;
return ¢ return ¢

E{T} G ~ G {:b’b,’nm}

Prinp-cpalb’ = b] — § < Prey [f € L’/ﬂ



Reduction

Game INDCPA :
(sk, pk) < K():

b & {0,1};

c* é‘pk(mb);
b+ Ax(c*);
return (b’ = b)

r& {0,1%
s& {01}
c+ fk(N|s
return ¢

(mo, my) «+ Ai(pk);

Encryption £ (m) :

Game OW :

(sk, pk) + K();

y & {01}

Y I(fx(y));
returny =y’
Adversary Z(x) :
(le()7 m1) < .A1 (pk),
b& {0,1};

s & {0, 1}

¢« x|s;

b+ Ax(c*);

y —[ze Ly | fx(2) = X];
return y’

={T} G ~ OW {(re LA)1) = (/ = »)(@)}

Pre/ [r e L“,f‘,] < Prowmly’ = ¥




Reduction

Game INDCPA :
(sk, pk) < K();

b & {0,1};

c* «— Epk(mb);
b« Ax(c*);
return (b’ = b)

r& {0,1%
s & {0,1 }k;
c+ (NS
return ¢

(mo, my) «+ Ai(pk);

Encryption £ (m) :

Game OW :

(sk, pk) + K();

y & {0,1}%

Y e Z(fw(y));
returny =y’
Adversary Z(x) :
(Mo, my) « Ai(pk);
b& {0,1};

s & {0,1}%;

¢« x||s;

b’ <+ Ax(c*);

Yy «[zef | fn(z) = x];
return y’

={T} G ~ OW {(re LA)1) = (/ = »)(@)}

Prinp-cpa() [0/ = b] — 3 < Prow)ly’ = V]




Variants of OAEP

G 5]

SN

i R S
9 CRCE CF

a) OA
(a) EP (b) SAEP



Automated proofs and exploration

The next 700 cryptosystems (after Landin, 1966)

Do the cryptosystems reflect [...] the situations that are being
catered for? Or are they accidents of history and personal
background that may be obscuring fruitful developments?

[...]

We must think in terms, not of cryptosystems, but of families of
cryptosystems. That is to say we must systematize their design
so that a new system is a point chosen from a well-mapped
space, rather than a laboriously devised construction.




The two views of cryptography

Computational cryptography

Strong ties with complexity theory

Feasible adversary breaks scheme with small probability
Design of secure and efficient primitives and protocols
Complex and manual proofs

v

v

v

v




The two views of cryptography

Computational cryptography

Strong ties with complexity theory

Feasible adversary breaks scheme with small probability
Design of secure and efficient primitives and protocols
Complex and manual proofs

v

v

v

v

Symbolic cryptography (Dolev and Yao, 1983)
Assume perfect cryptography

Adversary cannot win

Discovery of logical bugs in protocols
Strong ties with verification

v

v

v

v

v

Automated proofs



Reconciling the two views
(Abadi and Rogaway, 2000)

Computational soundness
Security in symbolic model implies computational security

» ...under non-standard assumptions on primitives
» Symbolic tools deliver asymptotic guarantees

» ...but no concrete guarantees

» Applicable to many settings

» ...but some impossibility results



Our approach

Judgment
Cpyp

» Reasons about probability of events
» Concrete probability can be computed

= on the fly
i g posteriori (judgments use only p = 0, %)

» Side-conditions are discharged by symbolic methods

= what is the entropy of e?
= can | compute € from e?

Also use symbolic methods for
» Finding attacks
» Computing decryption algorithm



An algebraic view of padding-based schemes

Encryption algorithms are modelled as algebraic expressions

E = m input message
| 0 zero bitstring
| R uniform random bitstring
| £af xor
| £]€& concatenation
|l projection
| H(E) hash
| f(€) trapdoor permutation

Decryption algorithms are modelled using list comprehension
Lo A
El:Te

where Tu=e=e|ecly|lecli|TAT



Semantics

Left-to-right evaluation with sharing, yields a pWHILE procedure

f((G(r) ® (m]|0)) | H(G(r) & (m||0)) & r)

interpreted as:
r s {0,1};
g« G(r);
§ < g ® (m]|0);
h « H(s);
return fok(s||(h @ r))




Proof principles: chosen-plaintext security

Failure event Replace H(e) by fresh r

Optimistic sampling Replace e @ r, where r is fresh, by r
Probability Compute probability of b= b’ or e € L
Reduction Find inverter and apply one-wayness

plus a few additional rules



Deducibility

ee; ek e el eq ek e
ete et el e [Conc] e-e e [Xor]
/ ete el =e
ere 7 [Proj] ! ! 2 [Conv]

et €], et e
ek ¢ et ¢ et ¢ .
—~ [Finv
et H(¢e¢ )[] ek f(e )[] ekf—1(e’)[ ]

Convertibility

» Based on equational theory of bitstrings
» Decidable for probabilistic expressions without H, f, f~

Useful for
» Finding decryption algorithm and attacks
» Proof rules: symbolic entropy and symbolic reduction



Attack finding

» Apply correcteness check
= js decryption possible with a key? r || f(r)
» Apply simple filters, eg
= js decryption possible without a key? m | (r)

i s encryption randomized? f(m)
i js randomness extractable without a key? r | f(m & r)

» Apply static equivalence



Proof system for IND-CPA

méc* Ind c*: ¢ rfresh
cr: Guess[ ep] (c*:p){edr/r}

[Opt]

-7 FNR(cY) =
°r rRe) @[Indom]

c:eelf
eFAr  f(Nn|imHer  Fnr=

. A
cr:eely

0
[OW]

ct:¢ c :ecit r¢R(e) Hé¢H(cH, e, e)
c*[H(e)/r] - v[H(e)/1]
+ a few more rules that are seldom needed
(eg a variant of [Indom] to prove INDCPA of OAEP under OW)

[Fail]



Chosen-ciphertext security

Principles

Extensionality Replace e or d by equivalent ones

Plaintext awareness Reject invalid ciphertexts

Plaintext extractor “Public” decryption oracle can be eliminated
Currently restricted to non-programmable random oracles.

Attack finding
» is encryption malleable? f(r)||m & G(r)



Soundness

» Once and for all
+ “global” guarantee
+ avoids resorting to intermediate framework
» By generating a pRHL/EasyCrypt proof for each scheme
+ limits Trusted Computing Base
+ proofs can be combined and reused
- currently restricted to IND-CPA



Systematic exploration

v

Generate well-typed terms up to user-defined constraints
Check for decryption algorithm and attacks

Launch proof search (strategy + backtracking)

Compile successful runs to EasyCrypt (for IND-CPA)
Practical interpretation

v

v

v

v

Evaluation
» Precise (no spurious attack, few unknowns)
» Efficient (attacks and proofs found instantaneously)



Minimality in cryptography

» OAEP (1994):
f((m||0) ® G(r) || r& H((m] 0) & G(r)))

not that Optimal; needs redundancy
» SAEP (2001):
f(r || (m]|0) & G(r))
tighter reduction; needs redundancy
» ZAEP (with David Pointcheval):

f(r| mo G(r))

tighter reduction, bit-optimal, redundancy-free




ZAEP

For every INDCCA adversary A there exists an inverter Z st

1
PrIND—CCA[b = b/] —3 < SUCCfOW(I) + %
Based on existence of two efficient algorithms:
» CIE: given f(r, s1), f(r, sp) with 81 # sp, returns sq, s, and r
» SIE: given f(r,s) and r returns s

Algorithms exist for RSA with exponents 2 and 3



Provable security of executable code

Proof by reduction:

FOR ALL adversary that breaks the assembly code,
THERE EXISTS an adversary that breaks the source code

Proof relies on

» adversary model: low-level adversary does not observe
computations (more than allowed in the source program)

» semantic preservation



CompCert (Leroy, 2006)

» Optimizing C compiler implemented in Coq
» Formal proof of semantic preservation

Optimizations: constant prop., CSE, tail calls, (LCM)

(lterated Register Coalescing)

side-effects out type elimination

C#minor

of expressions loop simplifications

stack allocation

of variables

instruction

CFG construction

: Cminor
selection

expr. decomp

register allocation

linearization spilling, reloading

Linear

of the CFG calling conventions
layout of

stack frames

asm code

Asm Mach

generation



Semantic preservation in CompCert

Preservation of event traces
i system calls (“external calls”),
iz |/O from and to the environment, and
iz user-defined events



Issues with semantics preservation

Ideal (probabilistic) operations

» random sampling of bitstrings

» hash function (random oracle)
Libraries

» Implementations use arithmetic libraries

Approach

Proved semantics preservation using
» environment to model ideal operations
» trusted libraries to implement arithmetic




Side-channels and countermeasures

Well-known recipes for security disasters

» branching on secrets

» array accesses with secret indices
Want obliviousness

» control flow does not depend on secrets

» memory accesses do not depend on secrets
Problems

» algorithms might fail to satisfy obliviousness

» compilers might break both properties
Approach

» develop property-specific solutions

» formally verified using CompCert



Control flow obliviousness

» Prove security wrt “program counter model” game

i add left/right tags to all branching statements
w return traces to adversary

» Check compiler does not introduce new branches

Applied to implementation of OAEP based on LIP library



Memory obliviousness

» AES, DES...do not satisfy memory obliviousness
» Does compiler preserve memory obliviousness?

Solution
» Flow-sensitive information flow analysis of assembly code
» Stealth memory for accesses breaking obliviousness
Applied to implementations of AES



Case studies

v

Encryption: OAEP, ZAEP, Hashed ElGamal,
Cramer-Shoup, Boneh-Franklin IBE

Signature: Full Domain Hash, BLS
Hash functions:

= Merkle-Damgard, Keccak
i hashing into elliptic curves

Zero knowledge protocols
Authenticated Key Exchange
Differential privacy

v

v

v

v

v



Conclusion

v

Solid foundation for cryptographic proofs

Formal verification of emblematic case studies
Automated exploration of classes of constructions
Discovery of new practical schemes

v

v

v

v

Narrowing the gap between proofs and code

Cryptography is
» athriving research area at the crossroads of many fields
» a great source of challenging problems
» an exciting opportunity to apply PL and PV techniques

http://www.easycrypt.info



