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= Data-intensive communication systems and
applications

= Other Informatics paradigms
= Personalisation & User orientation
= Context awareness
= Convenience
Dependability
= Security
* L egacy Systems Integration

= Standardisation
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T} wherily Locatinn Serveces: Location Mag - Micraeolt Internet Explorer
1 . mm
Location Map

. WHERIFY

Whreirs Looation Senaoes

Locatton ieforrmainon
for limathy

LOCATE &1

Date: 1102101

Time: 10:35.47 AM PST
Street Address Determined:

A520 Main Shresl
San Franotsco, CA 85381

Lafituda: 37 537E" Marth

Longltude: 122 2585" Wasi
Altitude: 255 Fesl

Zoom Out {4 Q444G LI P fanis




Receives and stores up to 10
numeric pages.

The walch sets itself accurately,
ra matter what time zone you're in.

Rugged, lightweight and
adjustable locator is
waler-resistant and
cut-resistant.

Wearer presses two outer
buttons for 3 seconds to
initiate a 311 emergency

response; Subscriber may

deactivate this feature.

Manually locks and

) unlocks locator.
Fress to automatically

lock locator.

Integrated GPS and digital
wireless technologies pinpoint

the wearer's location. Prevents unwanted removal,

activate manually or remotely.
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= Children have GSM-GPS .d-
system on wrist. -r‘
= Price: US$ 199,99 (399,99)

= Example Service Plan: ,,Liberty*
= US$ 19,95 (25 /Month
= 4 free 911 alert calls, any further call US$ 15
= 20 free localisations, any more US$ 0,95

www.wherifywireless.com

WHERIFY
Wireless Location Services 8




W WHERIFY With a Wherifone you can quickly,
Locate, Communicate.

WHERIFONE I -}

Whether used as a "First Phone" for pre-
teens, as a "Companion Phone" for seniors or
special needs family members, or as a Mobile
"Work Phone," the Wherifone GPS locator
phone provides affordable peace-of-mind to
the modern mobile family and the business on
the move.

View the Wherifone Features and Scenarios to
see how Wherifone fits your lifestyle.
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32nd St and Willow

You tell her to push the "911 panic"
button and assure her you are coming.

You call the
Wherify Global Location
Service Center
to determine her location.

HEXT @)

Wherifone: Senior
Your mother calls you via Wherifone
Your mother pushes the 811 panic button
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The networked washlet

... and in Japan, Matsushita has demonstrated a health-monitoring toilet that
can analyze your stool and send the information online to your doctor.
[www.asiaweek.com/asiaweek/technology/article/0,8707,130495,00.html,
2001-06-22]

“ ... sensors detect seven abnormal behavior patterns of the elderly in their
living quarters and three abnormal patterns in the toilet area. Any
abnormality that is sensed is automatically transmitted to the PHS terminals
or pagers of the nursing staff. The care monitor system that uses these sensors
will help provide safe and high quality nursing service.” [www.mew.co.jp/e-
tecrepo/73e/main02.html]
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Abstract:A networked health care and monitoring system (10) capable of
providing an updated reliable vital information on the health condition of
individuals and adapted to support home health care and maintenance. The
system includes testing and measuring instruments (39; 43; 46; 49; 56)
associated with certain household appliances such as a toilet system (12) and
adapted to monitor the vital information passively in response to the use
thereof in connection with routine living activities of the individuals. The
system may further include control devices (39; 46; 49; 56) associated with
certain household appliances, such as an ergometer (15), having health care
and maintenance functions and adapted to control the appliances based on
the vital information monitored by the testing and measuring instruments in
the system. In one embodiment wherein the system is arranged in the
centralized network configuration, the testing and measuring instruments and
the control devices are connected via a local area network with a data
controller (20) wherein all the vital information obtained in the system is
stored. Instruments and devices (39; 43; 46; 49; 56) are permitted to access
the controller through the network to retrieve necessary vital information
therefrom. In another embodiment arranged in the distributed network
configuration, the vital information obtained by respective measuring
instruments is stored therein and is furnished upon request to the other
appliances.

[United States Patent 5410471, www.freepatentsonline.com/5410471.html]
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= Car anti-theft Control
» Checks car for impact
= ,Calls* owner In case of problems
* Immobilizes car in suspicious situations
* Tracks stolen cars
= Road Tolling
= Number plates get registered.
= Cars can get tracked.

» Who decides what?
» User empowerment is crucial.

14
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= |CT infrastructures, applications and services
= get ever more powerful
= get closer to people
» do what used to be "human privileges”

= Advanced applications depend on
= Networks & Devices
= More and more context information
= User Trust and Confidence
» Privacy Is
» Important for trust and confidence
» a moving target, as IT applications are moving so fast.

» There Is an even more commercial side to this
Including ldentity Management

15
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= Mobile Network Operators provide their customers with mobile
portals as access concept for mobile services.

= Revenue models with two revenue sources:
= Mobile Data (Internet Service Providing)
= M-Commerce Services (by Service Providers)
= Only services providing immediate value for customers.

= Services with primary value for Service Providers are currently
not feasible (Advertising, Customer Loyalty Programs etc.).

Typically Operator

€ 1-2 per session

Services Service
Customer — :

Mobile EE
Network @ f
€

Pre.mium""nﬁ
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= Number of mobile Internet users increasing significantly
= Availability of “quasi” flat rates
» Improved usability of mobile devices (eg. iPhone)
» Constantly increase of number of mobile services

* |ncreasing competition for the attention of mobile
customers (IP, Device, Telco) an-201o

= Google develops of mobile operating system Android ;
= Mobile Portal Yahoo! oneSearch YAHIOO! MOBILE

= MVNO BIlyk offers free mobile voice services in exchange for receiving
SMS-based advertisements

= Mobile advertising platform AdMob.com delivers more than 5 Mill. ads

per month Elllelﬂl]

18
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A new Value Proposition |
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= Potential: Mobile network operators have a customer relation with e.g.
more than 85% of the German population!

= Offering: Mobile network operators are providing service providers with a
communication channel to potential customers.

= Motivation: Service providers gain higher, mobile initiated revenues in their
business.

= Objective: Eliminating data costs for customers while making them
marketing costs for service providers.

Premium™®
%) —\
Tones (i  Be

Operator €

Comm. Channel
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Mobile Network Operators already manage identities
= SIM = Subscriber Identity Module
= 2.9 billion GSM (SIM) subscriptions (4Q 2007)

= More countries with SIM infrastructure (220, 4Q 2007) than
McDonalds (118, 05.2008) and UN-members (192, 05.2008).

Relevance of identity management grows

= Due to legal conditions of location based services and the
processing of personal data

= “Who is allowed to localise whom when and where?”
Trusted party and intermediary role
= offers telecommunications providers new opportunities.

= solves industry problems: customised offers minimise churn and
allow for price and tariff discrimination.

Premium?®

20




Mobile network allows determination of
= jdentity and
= position of the user as well as
= time of usage.

Information can be extended by using databases
and is delivered as situation description to service
providers.

Sample result: ,,Customer is 25 years old, student, in
downtown Bologna, on holiday, ...*

Situation
description
<XML...>

________ — - ., I‘ -— —_ </)i|-v-|L>

Mobile Network Op. iS
—

Service
Provider

21




Service

Provider

Situation of
IP12.12.12.12?

Customer Profile

(Mobile Identity)

<XML...>
<Nickname>

0 O ] positions
~/ Manage_ment <Position Profile
Service <Time>

<Time Profile>
</XML>

Profile
Provider

[ External

22



A\ User controlled transfer of
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Attribute:
-Attr. 1
-Attr. 2
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Customer Service Provider

3 .
....
1 .
.

—  SEIViCE aCCESS
Mobile Operator
P R Service provision
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Potential: Mobile network operators have a customer relation with almost
the complete population!

Offering: Mobile network operators are providing service providers with a
communication channel to potential customers establishing a 2-sided
market.

Motivation: Service providers gain higher, mobile initiated revenues in their
business.

Objective: Eliminating data costs for customers while making them
marketing costs for service providers.

Premium®™

eﬁ) obile
Tnes e e

Operator €

Comm. Channel




A\ Two-sided Mobile Communications

=

I‘\I 1 faY el o NMadia Il\/lnrl 'I- N | nt
LJUDITITCODD VicUias ividal KUy Market r
» Ad Mob
: / « Screen Tonic
Intermediary
Platform » Google
Provider ° Yahoo
& e
<<\
*@%
%
Customer 1 Advertiser 1
Customer n Advertiser n

26
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=  Mobile network allows determination of PI’Q.-m | U m

= jdentity and
= position of the user as well as
= time of usage.

= Information can be extended by using databases _
and is delivered as situation description to service providers,
e.g. for advertisement sponsored communication

= Sample result: ,,Customer is 25 years old, student, in downtown
Bologna, on holiday, ...“

Service
Provider

Mobile Network Op. E:-S
—

Situation
description
<XML...>

________ — - ., I' -— —_ </)i|-v-|L>




The “Situation Process”

| @

Personal
Profile

ID: +491701866788

eAge: 25 eCountry: Austria Day Category:
POS: 16,4° / 48, 2° «Gender: «City: Vienna Workday
T: 09.02.06 15:53 Male eContext: eContext:
eInterests: Museum Area Holiday
Sports, ... ... °..

eContext:
/ Student
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e Customer: Selects portal category Food & Meals

» Mobile Network Operator: Generates customer profile and transfers it to relevant
service providers (e. g. McDonalds, Coca-Cola etc.)

e Service Provider (example): McDonalds with branches in Berlin and Frankfurt

/;;\g@

<Min>15</Min>

<Max>35</Max>
</Age>
<Location>

Berlin
</Location>
<Location>

Frankfurt
</Location>
<Temporal Context>

Day
</Temporal Context>
<Customer Loyalty Alias>
12345678

Y40M18aN
S|IqON

J03e4adQ

-<-Customer Loyalty Alias>
12345678

18pIN0Id 921AISS




Selecting
portal category

Presenting relevant
portal categories

Service
Provider

O

Comparing profile

A

8
Displaying

customer profile

Selecting service

free-of-charge
services

Ignore

and target
customer group

7).

Acquire
customer contact

j/ Starting

Billing
service

service

request

30
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“Traditional” Mobile Advertising (cp. Yahoo or Google)

Fixed bid for Customer Ad of highest
Ad Creation Keyword / targeted requests bidder is
(Banner/Text) Conter_1t keyword/ keyword/ displayed to
Selection content content customer
Context-sensitive Mobile Advertising
. Define Ad Customer
Ad Creation eyl FEgIEEET e Display Context requests
(Banner/Text) et SR (e.g. time) keyword/
Calartinn content : .
UUUUUUUUUU Con'[en'[
Evaluate Calc. bid based Submit bid for \c’)\:]egztbigoﬁseit g\?dg;h;ghe“
on eval. results :
Customer BB EeIm LT relevance displayed to
Context customer
Customer
Advertiser
Intermediary [Andreas Albers]

31




Context—sensitive Mobile
P
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Intermediary

5 : '

' Mobile customer :
Accessing Mobile KIS T:S‘ervices
Create dynamic Campaig

Portal
(@))

Advertiser

e Campaigns
customer prOflle * Promotions

e Customer,

Advertiser 2

©)

Personalised

Service-Offering .
/ Advertiser

Setting up
customer profile

Define Target Group

and application
Target Group-DB context

Proflle DB Location-DB

= Sample scenario: Restaurant Finder, returning only restaurants in close distance with
appropriate opening hours and matching a user’s general interest profile.
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mobile N\ Impact of Context Information
ines t

vl
I
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e

[

Intermediary
Platform

Provider

\ Context-sensitive dvertiser 1
/Customer Contact\ :

Customer 2 Identity Concept Advertiser 2

\Customer ry \deertiser n

N_ "

= Common understanding between market players required about
underlying identity concept of customer contact

33
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Product
- Marketing
Price Mix Place
Place represents the location where a
product can be purchased. It is
referred to a distribution channel.
(Kotler, Bliemel 2001) PromOtion
’ In this case: mobile recommendations

are used as distribution channel in a
virtual shop, the place where
products can be purchased.

34
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= Explanation / Questioning of Recommendations:
= Users tend to place more trust into understandable recommendations.

» Recommendations improve via user feedback.

:calendar

home events preferences logout

my.recommendations

20:00

Spiderman 4
Az 04.01.2008

Cinema: Metropolis, New York, USA

The cinema is 5 minutes
away.

2 of your friends are going to

The cinema is still open.

cl - Addto your Calender - nore

'. t 2 of your friends are going to
m

\ 5.| watch this movie.

Yes, this is right or
important for me.

Yes, this is right but
not so important for
me.

No, this is not right or

important for me.

Yes, this is right and
very important for

me.

Yes it is right or important
for me but not appropriate
for this event.

[Mike Radmacher] 35
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Data Protection and Privacy
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Both terms are related but not synonymous and
have many definitions.

2 popular ones:

= Data protection is the protection from harmful and
unsolicited usage of data linked to the personal sphere of a
person.

= Privacy is the right to be let alone. [WaBr 1890]

More work needed on a complete understanding of
privacy

Nevertheless the topic Is important, as one can see

from related incidents and activities to address the
ISsue.

37



The term “Privacy” (‘the right to be let alone’) originates from
[WaBr1890].

Data protection in Germany (“Datenschutz’) originates from
concerns over too much information und power in the hands of
large (governmental” institutions (“Big Brother™).

Nowadays Data protection and Privacy in Germany are based on
the right of informational self determination derived from the
constitution in the “Volkszahlungsurteil* [BVG 1983]).

Germany has one of the most advanced infrastructures for Privacy
but still no established German language term for Privacy beyond
the (misleading) “Datenschutz”.
Some (more or less established) related terms are:

* Privatheit

» Privatsphare

= Schutz der Privatsphare

The origin of data protection?

38
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Intention and notification: The processing of
personal data must be reported in advance to a
Data Protection Authority.

Transparency: The person involved must be able
to see who Is processing her data for what
purpose.

Finality principle: Personal data may only be
collected and processed for specific, explicit and
legitimate purposes.

Legitimate grounds of processing: The processing
of personal data must be based on a foundation
referred to in legislation, such as permission,
agreement, and such.

Quality: Personal data must be as correct and as
accurate as possible

[BlaBorOlk2003]39

9 Principles of EU Privacy Law |
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< 9 Principles of EU Privacy Law I

Data subject's rights: The parties involved have
the right to take cognisance of and to update their
data as well as the right to raise objections.

Processing by a processor: This rule states that,
with the transfer of personal data to a processor,
the rights of the data subject remain unaffected
and that all restrictions equally apply to the
processor.

Security: A controller must take all meaningful
and possible measures for guarding the personal
data.

Transfer of personal data outside the EU: The
traffic of personal data is permitted only if that

country offers adequate protection. BIeEorOl0e

40
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Law alone 1s not sufficient

The increased usage of IT systems and networks leads to
* huge amounts of data
» easily searchable data
= automatic analysis,
» and knowledge extraction
Data protection / Privacy law alone not sufficient
= Not all processing can be controlled (e.g. every network node).
= Deliberate breaking and bending of law (different legislations on the internet)

= Economic pressure can force customers to give consent to almost any kind of “privacy’
policy (e.g. selling privacy for “peanuts™).

Slow pace of privacy self-regulation in the US, Focus on self-help
= Self regulation by sustaining user ignorance
» Enforcing norms may violate anti-trust.
= Being a good actor (e.g. by exposing privacy practices) increases liability.
= Legal compliance and related business processes (deemed) expensive

[Reagle1998, SelfReg1999, Bell2001, Hoofnagle2005]

Technical Privacy Protection
Standardisation

41
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27th International Conference of Data
Protection and Privacy Commissioners

2005-09-14/16 In Montreux, Switzerland

“The protection of personal data and
privacy In a globalised world: a
universal right respecting diversities™
[ICDPPC 2005]

11 principles

A\ Th

42




Lawful and fair data collection and processing,
Accuracy,

Purpose-specification and -limitation,
Proportionality,

Transparency,

Individual participation and in particular the guarantee of the
right of access of the person concerned,

Non-discrimination,

Data security,

Responsibility,

Independent supervision and legal sanction,

Adequate level of protection in case of transborder flows of
personal data.

43




Lawful and fair data collection and processing,
Accuracy,

Purpose-specification and -limitation,
Proportionality,

Transparency,

Individual participation and in particular the guarantee of the
right of access of the person concerned,

Non-discrimination,

Data security,

Responsibility,

Independent supervision and legal sanction,

Adequate level of protection in case of transborder flows of
personal data.
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= Data scarcity

= Only collect and process data that are needed for the
service/process

» Use/Develop technologies that provide the service using less
data.

= derived from
= Fair data collection and processing,
» Purpose-specification and -limitation,
= Proportionality

= Control by the User
» Let users decide, when and where data are flowing

= Derived from

= Individual participation and in particular the guarantee of the
right of access of the person concerned

= Responsibility

45
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ICT gets ever closer to people
= Provides more and more sensitive services
= Grows into an extension of the human
= Collects more and more data
Businesses/States/Governments try to collect more and more data
= Personalised and Customized Services
= Customer profiling

= Me-too Approach from governments for {anti-terror; law enforcement;

security; safety; surveillance}
Privacy regulation tries to define a space of individual freedom
» [nformational Self-determination
= Regulation on Data-Flows and Identification

= Right to secure technology for confidentiality and integrity (German
Constitutional Court, 2008-02-27)

A\ Major rends in
1c aYal o 1INt T Annl 'I- ANne Drinnviarmv 0 Canr ur -I-\l
UIDILIUWUODYD A | I"\lJIJ aclivlio, 11 |Vaby oL VT L Ly
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=arer=m  |dentity Management (IdM)

~) 2 sides of a medal with enormous economic potential
— 1 ){;\ ‘

= Qrganisations aim to sort out = People live their life

= User Accounts in different IT = in different roles (professional,
systems private, volunteer)

= Authentication = using different identities

= Rights management (pseudonyms): email accounts,

SIM cards, eBay trade names,

= Access control chat names, 2ndLife names, ...)

= Differentiated identities

= Unified identities help to
help to L = protect
" ease administration = privacy, especially anonymity
= manage customer relations = personal security/safety
= enable reputation building at the
same time
_ = |dentity management systems
= Identity management = support users using role based
systems identities
= ease single-sign-on by unify = help to present the “right” identity
accounts in the right context

= solve the problems of multiple
passwords



=arerm  |[dentity Management (IdM)

~) 2 sides of a medal with enormous economic potential
— 1 ){;\ ‘

= People live their life = QOrganisations aim to sort out
= in different roles (professional, = User Accounts in different IT
private, volunteer) systems
= using different identities = Authentication
(pseudonyms): email = Rights management

accounts, SIM cards, eBay
trade names, chat names,
2ndLife names, ...)

= Access control

= Differentiated identities * Unified identities
help to help to
= protect = ease administration
= privacy, especially anonymity = manage customer relations

= personal security/safety

= enable reputation building at
the same time

= |dentity management = |dentity management
systems systems
= support users using role based = ease single-sign-on by unify
identities accounts
= help to present the “right” = solve the problems of multiple

identity in the right context passwords



Digital (mobile) Identities

[1 A concept that links a ,,token” from the
digital/syntactical world to an object in the
real/semantical world (idem identity) 'J

@) )

Authentication

[ Accompanied by a set of properties and
attributes (ipse identity)

neo e

/ o e
eer, €sts position A
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bileX\  Many players aim for identities,
usiness e.g. Google

o | Google
Offers search combined with advertisements
(Google Search) Cou q le
Offers location based advertising (Google Earth, =™
GOL)S[E

Google Maps)
Issues email accounts (Gmail) GO“gle

Generalises accounts (Google Accounts) Q;:-cgrg_ggle |
Offers a Portal Hosting Service (YouTube) Y_QL!
Develops a mobile operating system (Android)

Implements communication infrastructures 11123012
(WLAN in Mountain View and San Francisco) Co
O

Implements Payment System (Google Checkout) m;emg!f
Builds up Community Services (jaiku)

:
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mobile N\ Identity Management via Application
I

I II“\QC‘C‘ Cvroon

DUSITICSS Lreep -

= Perhaps the only way for an identity
management infrastructure to become
successful:

= Creep in via an application
» Creep to further applications

» Nice from an informatics point of view:
“General informatics tools and principles get
reused.”

» Problematic from a privacy point of view
» A challenge for IT Security

“Qp U A4 )
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* Privacy In a data intensive Information
Society

» |dentity Management

Agenda t

= Multilateral Security

= Enhancing Privacy via Intermediary
Architectures and Choice

= | earnings for Development, Research,
Standardisation

= Conclusions & Outlook
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mS'?'!ED_D Security for whom?
JUOITICOO

* Technology?
= Devices
= |nfrastructures

= Processes?
= Transactions
= Payment
= People?
Citizens
= Employees
= Customers

= “Security is becoming a people problem.” [Roger Needham,
2001]
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mObl |e N Different parties with different interests in
bUSiﬂeSS communication networks

Other examples
= Customers/ Merchants

= Communication
partners

= Citizens/
Administration

.

/

/

Subscriber
Network

Operator

Subscriber . \
|

:



thI?I!EQ\\no .. in E/M-commerce E
LU IC OO t

..In a world of consortia

= more partners \

= more complex

- /
relations Subscriber
l Network
Operator
Subscriber

Content
Provider
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Respecting
Interests

Multilateral Security t

Protection
of different
parties and their
Interests

Considering Conflicts

Supporting
Sovereignty
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mobile N\ Multilateral Security
business considers conflicts ¢
Respecting Interests Supporting Sovereignty

= Parties can define their = Requiring each party to
own interests. only minimally trust in

= Conflicts can be the honesty of others
recognised and = Requiring only minimal or
negotiated. no trust in technology of

others

= Negotiated results can be
reliably enforced.

Protection of different parties and their interests =
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* Privacy In a data intensive Information
Society

» |dentity Management
= Multilateral Security

Agenda t

= Enhancing Privacy via Intermediary

v
Architectures and Choice

= | earnings for Development, Research,
Standardisation

= Conclusions & Outlook
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PRIME LBS Application Prototype

e Enhance privacy for typical LBS
— Pharmacy search (“pull™)
— Pollen warning (“push”)

e Address wide user range by making only few
requirements on the existing infrastructure

— Version 1 simple WAP mobile phone
— Version 2 Java phone

e Considering B2B scenarios in the value chain
8

T UNIVERSITAT
FRANKFURT AM MAIN

NKFU AN

e WWW.prime-project.eu
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The 1ssues In a bit more detall

e Location-based services are a promising business
— Market penetration of GPS phones still limited
— Mobile operator may step in based on Cell 1D information

e Several challenges
— Privacy problems

— Regulation, e.g. of the handling of personal information
(and mobile services in general)

— Business constraints
e Easy integration into existing infrastructure
e Applicability to a wide range of business models
» Adaptability for different market structures

"o WWW.prime-project.eu 62



Research Objectives

e Investigate Requirements of Stakeholders in LBS Scenario
— From economic, legal and individual/organizational perspectives

e Design a Middleware Architecture and Prototype Implementation
— Architecture derived from requirements

— Two implementation iterations, spanning mobile phone
generations (WAP, J2ME)

e Analyse and Evaluate Implementation
— Project-Internal Evaluation

— EXxperiences and observations from implementation and
deployment

e WWW.prime-project.eu 63



Research Approach, Methodology

e Case Study

— ldentifies LBS as a scenario where PETs can be
beneficial for all involved parties

— Prototype design, implementation, deployment and
development of commercial version covered

e Nocinn CArinnm,An
= LJCDIUII JUITI IUCT
— Based on requirements and founded on theory
— Architecture and several implementation generations

— Several evaluation angles

e WWW.prime-project.eu 64
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. Location-Based Service Application Provider, a special
type of value adding service provider in mobile
networks

User, usually a person, but could also be a business
entity, or even a vehicle or container

| || Location Intermediary, a Party with the business of
mediating between LBS provider and operators; it can
also perform privacy functionality.

W; Operator of a mobile network, that uses its
Infrastructure to localize users.

)
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LBS Backg ound Information

CAniv roant cinnce MaAaAdale
— | ITIIL ITIT OO IVIUULCTIO

D
D

~
U

K

e

1. Direct localization scenario 2. Operator-portal scenario

LI

MQ, M

3. Application provider scenario 4. Intermediary scenario

O Service @ Location Source
66



mobile N LBS Architecture
business Including an Intermediary ¢

= An architecture for providing LBS consists of a location
source (LS) that is queried for user U’s location, a server
LBS operated by the application provider (AP) that provides

the LBS application, and of client LBS. owned by a user
known as U.

= We extended this basic setting with two new application
Independent components.

= The first one is an identity management component (IdM) providing
users with unlinkable pseudonyms for different business parties.

= The second component is the location matcher (LM). Its purpose is the
secure implementation of push services. IdM and LM are used by the
location intermediary (LI) to mediate between AP’s localization
requests and LS at mobile operator MO. The user is known under
distinct pseudonyms to MO and AP. Communicating through LI with IdM
and LM, neither MO nor AP can link the user’s pseudonyms.
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Intermediary Functions

= |dentity
management (IdM)

» Providing users
with unlinkable
pseudonyms for
different business
partners

n | necatinn Ma
LLUUVAUAULIVII TT1IQL

(LM)
= Providing AP with
location info only

when needed, e.g.
for a push services

4% WWW.prime-project.eu

Location & Identity Management

by Intermediaries

policy negotiation, consent
personal settings.
- payment notification

policy negotiation
Location Intermediary “CONSent

LI [1dMm, LM

location fequest, payment,
locatipn of U

Mobile Operator policy negotiation

M O IdM consent

A

68
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mobile N\ LBS architecture
hl It‘ihﬂt‘t‘ arAliiArrmrAa A lind A ria -
JUOIITICOO iiciuuiily ail iiLe
MO LI
LBS |dM |[dM |dM [dM
1. Registration for LBS
2. Negotiation between IdM and AP

3. Negotiation between
IdM and LI

4. Negotiation
betw. |dM
and MO

5. Provi

sioning of LBS

69




Conventional LBS Deployment

e WWW.prime-project.eu

Mobile Operator
-learns user’s services &
all usage patterns
-can monitor sent
notifications
-can derive e.g. allergies

LBS Application
Provider

-usage patterns

-needs to identify user for
billing
-movement profiles
-per service configuration
of policies and consent

70
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Mobile User

—Service Provider————— ~—Intermediary ~—Mobile Network Operator——

Pharmacy

Search Service [WAP Frontend

Localization

_ - - J

- PRIME
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Intermediary Approach
Architecture Overview

Mobile Operator
-localization and billing

-controls service access t0 | 5cation Intermediary
location -decoupling
(pseudonymization/
repersonalization)
-uniform management of
consent & policies
-proxies service
connections to MO
-matching of profiles to
ROls

/A

User identity

Pseudonym
51

LBS Application
Provider
-privacy-preserving service
provision using
pseudonyms

e WWW.prime-project.eu

Identity Border ———

72



e WWW.prime-project.eu

Mobile Operator
-localization and billing
-controls service access to  Location Intermediary/-ies
location -decoupling
(pseudonymization/
repersonalization)
-uniform management of
consent & policies
-proxies service connections
to MO
-matching of profiles to ROIls

/A

User identity

Pseudonym
5L

LBS Application
Provider
-privacy-preserving service
provision using
pseudonyms

Identity Border ———
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Pharmacy Search

LBS Application Provider
- Pharmacy Search -

:

Location Intermediary

Mobile Operator |

Loc. Pay

- PRIME

o WWW.prime-project.eu 74



Use Case (Step 1)

* User starts service

AP

LI

MO

Loc. Pay

“PRIME

o WWW.prime-project.eu 73



Use Case (Step 2)

e User starts service

* AP requests access handle with user |P
e || requests person pseudonym
* MO resolves user D
e || returns access handle

“PRIME

o WWW.prime-project.eu

AP

Loc.

Pay
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Use Case (Step 3)

e User starts service
* AP requests access handle with user [P
* AP requests location & payment
* | I's PRIME instance checks policies

- PRIME

% WWW.prime-project.eu

AP

LI

MO

Loc.

Pay
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Use Case (Step 4)

e User starts service

» AP requests access handle with user IP

* AP requests location & payment
* |I’'s PRIME instance checks policies
* |n case no policy fits:
» AP sends valid policy proposal
to use the service to LI
* AP then redirects user session to LI
e User can commit to policy or change
policies using WAP browser
e Session is directed back to AP

MO

Loc. Pay

e WWW.prime-project.eu 78



Use Case (Step 5)

e User starts service

* AP requests access handle with user [P

* AP requests location & payment
* |I’'s PRIME instance checks policies
* LI reserves payment and
retrieves user position from MO

- PRIME

% WWW.prime-project.eu

AP

Loc. Pay
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Use Case (Step 6)

e User starts service

* AP requests access handle with user [P

* AP requests location & payment
* |I’'s PRIME instance checks policies
e || reserves payment and
retrieves user position from MO
* LI provides position & payment
handle to AP

- PRIME

o WWW.prime-project.eu

AP

LI

MO

Loc.

Pay
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Use Case (Step 7)

e User starts service

» AP requests access handle with user IP
* AP requests location & payment

* AP queries own database and

provides result

“PRIME

o WWW.prime-project.eu

AP

LI

MO

Loc.

Pay
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Use Case (Step 8)

e User starts service
* AP requests access handle with user [P
* AP requests location & payment
* AP queries own database and
provides result
e AP commits payment
e || forwards request to MO
* MO performs commit and confirms
* | | charges AP for localization and
transmits debenture to AP

- PRIME

o WWW.prime-project.eu

AP

Loc.

82



rototype Screens “Pollen Warning”

&
“kLarona AIME iveringe G1)
| PRIME o
|Ahnut the Pollen Warmng| ]
This service provides you with up 1o date

infarmation on the pallen pallutian of
yaur current whersabaut. It is
implemented with maximal privacy
pratection in mind, This is done by using

How it Works

To protect your privacy, the datathat iz
needed to effectively bring this service to
you, iz split up and sent to different
parties, 50, noone (ncluding us) iz able

bain Menu i

PRIME - Privacy and ldentity

Management for Europe

PRIME aim = to develop aworking
prototype of a privacy-enhancing ldentity
Management System. To faster market
adoption, novel solutions for managing
identities will be demoanstrated in
challenging real-world scenarios, e.qg.,
from Internet Communication, Airline and
Ajrport Pazsenger Processes,
Location-Based Services and
Cuiiahoralwe e~L¢arnrng FRIru'IE |s

PRIME

o WWW.prime-project.eu

;‘-. i 4:

By accepting thiz policy, you allow T-Mobile
o collect the data that reveal your location
and to transmit them to Anonymizel AS for
he provizion of the Pollen Warning Service,
offered to you for the fixed price of 5
ELR/moanth, Your data will be deleted after
he period needed for the provision of the
seifice, Please set vourtime preferences,
hiich wou can edit below, Youw will hawe
access tothese policies through your PRIME
consaole later on, to deactivate the
Itransmissiu:un of location information and for
inkhibition of payment or to unsubscribe the
service. For the full privacy notice or for
access, rectification or correction, contact
he T-Mohile helpdesc under
rDEDD—81662453.

I Back

Ennc_r_ Editor (1/3)
Location and hvment Prmrider'

1I*Mobile

Submit a policy 10 permit the service being
provided

| See demlsl

Location Requestor * Larona

Localization Time Restrictions
no time restrictions

E-l';l.tu.' m]u.n'l
Amount Restrictions

* EUR (incl. WAT) per
*+ month

et
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Prototype Screens “Pollen Warning”

Infnr atiNnnN
| W | ||U| |||uL|U

- PRIME

 WWW.prime-project.eu

IUII il

|Ahnut the Pollen Warning

PRIME -
Manage
PRIME aim 3
prototype
Managems#
adoption,
identities ¥
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from Intery
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Collaborat

|Haln Menu

This service provides you with up to date
infarmation on the pollen pollutian of

1 your current whereabout, It |5

implemented with maximal privacy
protection in mind, This is done by using

Location- HOW 1t Works

Tao protect yaur privacy, the datathat is
needed to effectively bring this service 1o
you, iz split up and gent to different
parties. 30, noone (ncluding us) is able

v T=Mobile
rlocation
erll AS for
g Service,

of 5
eted after
run of the

Brénces,
Il hawe
your PRIME
13

ion and for
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e or for
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Back

[Main Meru i

Policy Editor (1 / 3)
lo::uion md hvment Prmrider
1I*Mobile
Submit a polucv 10 permit the service being
provided

| See demlsl

Location Requestor * Larona

Localization Time Restrictions
no time restrictions

Ntw n:l-lll.‘l
Amount Restrictions

* EUR (incl. WAT) per
*+ month

et
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Prototype Screens “P IIe
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|Ahnut the Pollen Warning|

This service provides you with up 1o date
infarmation on the pallen pallutian of
yaur current whereabout, It s
implemented with maximal privacy
pratection in mind, This is done by using

How it Works

To protect your privacy, the datathat iz
needed to effectively bring this service to
you, iz split up and sent to different
parties, 30, noone (ncluding us) is able

bain Menu i

- PRIME

 WWW.prime-project.eu

IA\VWa LV

PRIME

PRIME - Prnivacy and ldentity

Management for Europe
PRIME aims to develop aworking

prototype of a privacy-enhancing ldentity
Management System. To foster market
adoption, novel solutions for managing
identities will be demonstrated in
challenging real-world scenarios, e.g.,
from Internet Communication, Airline and
Ajrport Passenger Processes,
Location-Based Services and
En!iahﬂralwe e-Ltar‘nrng FF!.IME is

—T

b T=-Mobile
ur location
izelt AS for
jng Service,
Eof 5

leted after
ion of the
ferences,

fll hawe
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[e or for
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Back

Izﬂllt?ﬁdihrﬂ-fﬂ

\Location and Payment Provider:
“Mobile

Suhmu a policy 10 permit the service being
provided

See details |

Location Requestor * Larona
Localization Time Restrictions
no time restrictions

New m]u.n'l
Amount Restrictions

* EUR (incl. WAT) per
*+ month

et

85




Alivs LnhnfFAvrrmAati ~Anr Al +A +vra
Ullb_y 111Ul i11iaAuivuilil Ull Al LI A
Info
%‘_;"M‘Whimstﬂﬁﬁuﬂ o N

“‘RlLarona

|Ahnut the Pollen Warning|
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infarmation on the pallen pallutian of
yaur current whereabout, It s
implemented with maximal privacy
pratection in mind, This is done by using

How it Works

To protect your privacy, the datathat iz
needed to effectively bring this service to
you, iz split up and sent to different
parties, 50, noone (ncluding us) iz able

[Ziic
bain Menu i

By accepting this policy, you allow T-Mobile
o callect the data that reveal your location
PRIME qand to transmit them to Anonymizelt AS for
Managefthé provizion of the Pollen Warning Service,
rrIME aimdoffered 1o you for the fixed price of 5
prototype gF1 IR /month, Your data will be deleted after
Managemely o meriod needed for the provision of the
zervice, Pleaze set your time preferences,
chatlenginghich you can edit below, You will have
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Airport Pafconsole [ater on, 1o deactivate the

Location-Brransmission of location inform ation and for
Collaborat
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identities

. WWW. prime-project.eu

it finhibition of payment or to unsubscribe the
Main MenuB- eryice. For the full privacy notice or for
access, rectification or correction, contact
he T-Mabile helpdesc under
0800-581le62453.

I Back

[Py aor .19

|l.m:uion yﬂt 'hvm'i'e-m Provider:
“Mobile _

Submit a policy 10 permit the service baing
provided

See details |

Location Requestor * Larona
Localization Time Restrictions
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New m]n.n'l
Amount Restrictions
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How it Works
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N\ Suggestions for LBS IdM
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LBS with IdM will need mechanisms to:

1. Conceal attributes not needed

2. Provide location and a few attributes

3. Create reachability with anonymity
Solutions:

1. Should be done with good pseudonymity
2. Can be done with selective |dM

3. Should be done with anonymous channels

used for communications = PRIME

[

:



Alice Bob

Conventional anonymous channels (Mixnets & Onion Routing)
- Alice sets up channel and thus knows Bob.
Pseudonym-translating Channels (new PRIME concept)

- User connects one of her pseudonyms with Alice to one of her
pseudonyms with Bob.

89




mob||e A Pseudonym-translating Channels
business Channel switching

ithe K

= New channels are
established

= In regular time-intervals
= triggered by MO or U
= No profile re-
registration
» Reduces information

Pseudonym
B Translation

] 1]

known to LI Pu LLi LI Py
= With profile re- 111
registration Pseudonvym
= Reduces information iﬁi-ﬁangaﬂ};n f?ﬁ
known to AP and LI v \y/
I:)U MO MO IDU MO

© WWW. prime-project.eu

“PRIME .



Case Study Summary

File Edit Wiew Settings Help

Go 4E&EA4953883EE51D2EDEj

Main Menu

e Evaluation of prototype assures |

— Legal compliance | sccess nison

Back to propozal

— Economic benefits from Erovidar 2
— Technical feasibility ra— |

e First transfers into the real world

— ,,Privacy Gateway" infrastructure
component deployed at T-Mobile Germany

— Allows subscribers to set
e Which application provider gets data?
e On which days and times?

e WWW.prime-project.eu o1



Exploitation & Outlook

File Edit Wiew Settings Help

Go 4E&EA4953883EE51D2EDEj

Main Menu
Fossible actions

e First transfers into the real world =
— ,,Privacy Gateway“ infrastructure | j
component deployed at T-Mobile Germany tom et

— Allows subscribers to set

 Which application provider gets data?

e On which days and times?
Request for more power on the device for
e.g. maintaining one’s own policies

Selact Options
L ]

e Computers reflect even closer one’s
mind, e.g. one’s trust relations.

T PRIME B

e WWW.prime-project.eu



Product Transfer

CW IV IINNVAT
CVvVv

\UVCI VI

\ 4

AP

T-Mobile

Customer

e WAP configuration
e Customer care web configuration

e SMS configuration:
eStatus: “?” » 27637
eAllow: “+providerl”
eDeny: “-providerl”

<z WWW. prime-project.eu

e —

Location

MSISDN

Customer Care

27637
27637
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Product Transfer
Customer GUI

T-Mobile
Chat & Flirt

Mews & Info

Sport
Entertainment

Wirtschaft & Shopping

or o BB Migh e
select Cptions

o [E .
T-Zones/web’n’walk

. o
Mt/
2
i »
= I

% WWW.prime-project.eu

Main Menu
Fossible actions

icy administration
L Admin history

ACCESS Nistory

Select Qptions
v & 'l

Privacy Gateway Settings
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Privacy Gateway
Administration

Main Menu
Fossible actions
Paolicy administration

policy
administration

Admin history
Access history

Select Options
- | +' |l

Ny Rl”E
< P

:

L &

.

.. ¥ WWW.prime-project.eu

admin
history

access
history

Policy Overview
Configured provider

| Service Provider
Policy
Service provider

TEST VaspsSim PG-
Test

Transmission
granted for:

Ericgson
Baumaco ) Phone no.
Tegaron(Mavigate) & Location

Arlrl nnlicry
Select Options

- | +' |l

Select Qptions
™ | ™ I |

Admin History

Admin History

(Overview) (Details)
Date Entry 3?:?08 10:00 AM
411400 D—;?ﬂ“me Action

remaoved Mew one time policy

Service provider
Anvato mobile

- Over
Onge time -
Select Options Select = Options
e 1 Y| o« I ol

Access History
(Details)

Date

414108 10:00 AM
Action

Granted (Fhone
Mumber)
Service provider

Access History
(Overview)
Date Entry
41410 Phone
Mumbel

41110 Granted on
8 Location

Select Qptions
™ | ™ I ]

Select Qptions
™ | & I ]
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Privacy in a data intensive Information Society
ldentity Management
Multilateral Security

Enhancing Privacy via Intermediary Architectures
and Choice

Agenda t

Learnings for Development, Research,
Standardisation

* Philosophical issues

= Technical Design Principles for Multilateral Security

» Challenges and Potential for Research and
Standardisation

= Challenges & Potential for Europe

Conclusions & Outlook
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= Privacy In a data intensive Information Society
» |dentity Management
= Multilateral Security

* Enhancing Privacy via Intermediary Architectures
and Choice

» Learnings for Development, Research,
Standardisation
= Philosophical issues
= Technical Design Principles for Multilateral Security

» Challenges and Potential for Research and
Standardisation

= Challenges & Potential for Europe
= Conclusions & Outlook
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Phantasy
Persistence
Patience
Perspiration
Passion
Personality
Political Support

7/ Ps for Privacy and PETs
[
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moblie . Agenda
UOINICOO [

= Privacy In a data intensive Information Society
» |dentity Management
= Multilateral Security

* Enhancing Privacy via Intermediary Architectures
and Choice

» Learnings for Development, Research,
Standardisation
= Philosophical issues
= Technical Design Principles for Multilateral Security

» Challenges and Potential for Research and
Standardisation

= Challenges & Potential for Europe
= Conclusions & Outlook
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Data Economy

= Avoidance of all data that is not really needed, e.qg.
protocols, that do the same service with less data (implicit
adresses, limited broadcast, ...)
Careful allocation

= Avoidance of large data collections under responsibility of
one entity, e.g. no HLR in mobile communication networks

= Reachability data in users' PDAs

User ability to configure and control

= Useful status information (“Where is my data, where will it
go, after | click that button ?”*)

= Warning function of digital signatures

N Technical Design Principles for
ess Multilateral Security 1/2 ¢
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mob||e A\ Technical Design Principles for
I

pusiness Multilateral Security 2/2
Usability
= There is nothing like the right solution as there is nothing
like the user.

Opportunities for individual negotiation
= Negotiation needs choice.

Discernable security

= Sustainable security marketing needs security recognition.

= Recognition needs awareness and comprehension of
advantages.

= Comprehension of advantages needs better criteria.
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= Privacy In a data intensive Information Society
» |dentity Management
= Multilateral Security

* Enhancing Privacy via Intermediary Architectures
and Choice

» Learnings for Development, Research,
Standardisation
* Philosophical issues
= Technical Design Principles for Multilateral Security

» Challenges and Potential for Research and
Standardisation

= Challenges & Potential for Europe
= Conclusions & Outlook
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A\ Challenges and Potential
for Research and Standardisation 1/2

3('D
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= Empowering users to ...

= petter control (identity) data flows

= User-controlled hardware (Trustable computing) for
» |dentity data
= (Anonymous) Communications

* Transparent policies

= select trusted partners from a choice of offers
» |dentity intermediary networks
= Service provider networks

= deal with the trade-offs

= Testbeds to
= Experience tradeoffs

= ... and quickly “feel” the results of the respective
decisions.
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mobile A\ Challenges and Potential
bUSineSS for Research and Standardisation 2/2 :

= User-friendly Identity Management
" In business processes and applications
= In new communities and networks
= along the value chain (with appropriate incentives)

= considering the views of the respective stakeholders
(Multilateral Security)

= considering separations of domains that had been natural
“before”.
= QOvercome the “Me too”-Approach
“Any data that is used for providing a service must
be available to law enforcement, too!”
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= Privacy In a data intensive Information Society
» |dentity Management
= Multilateral Security

* Enhancing Privacy via Intermediary Architectures
and Choice

» Learnings for Development, Research,
Standardisation
* Philosophical issues
= Technical Design Principles for Multilateral Security

» Challenges and Potential for Research and
Standardisation

= Challenges & Potential for Europe
= Conclusions & Outlook
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Raising trustworthiness of embedded systems

(Standardized) reference architectures to
Integrate fragmented details

Minimisation and decentralisation of data
User-Centricity
ldentity Management
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for Europe ¢

Challenges & Potential
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Challenges & Potential
Embedded Systems

Raising trustworthiness of embedded
systems

= Addressing e.g. computerized/networked
cars and household appliances

= Combining experiences from safety and IT
Security

* Improving transparency
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= (Standardized) reference architectures
to integrate fragmented approaches

Privacy enhancing technologies (PETs)
ldentity management
Credentials
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Minimising and decentralising data
= Respecting proportionality

= Reducing temptation

= Avoiding misuse

= Raising transparency on data flows

Challenges & Potential
5 inimisation and Decentralisation
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mOb”e N L * & Challenges & Potential
lhiicinnce ———— User-Centricity
DUSITIESS L x

= Empowering users to ...

= petter control of (identity) data flows

= User-controlled hardware (Trustable computing) for
= |dentity data
= (Anonymous) Communications

* Transparent policies
= select trusted partners from a choice of offers

» |dentity intermediary networks
= Service provider networks

= deal with the trade-offs

» Testbeds to
= Experience tradeoffs

= ... and quickly “feel” the results of the respective
decisions.
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mobile x| . Challenges & Potential
bUSiﬂeSS ——— ldentity Management
= Considering

= the views of the respective stakeholders (Multilateral
Security)

= separations of domains that had been natural “before”
Enabling users to manage their identities

Frameworks and reference architectures

= Along the value chain (with appropriate incentives)
= For business processes and applications

= For new communities and networks

Globally standardized (e.g. In
ISO/IEC JTC 1/SC 27/WG 5 “ldentity Management
and Privacy Technologies)
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Related Standardisation
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ISO/IEC JTC 1/SC 27/WG 5: Identity Management &
Privacy Technologies

* |SO/IEC 24760 Framework on Identity Management
= |SO/IEC 29100 Privacy Framework

» |SO/IEC 29101 Privacy Architecture

ISO/IEC JTC 1/SC 27/WG 3: IT Security Evaluation
Criteria

ITU-T SG 13 (NGN), SG 17 (Security)

ETSI/HF Specialist Task Force STF265 on User
Profile Management & y N
& Primel.ife PICOS
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* Privacy in a data intensive Information Society
= Mobility and Privacy
= Mobile Business
= Mobile Advertising

* |dentity Management
= Multilateral Security

= Enhancing Privacy via Intermediary
Architectures and Choice

= |Learnings for Development, Research,
Standardisation

= Conclusions & Outlook
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Conclusions & Outlook

ICT and new services are coming ever closer to people, e.g. in
advertising and recommendations.

Privacy and Multilateral Security getting ever more important for trust
Challenges and potential in

= Privacy and Identity infrastructures

= Multilaterally secure tools, that help users to manage their Privacy and
Identity

First elements of Identity Management and Privacy Technologies are
being standardized globally (ISO/IEC JTC 1/SC 27/WG 5).

Who wants trust needs to overcome the “Me too”’-Approach.
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