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Motivation
Protection of information: 

• Identity protection (Anonymity)
• Hide the link between the data and its sender/receiver

• The action of sending itself can reveal one’s identity

• Many applications

• Anonymous message-sending

• Elections

• Donations

• Data protection
• Information flow 

• ...
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Protocols as noisy channels

• We consider a probabilistic approach

• Inputs: elements of a random variable A

• Outputs: elements of a random variable O

• For each input ai, the probability that we obtain an observable 
oj is given by p(oj | ai)

• We assume that the protocol receives exactly one input at 
each session

• We want to define the degree of anonymity independently 
from the input’s distribution, i.e. the users



Anonymity Protocols as noisy channels

FOSADChatzikokolakis, Palamidessi and Panangaden 15/9/06 

The conditional probabilities 
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The channel is completely characterized 
by the matrix of conditional probabilities 
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Preliminaries of Information TheoryEntropy and Mutual Information

The entropy H(A) measures the uncertainty about the
anonymous events:

H(A) = −
∑

a∈A

p(a) log p(a)

The conditional entropy H(A|O) measures the uncertainty about
A after we know the value of O (after the execution of the

protocol).

The mutual information I(A;O) measures how much uncertainty
about A we lose by observing O:

I(A;O) = H(A) − H(A|O)

Chatzikokolakis, Palamidessi, Panangaden Anonymity Protocols as Noisy Channels
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Degree of Anonymity

• We define the degree of anonymity provided by 
the protocol as the converse of the capacity of the 
channel:

• Note that this definition is independent from the 
distribution on the inputs, as desired

Fig. 1. An anonymity channel

probability of user a being the sender. In some cases all users might have the
same probability of being the sender, in other cases a particular user might send
messages more often than the others. Since the design of the protocol should
be independent from the particular users who will use it, the analysis of the
protocol should make no assumptions about the distribution on A. On the other
hand p(o|a) gives the probability of o when a is the sender, so it depends only on
the internal mechanisms of the protocol, not on of how often a sends messages.

To abstract from the probabilities of the anonymous events, we view an
anonymity protocol as a channel 〈A,O, p(·|·)〉 where the sets of anonymous
events A and observable events O are the input and output alphabets respec-
tively, and the matrix p(o|a) gives the probability of observing o when a is the
input. An anonymity channel is shown in Figure 1. Different distributions of the
input will give different values of I(A; O). We are interested in the worst possi-
ble case, so we define the loss of anonymity as the maximum value of I(A; O)
over all possible input distributions, that is the capacity of the corresponding
channel.

Definition 1. Let 〈A,O, p(·|·)〉 be an anonymity protocol. The loss of anonymity
C of the protocol is defined as

C = max
p(a)

I(A; O)

where the maximum is taken over all possible input distributions.

The loss of anonymity measures the amount of information about A that
can be learned by observing O in the worst possible distribution of anonymous
events. If it is 0 then, no matter what is the distribution of A, the attacker can
learn nothing more by observing the protocol. In fact, as we will see in section
5.1, this corresponds exactly to notions of perfect anonymity in literature [3, 11,
1]. However, as we discuss in section 5.3, our framework also captures weaker
notions of anonymity.

As with entropy, channel capacity is measured in bits. Roughly speaking,
1 bit of capacity means that after the observation A will have one bit less of
entropy, in another words the attacker will have reduced the set of possible users
by a factor 2, assuming a uniform distribution.

3.1 Relative Anonymity

So far, we have assumed that ideally no information about the anonymous events
should be leaked. However, there are cases where some information about the

6
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• Some information about  A may be revealed intentionally

• Example: elections

• We model the revealed information with a third random 
variable R

R = number of users who voted for c

Relative anonymity

Fig. 2. A simple elections protocol

anonymous events is allowed to be revealed by design, without this leak be
considered as a flaw of the protocol. Consider, for example, the case of a simple
elections protocol, displayed in figure 2. For simplicity we assume that there
are only two candidates c and d, and that each user always votes for one of
them, so an anonymous event can be represented by the subset of users who
voted for candidate c. In other words, A = 2V where V is the set of voters.
The output of the protocol is the list of votes of all users, however, in order
to achieve anonymity, the list is randomly reordered, using for example some
MIXing technique. As a consequence, the attacker can see the number of votes
for each candidate, although he should not be able to find out who voted for
whom. Indeed, determining the number of votes of candidate c (the cardinality
of a), while concealing the vote expressed by each individual (the elements that
constitute a), is the purpose of the protocol.

So it is clear that after the observation only a fraction of the anonymous
events remains possible. Every event a ∈ A with |a| "= n where n is the number
of votes for candidate c can be ruled out. As a consequence H(A|O) will be
smaller than H(A) and the capacity of the corresponding channel will be non-
zero, meaning that some anonymity is lost. In addition, there might be a loss
of anonymity due to other factors, for instance, if the reordering technique is
not uniform. However, it is undesirable to confuse these two kind of anonymity
losses, since the first is by design and thus acceptable. We would like a notion
of anonymity that factors out the intended loss and measures only the loss that
we want to minimize.

In order to cope with the intended anonymity loss, we introduce a random
variable R whose outcome is the revealed information. In the example of the
elections protocol, the value of R is the cardinality of a. Since we allow to reveal
R by design, we can consider that R is known even before executing the protocol.
So, H(A|R) gives the uncertainty about A given that we know R and H(A|R, O)
gives the uncertainty after the execution of the protocol, when we know both
R and O. By comparing the two we retrieve the notion of conditional mutual
information I(A; O|R) defined as

I(A; O|R) = H(A|R) − H(A|R, O)

So, I(A; O|R) is the amount of uncertainty on A that we lose by observing O,
given that R is known. Now we can define the notion of relative loss of anonymity.

7
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• We use the notion of conditional mutual information

• And define the conditional capacity similarly

Relative anonymity

Fig. 2. A simple elections protocol
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Proposition

An anonymity protocol satisfies strong probabilistic anonymity iff

C = 0.

Example: Dining cryptographers

100 010 001 111
a1 1/4 1/4 1/4 1/4
a2 1/4 1/4 1/4 1/4
a3 1/4 1/4 1/4 1/4

Relative Anonymity

• Some information about A may be revealed intentionally.

• Example: elections

• The revealed information can be modeled with a third random
variabe R.

• We use the notion of conditional mutual information

I(A; O|R) = H(A|R) − H(A|O, R)

• And we define the conditional capacity similarly

CR = max
p(a)

I(A; O|R)

3
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Partitions: a special case of relative anonymitySpecial case of Relative Anonymity: Partition

We say that R partitions X iff p(r|x) is either 0 or 1 for every r, x

Examples: elections, group anonymity

Theorem

If R partitions A and O then the transition matrix of the protocol is of

the form
O1 O2 . . . Ol

A1 M1 0 . . . 0

A2 0 M2 . . . 0

...
...

...
. . .

...

Al 0 0 . . . Ml

and

CR ≤ d ⇔ Ci ≤ d,∀i ∈ 1..l

where Ci is the capacity of matrix Mi.

Chatzikokolakis, Palamidessi, Panangaden Anonymity Protocols as Noisy Channels
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• An adversary tries to infer the hidden 
information (input) from the observables 
(output)

• We assume that the adversary can force the re-
execution of the protocol (with the same input). 
Intuitively this increases his inference power

Statistical inference 
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• o = o1,o2,...,ok  : a sequence of observations

• f : the function used by the adversary to infer the input from a 
sequence of observations

• Error region of  f  for input a:

• Probability of error for input a: 

• Bayesian probability of error for f :

4 Testing anonymous events

In this section we illustrate the relation between the channel’s matrix and the
possibility for the attacker of guessing the anonymous event from the consequent
observable event. This problem is known in statistics literature as hypothesis
testing. The idea is that we have a set of data or outcomes of an experiment, and
a set of possible alternative explanations (hypotheses). We have to infer which
hypothesis holds from the data, possibly by repeating the experiment, and try to
minimize the probability of guessing the wrong hypothesis (probability of error).

We assume that the same hypothesis holds through the repetition of the ex-
periment, which corresponds to allowing the attacker to force the user to redo
the action. For instance, in Crowds, the attacker can intercept the message and
destroy it, thus obliging the sender to resend it. We also assume that the ran-
dom variables corresponding to the outcomes of the experiments are indepen-
dent. This corresponds to assuming that the protocol is memoryless, i.e. each
time it is reactivated, it works according to the same probability distribution,
independently from what happened in previous sessions.

In statistics there are several frameworks and methods for hypothesis testing.
We consider here the Bayesian approach, which requires the knowledge of the
matrix of the protocol and of the a priori distribution of the hypotheses, and
tries to infer the a posteriori probability of the actual hypothesis w.r.t. a given
observation or sequence of observations. The first assumption (knowledge of the
matrix of the protocol) is usually granted in an anonymity setting, since the way
the protocol works is public. The second assumption may look too strong, since
the attacker does not usually know the distribution of the anonymous actions. We
show, however, that under certain conditions the a priori distribution becomes
less and less relevant with the repetition of the experiment, and, at the limit, it
does not matter at all.

Let us introduce some notation. Given an anonymous event a, consider the
situation in which the attacker forces the users to execute the protocol n times
with the same a as input event, and tries to infer a from the n observable outputs
of the protocol executions. Let O1, O2, . . . , On represent the random variables
corresponding to the observations made by the attacker, and let o denote a
sequence of observed outputs o1, o2, . . . on. As stated above, we assume that O1,
O2, . . . , On are independent, hence the distribution of each of them is given by
p(·|a), and their conjoint distribution p : On → [0, 1] is given by

p(o|a) =
n

∏

i=1

p(oi|a) (1)

Let fn : On → A be the decision function adopted by the adversary to infer the
anonymous action from the sequence of observables. Let En : A → On be the
function that gives the error region of fn when a ∈ A has occurred, namely:

Ef (a) = {o ∈ On | f(o) #= a}

10

Finally, let ηn : A → [0, 1] be the function that associates to each a ∈ A the
probability of inferring the wrong input event on the basis of f when a ∈ A has
occurred, namely:

η(a) =
∑

o∈Ef (a)

p(o|a)

We are now ready to introduce the probability of error associated to anonymous
action testing on a given anonymity protocol, following the lines of the Bayesian
approach (see for instance [6], Section 12.8).

Definition 5. Given an anonymity protocol 〈A,O, p(·|·)〉, a sequence of n ex-
periments, and a decision function fn, the Bayesian probability of error Pfn is
defined as the probability weighted sum over A of the individual probabilities of
error. Namely:

Pfn =
∑

a∈A

p(a)η(a)

In the Bayesian framework, the best possible decision function is given by the
so-called maximum a posteriori rule, which, given the sequence of observables
o ∈ On, tries to maximize the a posteriori probability of the hypothesis a w.r.t.
o. The a posteriori probability of a w.r.t. o is given by Bayes theorem (aka Bayes
Inversion Rule):

p(a|o) =
p(o|a)p(a)

p(o)

We now define a class of decision functions based on the above approach.

Definition 6. Given an anonymity protocol 〈A,O, p(·|·)〉, and a sequence of n
experiments, a decision function fn is a Bayesian decision function if for each
o ∈ On, fn(o) = a implies p(o|a)p(a) ≥ p(o|a′)p(a′) for every a′ ∈ A.

The above definition is justified by the following result which is a straight-
forward consequence of known results in literature.

Proposition 1. Given an anonymity protocol 〈A,O, p(·|·)〉, a sequence of n ex-
periments, and a Bayesian decision function fn, for any other decision function
hn we have that Pfn ≤ Phn .

4.1 Independence from the input distribution

The definition of the Bayesian decision functions depends on the a priori proba-
bility distribution of A. This might look artificial, since in general such distribu-
tion is unknown. We will show, however, that under a certain condition on the
matrix of the protocol, for n large enough, the Bayesian decision functions and
the associated Bayesian probability of error do not depend on the distribution
of A.

The following definition establishes the condition on the matrix.
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Bayesian decision functions

• f  is a Bayesian decision function if  f(o) = a implies  

p(o | a) p(a)  >=  p(o | a’) p(a’)     for all a, a’ and o 

• Proposition: Bayesian decision functions minimize the 
Bayesian probability of error

• Note that the property of being Bayesian depends on the 
input’s distribution 
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Independence from the users

• However, for large sequences of observations the input 
distribution becomes negligible:

• Proposition: A Bayesian decision function  f  can be 

approximated by a function  g  such that g(o) = a  implies

p(o | a)  >=  p(o | a’)      for all a, a’ and o

• “approximated” means that the more observations we 
make, the smaller is the difference in the error probability 
of  f  and  g 



FOSADChatzikokolakis, Palamidessi and Panangaden 15/9/06 

Anonymity Protocols as noisy channels

Relation with existing notionsRelation to existing notions

Strong probabilistic anonymity

p(a) = p(a|o) ∀a, o [Chaum, 88], aka “conditional

anonymity” [Halpern and O’Neill, 03].

p(o|ai) = p(o|aj) ∀o, i, j [Bhargava and Palamidessi, 05]

Proposition

An anonymity protocol satisfies strong probabilistic anonymity iff

C = 0.

Example: Dining cryptographers

100 010 001 111

a1 1/4 1/4 1/4 1/4
a2 1/4 1/4 1/4 1/4
a3 1/4 1/4 1/4 1/4

Chatzikokolakis, Palamidessi, Panangaden Anonymity Protocols as Noisy Channels
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Strong anonymity and
Bayesian inference

• When the rows of the matrix associated to the protocol 
are all the same, the adversary has no criteria for defining 
the decision function. 

• The Bayesian probability of error is maximal: 

www.lix.polytechnique.fr/∼kostas/papers/channels/paper.pdf

General Framework

Anonymity protocols:

• An event a from a set of anonymous eventsA is selected.

• An event o from a set of observable eventsO is produced.

• The attacker observes o and tries to infer a. The goal of anonymity protocols is
to hide this link.

• Protocols are ofter probabilistic.

• We consider a purely probabilistic setting.

• The selection of events can be modelled by random variables: A: anonymous
events O: observable events

PE = |A|−1
|A|

Entropy and Mutual Information

• The entropyH(A) measures the uncertainty about the anonymous events:

H(A) = −
∑

a∈A

p(a) log p(a)

• The conditional entropy H(A|O) measures the uncertainty about A after we

know the value of O (after the execution of the protocol).

• The mutual information I(A; O) measures how much uncertainty about A we

lose by observingO:

I(A; O) = H(A) − H(A|O)

(Loss of) Anonymity as Channel Capacity

• An anonymity protocol is a channel with input alphabet A, output alphabet O
and a transition matrix p(o|a).

• The distribution of A cannot be considered part of the protocol, it models the

users’ intentions.

• We define the loss of anonymity C as the capacity of this channel:

C = max
p(a)

I(A; O)
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Probable Innocence

• A weaker notion of anonymity

• Verbally defined [Reiter and Rubin, 98] as:

“from the attacker’s point of view, the sender appears no more 
likely to be the originator of the message than to not be the 

originator”

• Can be formally defined [Chatzikokolakis and Palamidessi, 05] as:

5.2 Relative capacity 0: strong group anonymity

Group anonymity usually indicates the situation in which the users are divided
in groups, and the protocol allows to figure out the group which the culprit
belongs to, although it tries to conceal which user in the group is the culprit.

Such situation corresponds to having a partition on A and O, see Section 3.1.
The case of relative capacity 0 is obtained when each Mri has capacity 0, namely
when in each group ri the rows are identical.

From the point of view of testing the anonymous events we note the following:
given a o ∈ On, there exists exactly one group ri of a’s such that p(o|a) > 0,
and p(o|a1) = p(o|a2) for all a1, a2 in ri. Hence the attacker knows that the
“right” value of gn(o) is an a in ri, but he does not know exactly which. In other
words, on the basis of the observations the attacker can get complete knowledge
about the group, but remains completely uncertain about the exact event a in
the group, as expected. The lower bound on the Bayesian probability of error is
(|Ar| − 1)/|Ar| where r ∈ R determines the set of maximal cardinality in A.

An example of protocol with relative capacity 0 is the dining cryptographers
in a generic graph [3], under the assumption that the coins are fair. The groups
correspond to the connected components of the graph.

The notion of strong group anonymity seems also related to the notion of
equivalence classes in [17]. Exploring this connection is left for future work.

5.3 Probable innocence: weaker bounds on capacity

Probable innocence is a weak notion of anonymity introduced by Reiter and
Rubin [16] for Crowds, a system based on communicating a message from the
originator to the receiver through a sequence of users acting as forwarders. Prob-
able innocence was verbally defined as “from the attacker’s point of view, the
sender appears no more likely to be the originator of the message than to not be
the originator”. In literature there are three different definitions [16, 11, 2] that
try to formally express this notion, see [2] for details. In this section we discuss
the relation between these definitions and the channel capacity.

Definition of Chatzikokolakis and Palamidessi The definition of [2] tries
to combine the other two by considering both the probability of producing some
observable and the attackers confidence after the observation. This definition
considers the probability of two anonymous evens a, a′ producing the same ob-
servable o and does not allow p(o|a) to be too high or too low compared to
p(o|a′). A protocol satisfies CP-probable innocence if

(n − 1) ≥
p(o|a)

p(o|a′)
∀o ∈ O, ∀a, a′ ∈ A (2)

where n = |A|. In [2] it is shown that this definition overcomes some drawbacks
of the other two definitions of probable innocence and it is argued that it is
more suitable for general protocols. In this section we show that CP-probable

14
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Probable Innocence

• Can be generalized into a more general concept of partial 
anonymity:

innocence imposes a bound on the capacity of the corresponding channel, which
strengthens our belief that it is a good definition of anonymity.

Since the purpose of this definition is to limit the fraction p(o|a)
p(o|a′) we could

generalize it by requiring this fraction to be less than or equal to a constant γ.

Definition 8. An anonymity protocol 〈A,O, p(·|·)〉 satisfies partial anonymity
if there is a constant γ such that

γ ≥
p(o|a)

p(o|a′)
∀o ∈ O, ∀a, a′ ∈ A

A similar notion is called weak probabilistic anonymity in [7].
Note that partial anonymity generalizes both CP-probable innocence (γ =

n−1) and strong probabilistic anonymity (γ = 1). The following theorem shows
that partial anonymity imposes a bound to the channel capacity:

Theorem 4. Let 〈A,O, p(·|·)〉 be an anonymity protocol. If the protocol is sym-
metric and satisfies partial anonymity with γ > 1 then

C ≤
log γ

γ − 1
− log

log γ

γ − 1
− log ln 2 −

1

ln 2

This bound has two interesting properties. First, it depends only on γ and
not on the number of input or output values or on other properties of the channel
matrix. Second, the bound converges to 0 as γ → 1. As a consequence, due to the
continuity of the capacity as a function of the channel matrix, we can retrieve
Proposition 4 about strong probabilistic anonymity (γ = 1) from Theorem 4. A
bound for probable innocence can be obtained by taking γ = n−1, so Theorem 4
treats strong anonymity and probable innocence in a uniform way. Note that this
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Theorem
If a protocol satisfies partial anonymity with            then

innocence imposes a bound on the capacity of the corresponding channel, which
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Since the purpose of this definition is to limit the fraction p(o|a)
p(o|a′) we could

generalize it by requiring this fraction to be less than or equal to a constant γ.

Definition 8. An anonymity protocol 〈A,O, p(·|·)〉 satisfies partial anonymity
if there is a constant γ such that

γ ≥
p(o|a)

p(o|a′)
∀o ∈ O, ∀a, a′ ∈ A

A similar notion is called weak probabilistic anonymity in [7].
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Future work

• Challenging problem (not much investigated in statistical 
inference): infer the input distribution without the power of 
forcing the input to remain the same through the observations

• Investigate characterizations for other (weaker) notions of 
information hiding, which are easy to model check (i.e. they do 
not require to analyze the capacity as a function of the input 
distribution)

• Develop a logic for efficient model checking


